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AGENDA

What, Why, How’s of DNS

DNS vulnerabilities & types of attacks

CTF Time

Cisco Umbrella capabilities
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What is Domain Name System?
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How DNS works?
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Why do we need DNS?
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Types of DNS Attacks

Phishing

C2Malware

DNS Cache 
Poisoning DDoS

DNS Tunneling
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DNS Tunneling Attack

eui8.18-ququ.example.com

aop1.18-ququ.example.com

Recursive DNS 

eui8.18-ququ.example.com

aop1.18-ququ.example.com

Authoritative DNS 

Nameserver for 
“example.com”

Attacker 

eui8

aop1

Encoded command:
Collect credentials

Username 
Password 

Malware with 
tunneling client

Encoded 
credentials: 

eui8

Collect 
credentials: 

aop1 
Encoded information in DNS communications 
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A versatile first line of defense

• All office locations

• Any device on your network

• Roaming laptops, supervised iOS 
devices, and managed Android 
devices

HQ Branch Roaming BYOD*IoT

ON OR OFF NETWORK PROTECTION

Android &
iOS devices
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Built into the internet foundation

Security controls

• DNS enforcement

• Risky domain inspection 
through proxy

• SSL decryption available 

Internet traffic
On and off-network

Destinations
Original destination or block page

SD-WAN ON/OFF NETWORK DEVICES

Umbrella

Blocked
requests

Safe
requests

Internet/
SaaS
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Cisco Talos: the largest threat intelligence 
organization on the planet

We see more so you can block 
more and respond faster to 
threats.

‣ 400+ full-time threat researchers and 
data scientists

‣ 2 billion malware samples analyzed daily

‣ 200+ new vulnerabilities discovered each year
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Multi-faceted threat intel

IP BGP

SSL WHOIS

HASH WEB

DNS

ETC

DOMAIN

IP

1. Lexical
Live DGA prediction

2. Anomaly detection
Newly seen domains

3. DNS tunnelling

4. Graph-based
Co-occurrence model

fgpxmvlsxpsp.me.uk 
hsjnkhqxqiox.com

Botnet 1 | 2 | 4

Crimeware 3 | 4

Exploit Kit 2 | 4

Phishing 1 | 2 | 4

Ransomware 2 | 4

Spam 2 | 4

Trojan 2  | 3 | 4 

Umbrella

Investigate
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Live DGA Prediction

a.com + b.com

Predict 100,000s
of future domains

Combine newly-identified  
configs with DGA to identity 
C2 domains continuously

+

DGA

Configs

b.com

c.com, d.com, …

Automate reverse
engineering

Combine C2 domain pairs  
and known DGA to identify 

unknown configs

Configs

DGA

Live DNS
log stream

Identify millions of domains,
many used by DGAs

and unregistered

a1.com
a2.com
b1.com
c2.com

Automate blocking
pool of C2 domains

Used by thousands of  
malicious samples now 

and in the future

fgpxmvlsxpsp.me[.]uk  

beuvgwyhityq[.]info 

gboondmihxgc.com 

pwbbjkwnkstp[.]com 

bggwbijqjckk[.]me 

yehjvoowwtdh.com 

ctwnyxmbreev[.]com 

upybsnuuvcye[.]net 

quymxcbsjbhh.info 

vgqoosgpmmur.it

Automated at an unparalleled scale
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Co-occurrence model

Domains guilty by inference

a.com b.com c.com x.com d.com e.com f.com

time - time +

Possible malicious domain Possible malicious domain

Known malicious domain
Co-occurrence of domains means that a statistically significant number of
identities have requested both domains consecutively in a short timeframe
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The Umbrella multi-function security solution 

Cloud access
security 
broker

SD-WAN ON/OFF NETWORK DEVICES

Cisco Umbrella

DNS-layer
security

Interactive 
threat 
intelligence

Cloud-delivered
firewall (w/ IPS)

Secure 
web
gateway

Data
loss
prevention

Cloud 
malware 
detection

Meraki MX
Viptela

Remote 
browser
isolation
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It’s CTF time!
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