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Surface web, Deep web & Dark web

Surface web cuprinde Deep web protejeaza
navigarea zilnica pe conturile private si
intfernet si este informatiile care nu
disponibil pentru sunt destinate
publicul larg. Exemple: vizualizarii publice.

- Google Exemple:

- Yahoo « Informatii

- Bing academice

- Firefox « Dosare medicale

- Wikipedia « Documente legale
- Surse de stiri « Rapoarte

guvernamentale
 Baze de date
private
« Platforme pe bazad
de abonament

Dark web este o

extensie a internetului

ascuns, operdand pe

conexiuni internet

criptate. Exemple:

« Trafic de droguri

« Escrocherii cu
criptomonede

« Activitati ilegale

« Proteste politice

« Comunicatii private



De unde a incepute

Reteaua Tor a fost creata de catre David Goldschlag, Mike Reed si Paul Syverson in
anul 2002, sub initiativa Laboratorului de Cercetare Navala al Statelor Unite.

Scopul principal al retelei Tor (The Onion Router) a fost sa ofere utilizatorilor o metodad
sigurd si anonima de navigare pe internet.

Initial, fehnologia Tor a fost dezvoltatd pentru a proteja confidentialitatea si
anonimitatea comunicarilor online, permité&nd utilizatorilor s& acceseze informatii si
servicii fara teama de a fi urmariti, monitorizati sou cenzurati de catre autoritati sau

alte parti interesate.



De unde a incepute

Conceptul de rutare prin straturi de ceapd (onion routing) a fost fundamental in
implementarea Tor. Acest concept implica criptarea si redirectionarea traficului prin
mai multe noduri (releuri) intfr-un mod care ascunde originea si destinatia reala o
datelor. Astfel, intr-o retea Tor, traficul utilizatorilor este transmis printr-o serie de relee
alese aleatoriu, iar fliecare releu cunoaste doar releul de la care a primit datele si
catre care le fransmite, mentindnd astfel anonimitatea utilizatorului.

De-a lungul anilor, reteaua Tor a evoluat si a devenit cunoscuta nu doar pentru
navigarea anonima, ci si pentru facilitarea accesului la servicii ascunse (Hidden
Services) si pentru rezistenta sa la cenzura. Utilizarea Tor a devenit populard in rdndul
celor preocupati de confidentialitatea online, jurnalistilor, activistilor si oricui doreste
sa-si protejeze identitatea in mediul digital.



Ce este DarkWeb?@

Dark Web se referd la o parte a internetului care nu este indexata de motoarele de
cautare fraditionale si este adesea asociata cu activitati ilegale. Functioneaza pe
retele criptate si necesita instrumente speciale, cum ar fi Tor, pentru a accesa.

Exista mituri comune legate de Dark Web, cum ar fi faptul ca este doar un refugiu
pentru activitati criminale, recunoscdnd totodata utilizarile legitime, cum ar fi
protejarea confidentialitatii si ocolirea cenzurii.



CIA (Confidentialitate Integritate Disponibilitate)

1. Confidentialitate (Confidentiality)
Confidentialitatea se referd la protejarea informatiilor de accesul

neavutorizat. Scopul este de a se asigura ca doar persoanele autorizate
pot accesa si vizualiza informatiile sensibile.

2. Integritate (Integrity)

Integritatea implica asigurarea faptului ca informatiile sunt corecte si nu
au fost modificate sau corupte neavutorizat. Aceasta include protectia
datelor impotriva modificarii de catre pdrti neautorizate si detectarea
eventualelor modificari neautorizate.

3. Disponibilitate (Availability)
Disponibilitatea se refera la asigurarea faptului ca informatiile si resursele

sunt accesibile atunci cand sunt necesare. Scopul este de a minimiza
Infreruperile si de a asigura continuitatea operationala.



Infimitatea si anonimizaread in cadrul Tor

Intfimitatea:

- Se cunoaste identitatea persoanei.

- Nu se cunosc activitatile persoanei respective.
Anonimizareaq:

- Nu se cunoaste identitatea persoanei

- Se cunosc activitatile persoanei respective.



Ce este un routere

Un router este un dispozitiv care conecteazd doud sau mai multe retele sau
subretele de comutare de pachete. Are doud functii principale: gestioneaza
traficul intre aceste retele prin dirjarea pachetelor de date catre adresele IP
destinate si permite mai multor dispozitive sa foloseascd aceeasi conexiune la
internet.




Ce este OSl? (Open
Systems Interconnection)

Modelul OSI (Open Systems
Interconnection) este un model
conceptual care caracterizeazd
modul In care componente de
software si hardware implicate in
comunicarea in retea ar trebui s&
Imparta sarcinile si sa interactioneze
intre ele.

Metwork process to application
DNS,; WWW/HTTP, P2P, EMAIL/POP, SMTE, Telnet, FTP

Data representation and encryption

Recognizing data: HTMLE, DOC, |PEG, MP3, AYl, Sockets

et e L 1

Interhost communication
Session establishment in TCP, S5IP, RTP, RPC-Named pipes

End-to-end connections and reliability
TEP, LIPPSCTF,. 351, TLS

“ -

Path determination and logical addressing

P, ARP, |[Psec, ICMP, IGMFE, O5FPF

Physical addressing

Ethernet, 80211, MAC/LLC, VLAN , ATM, HBP, Fbre Channel,
Frame Relay, HDLC, PPP, (0.921 ._cif.&n F.‘."ug
—

Media, signal, and binary transmission

R5-232, Rj45, V.34, 10DBASE-TX, 5DH, DS, 802.71



Rolul Tor

Tor, joaca un rol crucialin
facilitarea comunicarii
anonime prin redirectionarea
traficului de internet printr-o
retea globala de voluntari.

E2EE (End to end encryption)

Datele fransmise prin reteaua
Tor sunt supuse unei criptari e2e
, protejand confidentialitatea si
infegritatea informatiilor
schimbate intre utilizatori.

Rezistenta la cenzura

Natura descentralizata o
retelei Tor sporeste
rezistenta la cenzuraq,
permitand utilizatorilor sa
acceseze informatii fara

restrictii impuse de
autoritati sau terte parti.

Mecanismul de rutare prin
straturi de ceapa

Tehnica de rutare prin straturi
de ceapa folosita de Tor
cripteaza datele in mai multe
straturi, asemanator cu
straturile unei cepe, asigurdnd
o confidentialitate si securitate
sporitd pentru utilizatori.

Servicii Ascunse

Platformele dark web
utilizeazad servicii ascunse
pentru a mentine anonimatul,
permitand site-urilor sa fie
gdzduite pe servere in timp ce
ascund adresele P reale.

Suport comunitar

Suportul comunitar solid n
spatele Tor si operatiunilor dark
web creeazd un mediu sigur
pentru persoanele care cautd
confidentialitate si anonimitate
n activitatile lor online.



Cum functioneazaz@¢

Conexiunile regulate la internet urmeazd cea mai scurtq, rapida si eficienta ruta
la tfransferul de pachete de reteq, in functie de algoritmul folosit. Utilizatorii de
intfernet nu trebuie sa isi faca griji in legatura cu acest aspect, deoarece furnizorii de
servicii de internet (ISP) se ocupa de livrarea pachetelor de internet in cel mai
eficient mod posibil.

O retea Tor urmeazd o abordare diferitd. Ea creeazd o cale privata de reteaq,
numita circuit. Pornind de la end user, pachetele de retea urmeaza diferite noduri
intermediare, numite relee, pdna la ultimul nod al circuitului, releul de iesire. Noduri
de iesire vor tfransmite apoi cererea catre destinatie (de exemplu, site-ul web pe
care utilizatorul doreste sa-l acceseze).

Toate conexiunile intre primul nod si nodul de iesire sunt criptate, iar fiecare nod de-a
lungul traseului cunoaste doar nodul anterior si urmatorul nod. Nimeni nu cunoaste
infregul tfraseu in aceasta arhitectura, cu exceptia atacurilor care pot dezvalui unele
din aceste noduri.



Serverele tintd suntin partea dreaptd, nodurile Tor (releuri)
sunt Th mijloc, iar clientul si Directorul Tor sunt in st@nga. In
primul pas, un client care doreste sa se alature retelei Tor
trimite o cerere criptatda catre Directorul Tor pentru @
obtine o listad de noduri Tor disponibile.
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Unencrypted
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Encrypted
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Odata ce primeste lista, clientul
este pregadtit sa initieze conexiuni
cu acele releuri in norul
intfernetului.



/\ Daca clientul

trimite o cerere
catre un site HTTPS,

Unencrypted .

Lirk cum ar fi
Encrypted "google.com”,

Link atunci intregul lant
ar fi criptat. Totusi,
conexiunile
criptate pot
dezvaluisi
informatii sensibile,
in functie de
implementarea
serviciului web.
Aceasta tema va
fi detaliata mai
tarziv.

o = e

e

Clientul alege o ruta aleatoare catre destinatie, Serverul 11n acest exemplu. Se
observa ca toate conexiunile de retea intre client si ultimul releu (nod de iesire)
sunt criptate, cu exceptia celei dintre Releul de lesire si Serverul 1. Aceasta se
intdmpld atunci cand clientul doreste sa se conecteze la servicii necriptate cum
ar fi site-urile web HTTP.



Unencrypted

A 2
Link

Encrypted

Link

Clientul doreste sa stabileascd o conexiune noud catre un alt server, Serverul 2. In
acest caz, Tor furnizeaza o ruta diferita catre destinatie pentru a preveni posibilele
atacuri de corelatie. Exista si alte modalitati de a beneficia de Tor, cum ar fi
Serviciile Ascunse. In Serviciile Ascunse, traficul nu iese din releuri Tor, ci rdmane in
interiorul retelei.



Tor oferd o functionalitate numita Servicii Ascunse, care permite protejarea destinatiilor pe internet,
cum ar fi serviciile web, utiliz&nd un sistem de puncte de intdlnire distribuite.

In loc s& se conecteze direct la serverul destinatie, clientii Tor folosesc un identificator (cum ar fi

Xyz.onion) pentru a gasi si accesa serviciile ascunse. Acest sistem asigura confidentialitatea atat
pentru clienti, cat si pentru servere.

Traficul in cadrul

serviciilor ascunse s R R
ra mc“Jr)e In interiorul Encrypted
retelel Tor, - Link
prevenind astfel

problemele de

securitate asociate

CU monitorizarea

traficului la nodurile

de iesire.




Intrarea in TOR

Exista diferite optiuni de implicare activain Tor, cum ar fi descarcarea
aplicatiei browserului Tor si utilizarea sa ca client, administrarea unvi relev sau
vtilizarea unui bridge. Magjoritatea utilizatorilor preferd prima optiune si se
conecteazad la reteaua Tor pentru uzul lor personal. Conform statisticilor de
astazi, existain jur de 2 milioane de conexiuni directe n fiecare zi.

Cele mai frecvente 5 tari de utilizare si procentele sunt: Statele Unite (15,64%),
Germania (8,90%), Franta (6,27%), Rusia (6,14%) si Brazilia (4,68%).

A doua optiune este s administrezi un releu. Tor nu este doar o retea tehnicq,
ci si o retea sociala de voluntari care impart Iatimea de bandad a retelei cu

altii.



Intfrarea in TOR - Bridge

Clientii Tor trebuie sa obtina o listd de releuri active in retea pentru aincepe sa
creeze circuitul. Odata stabilit, fluxul de retea va porni de la primul releu. Dar ce
se Intftdmplda dacd acel releu, sau chiar toate releurile din circuit, sunt
inaccesibile utilizatoruluie Acest lucru ar face pur si simplu imposibila
conectarea la retea. Aceasta este o tehnicd comuna pentru furnizorii de servicii
intfernet in tarile care blocheaza Tor.

Releurile pod (Bridge) sunt releuri necomunicate, ascunse, pe care ufilizatorii le
pot folosi ca prim pas pentru accesarea Tor. Chiar dacad un ISP blocheaza toate
releelor, utilizatoriiinca se pot conecta la Tor cu gjutorul podurilor. Exista diferite
modalitati de a afla adresa IP a unui pod, cum ar fi frimiterea unui email la
bridges@bridges.torproject.org cu linia ,,get bridges” in corpul emailului. Un
raspuns automat va trimite instantaneu 3 adrese IP expeditorului.



Nodurile de iesire

Administrarea unui releu de iesire este un subiect putin diferit si controversat.
Exista diverse motive in spatele acestui fapt, dar din punct de vedere tehnic si
legal, unul iese 1n evidenta: releurile de iesire sunt interfata retelei Tor cu

internetul.

Orice ar face utilizatorii Tor, oriunde s-ar conecta, fie ca este legal sau ilegal,
releurile de iesire fransporta acele mesaje catre destinatia finala.

Principalele probleme nu apar din aplicatia Tor in sine, ci din mediul inconjurator.
Intr-o configuratie adecvata, ajustarea setarilor serverului pentru limitarea ratei si
politici reduse de iesire, gestionarea relatiilor cu furnizorii de servicii internet,
obtinerea unei adrese IP separate pentru nod.



Nodurile de iesire

Deoarece Tor nu este utilizat doar pentru motive nevinovate, activitatile
spammerilor, incarcatorilor de fisiere Torrent si abuzatorilor par a proveni toate de la
releurile de iesire Tor.

Comunitatea Tor ofera o lista de ISP-uri din diferite tari si evalueaza raspunsul
acestora dacad cineva administreaza un pod, un releu sau un nod de iesire in
infrastructura lor.

Citirea experientelor anterioare colectate pe paginile Wiki este una dintre primele
lucruri pentru cei care iau in considerare sa administreze un nod de iesire pe cont
propriu.



Anonimizarea in TOR

Asigurarea anonimatului cuprinzator si fara erori pentru utilizatorii Tor este In
centrul cercetadrii academice si a discutiilor tehnice. Din punct de vedere
tehnic, designul arhitecturii Tor pare sa poata atinge acest scop, 1hsa exista
multe probleme care fac sistemul susceptibil la esecuri.

Unele sunt legate de greselile utilizatorilor, altele de problemele de rutare
onion, iar altele sunt probleme indirecte care afecteaza rata de succes a
sistemului.

Nu fiecare utilizator poate fi de-anonimizat de fiecare data, dar unii utilizatori
ar putea fi de-anonimizati la un moment dat.



Anonimizarea in TOR

Lasdnd la o parte toate problemele nelegate de Tor, subiectul principal al
cercetarii anonimatului provine din rezultatele monitorizarii datelor transmise prin
Tor. Apoi, gradul de anonimat poate fi masurat prin diferite modele cum ar fi
probabilitatea, similaritatea, entropia . Deoarece tot fluxul de retea este criptat
intre releurile Tor cu ajutorul acestor modele, ar putea fi posibil sa se coreleze
fraficul si sa se dezvaluie adresele IP reale ale ufilizatorilor.

Colectarea datelor pentru analiza traficului, care este in mare parte criptat,
reprezintd un pas crucial si de cea mai mare importantd. Exista studii anterioare
care s-au concentrat pe analiza retelei, colectarea URL-urilor traficului HTTP si
altele asemenea. Un releu de iesire Tor creeaza o alta posibilitate aici, deoarece
oricine poate opera un releu de iesire si releul fransmite pachetele de infernet
intr-un format necriptat catre destinatie daca clientul a folosit HTTP in loc de
HTTPS .



Erori umane

Tor oferd o experienta de navigare diferitd. Pentru a profita la maximum de
aceasta si pentru a face ca sistemul sa functioneze corect, exista cateva
aspecte care necesita o atentie deosebitd. Primul aspect important este
browser-ul Tor, desi exista si alte solutii pentru a utiliza Tor cu un sistem de
operare complet.

Este foarte obisnuit sa vizualizam un document, sd ufilizGm un add-onin
browser-ele internet obisnuite. In browser-ul Tor, astfel de incercari pot perturba
mecanismul sistemului si ar putea dezvalui adresa IP reala a utilizatorului. Motivul
este simplu. Tor este conceput s comunice doar cu alte relee inainte de nodul
de iesire. Cu toate acestea, unele obiecte sau executabile incorporate in
documente pot forta ruptura acestei lanturi si pot duce la o scurgere. Aceste
capcane pot face, de asemeneaq, parte dintfr-o campanie de atac impotriva
unor utilizatori pentru a afla adresele lor IP reale.



Erori umane

Utilizarea Torrent peste Tor nu este recomandata, deoarece logica este similard
cu amenintarile mentionate anterior. Aplicatiile de partajare a fisierelor Torrent
pot ignora setarile de proxy ale browser-ului Tor si pot crea conexiuni directe
cu alti utilizatori.

Un exemplu de atacuri legate de Tor impotriva anonimatului este faptul ca se
pretinde ca plati anonime pot fi fcute cu criptomonede precum Bitcoin.
Utilizarea Bitcoin peste Tor se credea caimbundtateste si mai mult acest lucru.
Cu toate acestea, in octombrie 2014, cercetatorii de la Universitatea
Luxemburg au demonstrat cd combinarea lor permite atacuri de tip omin
mijloc (MitM) pentru a obtine control total asupra fluxurilor de informatii intre
utilizatorii care folosesc Bitcoin peste Tor.



Erori umane

Un ultim exemplu este utilizarea site-urilor web HTTP in loc de HTTPS. Nodurile de
iesire Tor pot vizualiza pachetele de infernet care trec prin ele. Daca clientii Tor
folosesc HTTP, acest lucru ar face pur si simplu sistemul vulnerabil |a
supraveghere.

Natura umana este intotdeauna susceptibild la erori in lumea cibernetica.
Dacad un utilizator poate fiinselat sa intreprinda o actiune extraordinara in timp
ce foloseste Tor, identitatea sa reala poate fi dezvalvita.



Deep Packet Inspection

Inspectia profunda a pachetelor (Deep Packet Inspection - DPI) este o metoda
de filtrare a pachetelor de retea care analizeaza atdt antetul, cat si partea de
date a unui pachet. in cazul unui furnizor de servicii de internet (ISP), DPI implicd
analizarea intregii conexiuni si a traficului online al unui utilizator, nu doar a unor
informatii despre conexiune, cum ar fi numerele de port, adresele IP accesate si
protocoalele.

ISP-urile folosesc 1h general DPI pentru a aloca resursele disponibile in scopul
fluidizarii traficului, pentru a-si optimiza serverele in vederea detectarii hackerilor,
combaterii malware-ului si colectarii datelor comportamentale despre utilizatorii
lor.

Desi DPI poate parea inofensiv, in readlitate poate avea un impact foarte negativ
asupra intimitatii tale online.



Cum functioneaza DPI?

DPI este realizatd in mod normal la nivel de firewall, in special la cel de-al
saptelea strat al (OSl) — Stratului de Aplicatie. Metoda evalueaza continutul
oricarui pachet de date care trece printr-un punct de control.

Modulin care DPI evalueaza continutul pachetelor de date se bazeazd pe
reguli stabilite de administratorul retelei. DP| efectueaza evaluarea in timp
real si poate determina de unde provin pachetele de date (de la ce
aplicatie sau serviciu, mai exact).

De asemeneaq, pot fi stabilite filtre pentru ca DPI sa redirectioneze traficul de
la servicii online (cum ar fi Facebook, de exemplu).



DPI in diferite tari

Furnizorii de servicii de infernet (ISP) au putut de mult timp sa urmareasca si sa
Inregistreze fiecare miscare a ta online. De asemenea, pot si vor bloca utilizatorii de la
accesarea anumitor site-uri. Aceasta practica este frecvent utilizatd de anumite tari
care au impus interdictii asupra continutului de pe internet. SUA, Rusia, Coreea de
Nord, China, Iran si alte tari folosesc DPI pentru a bloca accesul la site-uri in scopuri de
cenzura si pentru a-si monitoriza cetateni.

De exemplu, guvernul chinez foloseste DPI pentru a cenzura continutul considerat
,daunator” pentru cetatenii chinezi si interesele statului. In acest scop, ISP-urile chineze
folosesc DPI pentru a urmari anumite cuvinte cheie care trec prin retelele lor,
restrictionand conexiunile dacad se gasesc astfel de informati.

Un alt exemplu este Agentia Nationald de Securitate a SUA, care foloseste DPI pentru

supravegherea traficului pe internet. De asemeneq, se presupune ca guvernul iranian
foloseste DPI pentru a colecta informatii despre indivizi si a bloca comunicatiile.



Cum Folosesc ISP-urile DPI2

Unul dintre principalele moduriin care ISP-urile folosesc DPI este pentru a cauta
continut P2P - in special in tarile unde torrenting-ul nu este tocmai legal. Cand
gasesc continut P2P, fie vorincetini viteza de descarcare a utilizatorului (in cel mai
bun caz), fie vor preda datele utilizatorului autoritatilor si agentiilor de copyright.

In afard de aceasta, ISP-urile pot recurge la DPI dacd trebuie sa blocheze accesul
la anumite site-uri web. De obicei, fac acest lucru pentru a se conforma
reglementarilor guvernamentale si, potential, celor legate de copyright.

ISP-urile pot folosi DPI si pentru a spiona conexiunile utilizatorilor si pentru a compila
profiluri detaliate bazate pe activitatile si preferintele lor online, pe care le-ar putea
vinde apoi agentiilor de publicitate terte. Este genul de lucru care poate avea loc
legalin SUA si pe ascuns in alte tari. Deoarece DPI le ofera atat de multe informatii
despre ceea ce faci online si ce descarci, pot potential sa iti incetineasca viteza
dacd considerd ca folosesti ,,prea multe date” pentru o anumita activitate - cum
ar fi jocurile online, streaming-ul online sau descarcarea de fisiere



Cum te Afecteaza DPI¢

Deoarece toate informatiile pe care le trimiti si le primesti online sunt compilate in
mici pachete de date care sunt apoi scanate si analizate de ISP-ul tau, este destul
de clar ca DPI reprezintd o incalcare majorda a intimitatii tale.

Practic, dacd DPI nu este controlat si alegi sa-l ignori, iatd ce s-ar putea intdmpla:

« Reclame Intruzive si Personalizate: Este posibil sa incepi sa primesti o multime de
reclame personalizate si intruzive dacad ISP-ul tau a impartasit datele DPI cu
agentii de publicitate.

* Probleme Legale: Ai putea avea probleme legale pentru descarcarea de
torrente daca traiesti intr-o tard unde acest lucru este o problema legala.

« TIncetinirea Vitezei Conexiunii: Vitezele conexiunii tale ar putea fiintentionat
Incetinite ca o moddalitate de a te ,,convinge” sa platesti pentru un abonament
mai scump sau un plan de date mai costisitor.

 Lipsa Intimitatii: Va trebui sa trdiesti cu gdndul ca tot ceea ce faci online nu este
niciodata privat — va exista intotdeauna cineva care iti urmareste obiceiurile de
navigare si conversatiile.

« Acces Restrictionat: S-ar putea sa nu poti accesa anumite site-uri web daca ISP-
ul tau este fortat sa foloseasca DPI pentru a le bloca.



Cum putem prevenii DPle

Utilizeaza un VPN (Virtual Private Network)
Foloseste Tor
Activeaza HTTPS Everywhere

Utilizeaza un Proxy
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Guvernul in Tor

Desi nu confirmat oficial, se raporteazd cd NSA a facut incercari repetate de a
dezvolta atacuri impotriva persoanelor care utilizeaza Tor. In 2013, s-a sugerat c&
documentele scurse confirma faptul ca NSA opereaza si colecteaza trafic de la
unele noduri din reteaua Tor, fard a exista informatii suplimentare cu privire la
cate noduri sunt controlate si dacad tehnica propusd de de-anonimizare a fost
vreodatd implementata.

Unele surse sustin ca ,,NSA urmareste utilizatorii care se presupune ca locuiesc in
afara SUA si care solicita informatii despre puntile Tor prin e-mail sau care cautd
sau descarca Tor sau sistemul de operare TAILS live”.



Guvernul in Tor

Alte tari au propus, de asemenea, masuri pentru a contesta anonimitatea oferita
de Tor. Un exemplu este Rusia, care, cu scopul ,,de a asigura aparared si
securitatea tarii”, a oferit deschis o recompensa de 110.000 de dolari oricui poate
sparge identitatile utilizatorilor retelei Tor.

Intr-o dezvoltare recentd, EUROPOL a anuntat in 2014 inchiderea ,,a peste 410
servicii ascunse”, numarul fiind ulterior corectat la 27 de site-uri web.



Fortele de ordine in investigatiile criminale

AstQzi, Tor este o unealtd comuna pentru autoritatile de aplicare a legii nationale.
Proiectul Tor rezuma trei activitati principale pentru utilizarea de catre fortele de
ordine:

- Supravegherea online: Tor permite oficialilor s navigheze pe site-uri web suspecte
si servicii fara a lasa urme evidente. Daca administratorul unui site ilegal de jocuri
de noroc, de exemplu, ar observa mai multe conexiuni de la adrese IP ale
guvernului sau ale fortelor de ordine in jurnalele de ufilizare, investigatiile ar putea
fiimpiedicate.

- Sting Operations: Similar, anonimatul permite ofiterilor de politie sa participe la
operatiuni ,,sub acoperire” online. Indiferent cat de credibile pot fi acoperirile
ofiterilor subb acoperire, dacd comunicarile includ IP-uri de la adrese de politie,
acoperirea poate fi compromisa.

« Anonymous tip lines: In timp ce liniile de informatii anonime online sunt populare,
fara software de anonimat sunt mult mai putin utile. Sursele sofisticate inteleg ca,
desi un nume sau o adresa de email nu este atasatd informatiilor, jurnalele
serverului pot sa le identifice foarte repede.



Folosirea nodurilor de iesire pentru colectarea de dovezi

Au existat rapoarte care pretind ca unele guverne au conftrol si ruleazd anumite
de iesire .

In ciuda diferentelor dintre sistemele legale din diferite tari, supravegherea poate
fiin mod general impartita in doud categorii:

-supravegherea tintita (de obicei 'interceptarea’)

-supravegherea non-tintita ('monitorizarea’ sau 'filtrarea’) nu vizeazad
persoane sau date specifice, ci mai degrabad fipuri generale de continut nedoritin
scopuri generale de 'securitate’

Din perspectiva autoritatilor de aplicare a legii, ar fi dificil, dacd nu imposibil, sa se
determine ca datele care trebuie interceptate ar trece printr-un anumit nod de
lesire, deoarece Tor isi schimba ruta in medie |a fiecare 10 minute, ceea ce ar
face dificila determinarea scopulvui si detalilor mandatului necesar pentru
accesarea acestor date.



Cine foloseste TOR siin ce scopuri¢

« Jurnalisti si activisti:

« Scopuri: Protejarea surselor, comunicarea sigurQ, si accesarea de informati
cenzurate in anumite tari. Jurnalistii si activistii folosesc TOR pentru a evita
supravegherea guvernamentald si pentru a comunica in siguranta in regimuri
opresive.

« Informatori (whistleblowers):

« Scopuri: Dezvaluirea de informatii sensibile si protejarea identitatii lor. Informatorii
folosesc TOR penftru a trimite informatii mass-mediei sau organizatiilor fara a-si
compromite siguranta personald.

 Utilizatori obisnuiti preocupati de confidentialitate:

« Scopuri: Protejarea datelor personale si navigarea anonima. Multi utilizatori
obisnuiti aleg sa foloseasca TOR pentru a-si proteja intimitatea online si pentru @
evita urmarirea si colectarea de date de cdatre terti.



Cine foloseste TOR siin ce
sCopurie

« Cercetatori si academicieni:

« Scopuri: Accesarea de materiale si baze de date restrictionate sau cenzurate.
Cercetatorii pot folosi TOR pentru a accesa informatii necesare studiilor lor, care
ar putea fi blocate sau filtrate in anumite regiuni.

 Utilizatori din tari cu cenzura stricta:

« Scopuri: Ocolirea cenzurii si accesarea liberd a internetului. In tarile unde guvernul
cenzureazd internetul, cetatenii folosesc TOR pentru a accesa site-uri si servicii
care sunt blocate.



Cine foloseste TOR siin ce
sCopurie

 Infractori cibernetici:
« Scopuri: Activitati ilegale, cum ar fi vGnzarea de droguri, arme, informatii furate, si
alte activitati ilicite. Din pacate, TOR este folosit si pentru a desfasura activitati

ilegale pe Dark Web, datoritd anonimatului pe care il ofera.

« Organizatii si corporatii:
« Scopuri: Protejarea comunicarilor interne si a datelor sensibile. Unele companii si
organizatii folosesc TOR pentru a proteja datele confidentiale si pentru a evita

spionajul industrial.



Caz — NSA Whistleblower

Edward Snowden, un fost asistent tehnic de 29 de ani la CIA si angajat al Booz
Allen Hamilton, este responsabil pentru dezvdaluirile semnificative privind
supravegherea NSA.

El a divulgat documente strict secrete pentru a expune amploarea
activitatilor de supraveghere ale NSA, sperand sa declanseze o dezbatere
globald despre intimitate si puterea guvernului.

« PRISM: Un program care permite NSA sa colecteze direct date de la
serverele unor mari companii de internet, precum Google, Facebook,
Microsoft si Apple. Aceste date includ e-mailuri, chat-uri video si voce,
fotogrdfii, fisiere transferate si alte informatii de comunicatie.

« XKeyscore: Un sistem de analizd care permite agentilor NSA sa caute si sa
analizeze vaste baze de date de internet. Prin intermediul acestui program,
NSA poate urmari activitatile online ale utilizatorilor, inclusiv istoricul de
navigare, e-mailuri si cautari pe internet.



Caz — NSA Whistleblower

CO-TRAVELER: Un program care analizeaza locatiile telefoanelor mobile
pentru a urmari miscarile si intalnirile oamenilor. Acesta gjuta la identificarea
tiparelor de miscare si asociatii intre indivizi.

Dishfire: Un program care colecteazd "aproape toate" mesajele SMS trimise
zilnic la nivel global. Aceasta include nu doar continutul mesajelor, cCi si
informatiile asociate precum locatiile si contactele.



Caz — Wikileaks

Julian Assange este un jurnalist, programator si activist australion cunoscut
pentru fondarea WikiLeaks, o organizatie non-profit dedicata publicarii de
informatii secrete, documente clasificate si scurgeri de informatii.

Vault 7: In 2017, WikiLeaks a publicat documente ale CIA care dezvdaluie
detalii despre capabilitatile agentiei de a desfasura operatiuni de hacking si
supraveghere cibernetica, inclusiv compromiterea dispozitivelor electronice.

Guantanamo Files: Documentele despre detinutii de la Guantanamo Bay au
expus detalii despre retinerea si interogarea prizonierilor, evidentiind
problemele legate de justitia militard americana.

Collateral Murder: Tot in 2010, WikiLeaks a publicat un videoclip militar
clasificat care aratd un atac aerian american in Bagdad, Irak, in care au fost
ucisi civili si doi jurnalisti Reuters. Videoclipul a provocat un val de crifici la
adresa tacticilor militare ale SUA.



Caz - Silkkroad

Silk Road a fost un magazin online ilegal, cunoscut pentru facilitarea vanzarii
de droguri si alte bunuri si servicii ilicite. A functionat pe dark web, utilizand
reteaua Tor pentru a anonimiza locatia utilizatorilor si franzactiile, si a
acceptat plati in Bitcoin pentru a asigura anonimitatea financiara.

Silk Road a fost creat de Ross Ulbricht, un fost student american in fizica,
cunoscut online sub pseudonimul ,,Dread Pirate Roberts”. Ulbricht a lansat site-
ulin februarie 2011 si a operat pdnad la arestarea sa in octombrie 2013.



Caz - Silkkroad

Operatiunile Silk Road

« Platforma anonima: Silk Road a fost construit pe reteaua Tor pentru a
ascunde locatiile serverelor si identitatile utilizatorilor.

« Plati in Bitcoin: Tranzactiile au fost realizate in Bitcoin, o cripfomonedad care
oferd un anumit grad de anonimitate.

« Vanzarea de bunuri ilicite: Site-ul permitea vanzarea si cumpdrarea de
droguri, falsuri, date de carduri furate si alte bunuri si servicii ilegale.

*Arestarea si procesul

*Arestarea: Ross Ulbricht a fost arestat pe 1 octombrie 2013 intr-o biblioteca
din San Francisco, in timp ce era conectat la Silkk Road.

*Acuzarea si condamnarea: Ulbricht a fost acuzat de conspiratie pentru trafic
de droguri, conspiratie pentru spdlare de bani si alte infractiuni. In 2015, a fost
gasit vinovat si condamnat lainchisoare pe viatd fard posibilitatea de
eliberare conditionata.



Caz - Silkkroad

Impactul Silk Road

Silk Road a avut un impact semnificativ asupra pietelor online ilegale,
demonstrand cum tehnologiile anonime si criptomonedele pot fi folosite
pentru activitati ilicite. A creat precedentul pentru multe alte piete negre
online, chiar daca a fost inchis dupa arestarea lui Ulbricht.



Caz - The Pirate Bay

The Pirate Bay este unul dintre cele mai cunoscute si controversate site-uri de
torrente din lume, cunoscut pentru facilitarea distributiei ilegale de continut
protejat de drepturile de autor, cum ar fi flme, muzica, software si jocuri
video.

« Platforma de torrente: The Pirate Bay este un site web care permite
utilizatorilor sa descarce fisiere torrent, care sunt folosite pentru partajarea
de continut digital.

« Anonimizare si rezistenta: Site-ul opereaza pe baza tehnologiilor de
anonimizare si rezistentQ, ceea celi permite sa evite inchiderile si blocarile
de catre autoritati.



Caz - The Pirate Bay

Istoric si Fondatori

« Fondatori: The Pirate Bay a fost fondatin 2003 de catre Gottfrid Svartholm,
Fredrik Neijj si Peter Sunde, din Suedia.

« Misiune: Initial, platforma a fost creata pentru a facilita schimbul liber de
informatii si continut, dar a devenit cunoscutd in principal pentru
descarcarea ilegala de continut protejat de drepturi de autor.



Siteurile de torente

Folosesc adesea mai multe strategii pentru a evita actiunile legale si pentru o-
si mentine operatiunile in ciuda eforturilor autoritatilor de a le inchide.

- Schimbarea Domeniilor: Site-urile de torrente schimba frecvent numele
domeniilor sau folosesc o retea de site-uri mirror. Aceasta le permite sd
treaca rapid la un nou domeniu in cazulin care cel actual este confiscat
sau blocat de autoritati. Aceste domenii pot fi gazduite in tari cu legi slabe
In ceea ce priveste drepturile de autor sau aplicarea acestora.

- Gazdvuire Offshore: Multe site-uri de torrente sunt gdzduite pe servere situate
in tari unde nu exista legi stricte privind drepturile de autor sau unde
aplicarea acestora este minima. Aceasta face dificila pentru autoritati s&
confiste fizic serverele din alte tari.



Filme & Documentare

Snownden (2016)

Silk Road (2021)

The Fifth Estate (2013) - Wikileaks

TPB AFK — The Pirate Bay Away From Keyboard (2013)



Criptare Asimetrica
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Concluzii

Dark web-ul este o parte ascunsa si enigmatica a internetului, accesibila prin retele
anonime si criptate cum ar fi Tor. In concluzie, iatd céteva puncte cheie despre dark
web:

- Anonimat si Confidentialitate: Dark web-ul oferd ufilizatorilor un grad mare de
anonimat, permitdndu-le sa navigheze si sa interactioneze fard a fi usor de urmarit
sau identificat.

« Activitati llegale si Controverse: Este cunoscut pentru activitati ilegale, cum ar fi
vanzarea de droguri, arme, date personale si alte bunuri ilegale sau servicii. Aceasta
a generat controverse si preocupdri legate de securitate si aplicarea legii.

- Platforma pentru Libertatea de Expresie: In ciuda reputatiei sale negative, dark web-
ul serveste si ca un spatiu unde activistii pentru drepturile omului, jurnalistii si alti indivizi
vulnerabili pot comunica in siguranta si evita cenzura.

« Tehnologii Avansate si Riscuri: Utilizeazd tehnologii avansate pentru a asigura
confidentialitatea, dar adesea este asociat si cu riscuri de securitate, inclusiv atacuri
cibernetice, phishing si frauda.

» Monitorizare si Reglementare: Guvernele si agentiile de aplicare a legii monitorizeaza
activitatile pe dark web si iau masuri pentru combaterea criminalitatii, ceea ce ridica
intrebari despre echilibrul dintre securitate si respectarea drepturilor individuale.
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IMPORT MASINA VIRTUALA TAILS OS

-Instalare VirtualBox-7.0.18

-Import masina virtuala
-Verificare resurse (MINIM: 2G RAM + 2vcpus)

Tips:

-Instalarea VirtualBox se face in C:

-Pentru folderul masinii virtuale se creaza un folder nou intr-un
spatiu de lucru ales.



ile. Machine Help 1

2 # IO N %

Preferences Export Mew  Add

Welcome to VirtualBox!

Appliance to import

Please choose the source to import appliance from. This can be a local file system to import OVF archive or
one of known doud service providers to import doud Y™ from.

Source:  Local File System

Flease choose a file to import the virtual appliance from. VirtualBox currently supports importing appliances
saved in the Open Virtualization Format [OVF). To continue, select the file to import below.

File: E:\cybersec\tailsosl.ova [~

2

Expert Mode Mext Cancel




‘fl Import Virtual Appliance

Appliance settings
These are the virtual machines contained in the appliance and the suggested settings of the imported

VirtualBox machines. You can change many of the properties shown by double-dicking on the items and
disable others using the chedk boxes below.

Virtual System 1
o Name tailsos1
@® Guest OS5 Type T2 Debian {64-bit)
W cru 4

RAM 1

© o v
ﬁ USE Controller v

P Sound Card v ICH ACS7
Machine Base Folder: l C:\Userskilimanjaro\VirtualBox YMs

MAC Address Policy:  Indude only MAT network adapter MAC addresses

Additional Options: « Import hard drives as VDI
Appliance is not signed




File Machine View Input Devices Help

Junl1y 17:36

Welcome to Tails!

&)

Language and Formats (2}

Language English - United States

EH Keyboard Layout English (US)

E Formats United States - English

Persistent Storage

You can save some of your files and configuration in an encrypted Persistent Storage on

your Tails USB stick: your documents, browser bookmarks, Wi-Fi passwords, and so on.

Create Persistent Storage
Create and configure a Persistent Storage after starting Tails

Additional Settings (2

The default settings are safe in most situations. To add a custom setting, press the "+"
button below.

|-
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File

Machine

View

Input Devices Help

Junl1y 17:36

Shutdown |

Welcome to Tails!

Additional Settings Back

Administration Password
Set up an administration password if you need to perform

administrative tasks. Otherwise, the administration password is
disabled for better security.

Administration Password eeesese

Confirm

Additi

'H-'

el

=l (T ¥ 48 B2 right ctrl




File M™achine View Input Devices Help

Activi... Appli... Places Mon Jun 17 17:37 GMT (K T en 0= 1 G

1 Q settin| L )

2

Settings

ﬁ Settings EE Applications Control various application permissions and setti...
E.i: Power View your battery status and change power saving setti...
Removable Media Configure Removable Media setti...

=
|
D Screen Screen Setti...

BOmNS &0 ST ¥ S 0 rightcl



Activities Applications  Places £} Settings Mon Jun 17 18:30 GMT

Q Settings = Displays R
2 Network
Crientation Landscape ¥
® Bluetooth
Resolution 1280 =720(16:9) *
@ Appearance
A& Notifications Refresh Rate 59.86 Hz
Q, Search
Night Light Off >

IO1 Multitasking

Applications >
Privacy >

'R
«% Sharing

T Sound
(& Power
O Displays

O Mouse & Touchpad

‘ Tor Connection iﬁ) Tails —Tor Browser



Activities Applications  Places @& Tor Connection Mon Jun 17 18:34 GMT

Tor Connection o o x

Everything you do on the Internet from Tails goes through the Tor network.

Tor encrypts and anonymizes your connection by passing it through 3 relays.
Tor relays are servers operated by different organizations and volunteers around the world.

O Connect to Tor automatically ()

We recommend connecting to Tor automatically if you are on a public Wi-Fi netwark or if many
people in your country use Tor to circumvent censorship.

Configure a Tor bridge (2 k
I Vi ﬁ% Hide to my local network that I'm connecting to Tor
o=
— | You might need to go unnoticed if using Tor could look suspicious to someone who monitors your
Internet connection.

Learn more about how Tails connects to Tor

' ConnecttoTor

Warkspace 2
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Tor Connection o o x

Connecting to Tor without bridges...

Workspace 1

‘ Tor Connection -
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Tor Connection o o x

Connected to Tor successfully

You can now browse the Internet anonymously and uncensored.

Start Tor Browser

View Tor Circuits

‘ Tor Connection -



Activities Applications  Places @ Onion Circuits Mon Jun 17 18:35 GMT

Onion Circuits x
Extended
Unnamed Built
CheeseRobot Built
deaddrop Built
CheeseRobot, TorHet2, NTH45R3 Built
' deaddrop, Alastor, NTH45R3 Built
4 deaddrop, inhonourofecho, relayon0141 Built
CheeseRobot, Lemminkainen, relayon0141 Built
CheeseRobot, Lauch¥T, CalyxInstituteT Built Click on a circuit for more detail about its Tor relays.
deaddrop, ChocolateBit, Calyxinstitute1? Built
deaddrop, frozone, artikel5evs Built
deaddrop, trpi, jJbzwynG Built
deaddrop, siffeurattex, ingwer Built k
CheeseRobot, emiroperations, marcuse3 Built
deaddrop, MoSoul, marcuse3 Built
deaddrop, Assange010us, mochi Built
CheeseRobot, NAKAM, mochi Built
deaddrop, 1blu4DEicebeer(01, sciurust Built
FhancaDAabhat ARl ANCi-abhanaef FaDalan A0 -LT0TY Doaals

‘ Tor Connection Q Onion Circuits
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L Tails X+ (¥ X

@
N
Q
a
Il

G Mma https:/tails.net’/home/index.en.html

Using DuckDuckGo...

Home How Tails works Install Tails Documentation Support Contribute News

English &
Welcome to Tails!

Subscribe to our newsletter to receive the same news by email:
@& Tor check

Subscribe

Archive of all news

Workspace 2

‘ Tor Connection ;'B Tails —Tor Browser
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& Congratulations. This bro %X | + v »
&« ¥ 8 https:licheck torproject.org k w O % © =

This page is also available in the following languages: =g [yl w m

Congratulations. This browser is configured to use Tor.

Your IP address appears to be: 185.220.101.68

Please refer to the Tor website for further information about using Tor safely. You are now free to browse the Internet anonymously. For more information
about this exit relay, see: Relay Search.

‘ Tor Connection i) Congratulations. This browserisc...
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¢ Congratulations. This bro X | 4+ W x

i C* M 8 htips:/icheck torproject.org

- Circuit for torproject.org owing languages: m

Tor Circuit

This browser

B Germany (guard) 188,408,162, 2085

= Israel 77.91.74.149

MR Germany 185.220,181.63, 2afb:T4c2:3::68

torproject.org

MNew Tor circuit for this site wser iS Contjgur'Ed tO use Tor_

Your guard node may not change

Your |P address appears to be: 185.220.101.68

Please refer to the Tor website for further information about using Tor safely. You are now free to browse the Internet anonymously. For more information
about this exit relay, see: Relay Search.

‘ Tor Connection ‘ﬁ Congratulations. This browser is c...
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& Tor Project | Get Bridges ' X | + W x

<« & |l 8 hups:/bridges.torproject.org o <

Download Tor Browser Get Bridges Add the Bridges

- L

Download Tor Browser Get Bridges Add the Bridges

‘ Tor Connection ‘ﬁ Tor Project | Get Bridges for Tor—...
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& Tor Project | Options P + s »
&« o | W https://bridges torproject.org/options/ =
BridgeDB

Get Bridges!

BridgeDB can provide bridges with several types of Pluggable Transports, which can help obfuscate your connections to the

Tor Network, making it more difficult for anyone watching your internet traffic to determine that you are using Tor.
I

Some bridges with IPv6 addresses are also available, though some Pluggable Transports aren't IPv6 compatible.

Additionally, BridgeDB has plenty of plain-ol'-vanilla bridges — without any Pluggable Transports — which maybe doesn't

sound as cool, but they can still help to circumvent internet censorship in many cases.

Just give me bridges!

ﬂfll.l"ihf"ﬂfl nn‘l‘:ﬂhl“'

‘ Tor Connection 3 Tor Project | Options — Tor Browser
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& Tor Project | Bridges X + v X

< C | ¥ 8 ntps:/ibridges.torproject.org/bridges/?transport=obfs

y2upTaP

What are bridges?

‘ Tor Connection ) Tor Project | Bridges — Tor Browser
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¢& Tor Project | Bridge Lines X | + W x

‘o C | Wl & htps:/ibridges.torproject.org/bridges/?transport=o0bfs4 B & EEGEGETCECD:E O % ©

Here are your bridge lines:

obfs4 198.98.52.140:443 886CA31F71272FCEB3808C601FA3ABB8A2905DB4 cer t=D+zypuFdMpP8ri

& CopyAll

‘ Tor Connection ' :]D Tor Project | Bridge Lines — Tor Br...



-Exista o posibilitate de a configura un bridge inainte de conectare
la reteaua TOR.

-Va trebui sa cream o partitie in plus la masina virtuala.
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File Machine Help
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Settings.. Cirl+5
Clone. .. Cirl+0
Mowve...

Export to OCL...

Remove...

Move to Group

Discard Saved Stats,, .

Show Leg... Cirl+L
PaTresh

Show in Explorer

Create Shortcut on Desktop

Sort

® o Chrl+F

Mew Add

o 4D

Settings Start
C] General
Mame: tailzos1
Operating System: Debian (64-bit)
1 system
Base Memory: <4036 MB
Processors: =
Boot Order: Floppy, Optical, Hard Disk

Acceleration:  Mested Paging, KVM Paravirtualization
[l Display

Video Memaory; 20 MB

Graphics Controller: VMSYGA

Remote Desktop Server: Disabled

Recording: Disabled

E Storage

Controller: IDE

IDE Secondary Device 0:

Controller: SATA

SATA Port 0:
SATA Port 1

b Audio

tailsos 1-disk00 1. vdi (Mormal, 20.00 GB)

tailzosl 1.vdi (Mormal, 11,58 MB)

Host Driver: Default
Controller:  ICH ACS7

o Metwork

Adapter 1:  Intel PROf1000 MT Desktop (MNAT)

# usB

1JSB Controller:
Device Filters:

OHCI, EHCI
0 (0 active)

B Shared folders

Mone

& Description

Mone

[Optical Drive] tailsos 1-disk002_1.iso (1.35 GB)

Q, Preview
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B, tailsosi i
fJ @ Powered OFf

9 (] B[]

N RS9

General
System

Digplay
Storage

Audio

Metwork

Serial Ports
UISB

Shared Folders

User Interface

* 4 B

Settings

C] General

Storage

> .

Start

Storage Devices

&. Controller: IDE

G © tzilsos1-disk002_1.iso

== Controller: SATA

& E tailsos 1-disk00 1. vdi

4G % K

Device Filters: EI.[D alcﬁve}

B Shared folders
Mane
& Description

Mone

Attributes
Mame: SATA
Type: AHCI v

Port Count: 2

Ise Host IjO Cache

Ok Cancel

Help

ik

Q, Preview



Medium Selector

5% ©
Add | Create  Refresh

MName

* Attached
tailsos1 1.wdi
tailzos1-disk00 1. vdi
tailsos 1-disk00 1. vdi

* Mot Attached

Virtual Size

11.53 MB
20,00 GE
20.00 GB

ﬂ kaliHinux-2023, 3-virtualbox-amds4_3.vdi —

Search By Mame ™

Actual Size

14.00 MB
2.00 MB
2,00 MB



Medium Selector

55 ©
Add Create  Refresh

s
MName

“ \irtual Size Actual Size
* Attached
tailsos1 1.wdi 11.58 MB 14.00 MB
tailsos 1-disk00 1, vdi 20,00 GB 2.00MB
tailsos 1-disk00 1, wdi 20,00 GB 2.00MB
* Mot Attached

ﬂ kaliHinux-2023, 3-virtualbox-amds4_3.vdi —

Virtual Hard disk file type

Please choose the type of file that vou would like to use for the new virtual hard

disk. If you do not need to use it with other virtualization software you can leave
this setting unchanged.

® DI {VirtualBox Disk Image)
YHD (Virtual Hard Disk)

VMO (Virtual Machine Disk)

Help

Expert Mode Mext Cancel

Search By Mame ™

sﬂ !#

Cancel



Medium Selector

55 ©
Add Create  Refresh

MName o=

Virtual Size Actual Size
* Attached
tailsos1 1.wdi 11.58 MB 14.00 MB
tailsos 1-disk00 1, vdi 20,00 GB 2.00MB
tailsos 1-disk00 1, wdi 20,00 GB 2.00MB
* Mot Attached

ﬂ kaliHinux-2023, 3-virtualbox-amds4_3.vdi —

Storage on physical hard disk

Please choose whether the new virtual hard disk file should grow as it is used
(dynamically allocated) or if it should be created at its maximum size (fixed size).

A dynamically allocated hard disk file will only use space on your physical

hard disk az it fills up (up to a maximum fioced size), although it will not shrink
again automatically when space on itis freed.

A foced size hard disk file may take longer to create on some systems but is
often faster to use.

Pre-allocate Eull Size

Help

Back Mext Cancel

Search By Mame ™

sﬂ !#

Cancel



Medium Selector

55 ©
Add Create  Refresh

MName

* Attached
tailsos1 1.wdi
tailzos1-disk00 1. vdi
tailsos 1-disk00 1. vdi

* Mot Attached

Virtual Size

11.53 MB
20,00 GE
20.00 GB

ﬂ kaliHinux-2023, 3-virtualbox-amds4_3.vdi —

Search By Mame ™

Actual Size

14.00 MB
2.00 MB
2,00 MB

Help

File location and size

Please type the name of the new virtual hard disk file into the box below or dick
on the folder icon to select a different folder to create the file in,
E:\cyberseciyms\folder forvm\tailsos 1\tailsos1 2, vdi ]

Select the size of the virtual hard disk in megabytes, This size is the limit on the
amount of file data that a virtual machine will be able to store on the hard disk,

9,56 MB

4,00 ME 2,00TB

Back Finizh Cancel

sﬂ !#

Cancel



Medium Selector

55 ©
Add Create  Refresh

MName

“ Virtual Size

* Attached

tailsos1 1.wdi 11.58 MB

tailzos1-disk00 1. vdi 20.00 GB

tailsos 1-disk00 1, vdi 20.00 GB
* Not Attached

ﬁ kaliHinux-2023, 3-virtualbox-amds4_3.vdi —

tailsos1 2. wdi 9,56 MB

Search By Mame ™

Actual Size

14.00 MB
2.00 MB
2,00 MB

2,00 MB
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Edm, tailsosl 1
fJ @ Powered OFf

Mew Add Settings

C] General

{2} tailsos1 - Settings

> .

Start

Q General Storage
E System Storage Devices
) &. Controller: IDE
|:| Digplay :
“ i tailsosi-disk00?_l.iso
@ Storage = Controller: SATA [ 1
-'l Audio B taisos1-diskool, vdi
B taisos1 2.udi
Metwork B
Serial Ports
UsB

Shared Folders

N RS9

User Interface

4G % K

Device Filters: 6.[0 alcﬁve}
B Shared folders

Mane

& Description

Mone

Attributes
Mame: SATA
Type: AHCI b
Port Count: 2 I =

Ise Host IjO Cache

Ok Cancel Help
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Terminal - o x

File Edit View Search Terminal Help

root@amnesia:; ~# I
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Terminal

File Edit View Search Terminal Help

root@amnesia:~# fdisk -1

Disk /dev/sda: 20 GiB, 21474836480 bytes, 41943040 sectors
Disk model: WBOX HARDDISK

Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk /dev/sdb: 9.56 MiB, 10027008 bytes, 19584 sectors
Disk model: VBOX HARDDISK

Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes
I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk /dev/loop®: 1.3 GiB, 1398935552 bytes, 2732296 sectors
Units: sectors of 1 * 512 = 512 bytes

sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disk /dev/zram@: 3.82 GiB, 4104974336 bytes, 1002191 sectors
Units: sectors of 1 * 4@96 = 4096 bytes

Sector size (logical/physical): 4@96 bytes / 4@96 bytes

I/0 size (minimum/optimal): 4@96 bytes / 4096 bytes
root@amnesia: ~#

‘ Tor Connection
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Terminal - o x

File Edit View Search Terminal Help
Sector size (logical/physical): 4@96 bytes / 4@96 bytes

(0 _size (minimum/optimal): 4096 bytes / 4096 bytes

root@amnesia:~# fdisk /dev/sdb

Welcome to fdisk (util-linux 2.38.1).
Changes will remain in memory only, until you decide to write them.
Be careful before using the write command.

Device does not contain a recognized partition table.
Created a new DOS (MBR) disklabel with disk identifier @x9e@8lfe2.

Command (m for help): n
Partition type
p primary (@ primary, @ extended, 4 free)
e extended (container for logical partitions)
Select (default p): p
Partition number (1-4, default 1):
First sector (2@48-19583, default 2048):
Last sector, +/-sectors or +/-size{K,M,G,T,P} (2048-19583, default 19583):

Created a new partition 1 of type 'Linux' and of size 8.6 MiB.

Command (m for help): w

The partition table has been altered.
Calling ioctl() to re-read partition table.
syncing disks.

root@amnesia; ~#

D Terminal |:|

‘ Tor Connection
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Terminal - o x

File Edit View Search Terminal Help

root@amnesia:~# mkfs.ext4 /dev/sdb
mke2fs 1.47.@ (5-Feb-2823)
Found a dos partition table in /dev/sdb
Proceed anyway? (y.,N) y
Creating filesystem with 9792 1k blocks and 2448 inodes
Filesystem UUID: 4395f1b9-847@-4a65-afaf-5a3b62d1fee7
superblock backups stored on blocks:
8193

Allocating group tables: done

Writing inode tables: done

Creating journal (1024 blocks): done

Writing superblocks and filesystem accounting information: done

root@amnesia:~# mount /dev/sdb /mnt/
root@amnesia:~# cd /mnt/
root@amnesia:/mnt# 1s

lost+found

root@amnesia: /mnt# touch bridges
root@amnesia:/mnt# 1s

bridges lost+found

root@amnesia: f/mnt# I

‘ Tor Connection
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& Tor Project | Bridge Lines x e . :
s G | W B hups:/bridges torprojectorg/bridges/?transport=obfs4 Gk @ .onion available RGN - BEE=—
BridgeDB Bridge:
R

Here are your bridge lines:

obfTs4 198.98.53.149:443 BB6CA31F71272FC8B3808C601FA3SABBBA2905DB4 cer t=D+zypuFdMpP8r 1

‘ Tor Connection @J Tor Project | Bridge Lines — Tor Br...
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Terminal - o x

File Edit View Search Terminal Help

root@amnesia:~# mkfs.ext4 /dev/sdb
mke2fs 1.47.@ (5-Feb-2823)
Found a dos partition table in /dev/sdb
Proceed anyway? (y.,N) y
Creating filesystem with 9792 1k blocks and 2448 inodes
Filesystem UUID: 4395f1b9-847@-4a65-afaf-5a3b62d1fee7
superblock backups stored on blocks:
8193

Allocating group tables: done

Writing inode tables: done

Creating journal (1024 blocks): done

Writing superblocks and filesystem accounting information: done

root@amnesia: ~# mount /dev/sdb /mnt/

root@amnesia:~# cd /mnt/

root@amnesia:/mnt# 1s

lost+found I
root@amnesia: /mnt# touch bridges

root@amnesia:/mnt# 1s

bridges lost+found

root@amnesia:/mnt# 1s

bridges lost+found

root@amnesia: /mnt# echo "obfs4 198.98.53.149:443 886CA31F71272FC8B3808C601FA3ABBBA29@50B4 cert=D+zypuFdMpP8riBUbInxIguzqClR@JKKP1DbkKz5es1+0
P2Fao8]iXyM+B/+DYA2ZFy6UA iat-mode=@" H bridges

‘ Tor Connection El':l Tor Project | Bridge Lines — Tor Br...
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File Edit View Search Terminal Help

mke2fs 1.47.@ (5-Feb-2023)
Found a dos partition table in /dev/sdb
Proceed anyway? (y,N) vy
Creating filesystem with 9792 1k blocks and 2448 inodes
Filesystem UUID: 4395T1b9-8470@-4a65-afaft-5a3b62d1f607
Superblock backups stored on blocks:

8193

Allocating group tables: done

Writing inode tables: done

Creating journal (1024 blocks): done

Writing superblocks and filesystem accounting information: done

root@amnesia:~# mount /dev/sdb /mnt/
root@amnesia:~# cd /mnt/
root@amnesia: /mnt# ls

lost+found

root@amnesia: /mnt# touch bridges
root@amnesia: /mnt# 1s

bridges lost+found

root@amnesia: /mnt# ls

bridges lost+found
root@amnesia:/mnt# echo "obfs4 198.98.53.149:443 886CA31F71272FC8B3808C6Q1FA3ABB8A29@5DB4 cert=D+zypuFdMpP8riBUbInxIquzqClR@JKKP1DbkKz5es1+0
P2Fao8]iXyM+B/+DYA2ZFybUA iat-mode=0@" > bridges

root@amnesia: /mnt# cat bridges

obfs4 198.98.53.149:443 886CA31F71272FC8B3808C6@1FA3ABB8A2905DB4 cert=D+zypuFdMpP8riBUbInxIguzqClR@JKkP1DbkKz5es1+0P2Fao8jiXyM+B/+DYAZZFy6UA
iat-mode=0
Troot@amnesia: /mnt# I

‘ Tor Connection :ID Tor Project | Bridge Lines — Tor Br...
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root@amnesia:/mnt# 1s

lost+found

root@amnesia: /mnt# touch bridges

root@amnesia:/mnt# 1s

bridges lost+found

root@amnesia:/mnt# 1s

bridges lost+found

root@amnesia: /mnt# echo "obfs4 198.98.53.149:443 886CA31F71272FC8B3808C601FA3ABBBA29@50B4 cert=D+zypuFdMpP8riBUbInxIguzqClR@JKKP1DbkKz5es1+0
P2Fao8]iXyM+B/+DYA2ZFy6UA iat-mode=@" > bridges

root@amnesia: /mnt# cat bridges

obfs4 198.98.53.149:443 886CA31F71272FC8B3808C6@1FA3SABBBA2905DB4 cert=D+zypuFdMpP8riBUbInxIguzqClROJKkP1DbkKz5es1+0P2Fao8jiXyM+B/+DYA2ZFY6UA
iat-mode=0

root@amnesia: /mnt# df -H

Filesystem Size Used Avail Use% Mounted on

udev 2.16 @ 2.1G @% /dev

tmpfs 411IM 1.4M 41eM 1% /run

/dev/s1@ 1.56 1.5G @ 1ee% /usr/lib/live/mount/medium
/dev/loop®@ 1.46 1.4G @ 100% fusxflibflive!mount!rontisffiIESystem.squashfs
tmpfs 2.16 115M 2.@G 6% /usr/lib/live/mount/overkay
overlay 2.16 115M 2.@0G6 6% f

tmpfs 2.16 3.3M 2.1G6 1% /dev/shm

tmpfs 5.3M 8.2k 5.3M 1% /run/lock

tmpfs 2.1G B 2.1G6 @% /fvar/tmp

tmpfs 2.16 121M 2.@G 6% /run/initramfs

tmpfs 2.1G 25k 2.1G 1% /tmp

tmpfs 411M 183k 411M 1% /run/user/1@00

ev/s . . mn
root@amnesia: fmnt#

‘ Tor Connection :"Il Tor Project | Bridge Lines — Tor Br...
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Terminal
File Edit View Search Terminal Help
tmpfs 2.16 115M 2.@G 6% /usr/lib/live/mount/overlay
overlay 2.16 115M 2.@06 6% f
tmpfs 2.16 3.3M 2.1G6 1% /dev/shm
tmpfs 5.3M 8.2k 5.3M 1% /run/lock
tmpfs 2.16 @ 2.1G6 @% fvar/tmp
tmpfs 2.16 121M 2.@G 6% /run/initramfs
tmpfs 2.1G 25k 2.1G 1% /tmp
tmpfs 411M 1@3k 411M 1% /run/user/leee
/dev/sdb 8.2M 16k 7.5M 1% /mnt
root@amnesia: /mnt# umount /dev/sdb
umount: /run/nosymfollow/mnt: target is busy.
root@amnesia: /# umount /dev/sdb
root@amnesia: /# df -H
Filesystem Size Used Avail Use% Mounted on
udev 2.1aG @ 2.1 0% /dev
tmpfs 411IM 1.4M 41@M 1% /run
/dev/sr@ 1.56 1.5G @ 10@% /usr/lib/live/mount/medium
/dev/loop®@ 1.46 1.4G @ 1@e% /usr/lib/live/mount/rootfs/filesystem.squashfs
tmpfs 2.16 121M 2.@G 6% /usr/lib/live/mount/overlay
overlay 2.16 12IM 2.86 6% /
tmpfs 2.16 3.3M 2.1G 1% /dev/shm
tmpfs 5.3M 8.2k 5.3M 1% /run/lock
tmpfs 2.16 @ 2.1G @% fvar/tmp
tmpfs 2.16 121M 2.@G 6% /run/initramfs
tmpfs 2.1G 25k 2.1G 1% /tmp
tmpfs 411M 1@3k 411M 1% /run/user/leee

root@amnesia: /# I
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tmpfs 2.16 115M 2.@G 6% /usr/lib/live/mount/overlay
overlay 2.16 115M 2.@06 6% f
tmpfs 2.16 3.3M 2.1G6 1% /dev/shm
tmpfs 5.3M 8.2k 5.3M 1% /run/lock
tmpfs 2.16 @ 2.1G6 @% fvar/tmp
tmpfs 2.16 121M 2.@G 6% /run/initramfs
tmpfs 2.1G 25k 2.1G 1% /tmp
tmpfs 411M 1@3k 411M 1% /run/user/leee
/dev/sdb 8.2M 16k 7.5M 1% /mnt
root@amnesia: /mnt# umount /dev/sdb
umount: /run/nosymfollow/mnt: target is busy.
root@amnesia: /mnt# cd
root@amnesia: /# umount /dev/sdb
root@amnesia: /# df -H
Filesystem Size Used Avail Use% Mounted on
udev 2.1aG @ 2.1 0% /dev
tmpfs 411IM 1.4M 41@M 1% /run
/dev/sr@ 1.56 1.5G @ 10@% /usr/lib/live/mount/medium
/dev/loop®@ 1.46 1.4G @ 1@e% /usr/lib/live/mount/rootfs/filesystem.squashfs
tmpfs 2.16 121M 2.@G 6% /usr/lib/live/mount/overlay
overlay 2.16 12IM 2.86 6% /
tmpfs 2.16 3.3M 2.1G 1% /dev/shm
tmpfs 5.3M 8.2k 5.3M 1% /run/lock
tmpfs 2.16 @ 2.1G @% fvar/tmp
tmpfs 2.16 121M 2.@G 6% /run/initramfs
tmpfs 2.1G 25k 2.1G 1% /tmp
tmpfs 411M 1@3k 411M 1% /run/user/leee

root@amnesia: /# reboot -T
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Tor Connection

Everything you do on the Internet from Tails goes through the Tor network.

Tor encrypts and anonymizes your connection by passing it through 3 relays.
Tor relays are servers operated by different organizations and volunteers around the world.

Connect to Tor automatically ()

We recommend connecting to Tor automatically if you are on a public Wi-Fi network or if many
people in your country use Tor to circumvent censorship. tem. squa

Hide to my local network that I'm connecting to Tor  (7)

ﬁ",‘ ﬁ You might need to go unnoticed if using Tor could look suspicious to someone who monitors your
I Vi R\ Internet connection.

e

LY

. = _ ZypuFdMp
Learn more about how Tails connects to Tor

‘ Tor Connection
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root@amnesia:~# df -H
Filesystem Size Used Avail Use% Mounted on
udev 2.1G6 @ 2.1 8% /dev
tmpfs 411IM 1.4M 41@M 1% /xun
/dev/s1@ 1.5G 1.56 @ 10@% /usr/lib/live/mount/medium
/dev/loop®@ 1.4G6 1.4G @ 1@e% /usr/lib/live/mount/rootfs/filesystem.squashfs
tmpfs 2.1  55M 2.@G 3% fusr/lib/live/mount/overlay
overlay 2.1G  55M 2.eG 3% /
tmpfs 2.16 3.3M 2.1G 1% /dev/shm
tmpfs 5.3M 8.2k 5.3M 1% /run/lock
tmpfs 2.16 121M 2.@G 6% /run/initramfs
tmpfs 2.1G B 2.1G @% fvar/tmp
tmpfs 2.16 17k 2.1G 1% /tmp
tmpfs 411M 111k 411IM 1% /run/user/leee

root@amnesia:~# mount /dev/sdb /mnt/

root@amnesia:~# cat /mnt/

bridges lost+found/

root@amnesia:~# cat /mnt/bridges

obfs4 198.98.53.149:443 886CA31F71272FC8B3808C6@1FA3SABBBA2905DB4 cert=D+zypuFdMpP8riBUbInxIguzqClR@JKkP1DbkKz5es1+0P2Fao8jiXyM+B/+DYA2ZFyY6UA
iat-mode=0

root@amnesia: ~# I
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Tor Connection == a] *

Configure a Tor bridge

Bridges are secret Tor relays. Use a bridge as your first Tor relay if accessing Tor is blocked from where you are.

Learn more about Tor bridges

Use a default bridge

Ask for a Tor bridge by email

Erd phone and scan the QR code thatis attached to the automatic reply.

-

' * _ Send an empty email to bridges@torproject.oxrgfroma Gmail or Riseup email address with your
4

el > -
w &
e

R © Enter a bridge that you already know

‘" 1 = ﬁ Bridge AEZFyEUAiat—mnde:GH

To save your bridge, create a Persistent Storage on your Tails USB stick.

z5es1+0P2Fao8jiXyM+B/+DYAZZFy6UA

Back Connectto Tor

‘ Tor Connection
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Tor Connection == a] *

Connecting to Tor with a custom bridge...

z5es1+0P2Fao8jiXyM+B/+DYAZZFy6UA

‘ Tor Connection
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Tor Connection == a] *

Connected to Tor successfully with bridges

You can now browse the Internet anonymously and uncensored.

z5es1+0P2Fao8jiXyM+B/+DYAZZFy6UA

Start Tor Browser

View Tor Circuits

‘ Tor Connection
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¢ Congratulations. This bro X | 4+ W x

i C* M 8 htips:/icheck torproject.org

- Circuit for torproject.org owing languages: m

Tor Circuit

This browser

B Germany (guard) 188,408,162, 2085

W Germany 212.132.89.150, 2a02:247a:237:d000: :1
BB Germany 185.220.181.23, 2abb:T4c2;:28

torproject.org

i )ywser is configured to use Tor.

Your guard node may not change

Your |P address appears to be: 185.220.101.28

Please refer to the Tor website for further information about using Tor safely. You are now free to browse the Internet anonymously. For more information
about this exit relay, see: Relay Search.

‘ Tor Connection ‘ﬁ Congratulations. This browser is c...
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& Congratulations. This bro %X | +

<« & Wl 8 htps:licheck torproject.org
- Circuit for torproject.org owing lawuageﬁrm

Tor Circuit

This browser

en
=

BB Germany 212.132.89.15

r

] GEFFI"IEIH}' 185.220.101.28, 2abb:ft4c2::28
torproject.org
New Tor st or rissie () )ywser is configured to use Tor.

Your guard node may not change

Your IP address appears to be: 185.220.101.28

Please refer to the Tor website for further information about using Tor safely. You are now free to browse the Internet anonymously. For more information
about this exit relay, see: Relay Search.

‘ Tor Connection ﬁ Congratulations. This browserisc...
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¢ Congratulations. This bro x| 4+ W x

o - Wl & htps://check.torproject.org

- Circuit for torproject.org ing languages: m

Tor Circuit

This browser

4= Finland (guard) 95.216.23.120, 2a01:479:2a:1787;0:999:0:2086
MR Germany 178.63.40.99, 2a01:479:120:2085b::2

<= Finland 1a5,227.68,78

torproject.org

Mew Tor circuit for this site Nser is CO nfig u rEd tO u Se TO r.

Your guard node may not change

Your IP address appears to be: 185.227.68.78

Please refer to the Tor website for further information about using Tor safely. You are now free to browse the Internet anonymously. For more information
about this exit relay, see: Relay Search.

‘ Tor Connection ‘ﬁ Congratulations. This browser is c...
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¢ Congratulations. This bro X | 4+ W x
& &3 | ¥l 8 htps:/icheck torproject.org hewtab CHY
New window Cirl+MN
This page is also available in the following languages: m
New identity k Ctrl+Shift+ L
Mew Tor circuit for this site Ctri+Shift+L
Bookmarks >
History >
Downloads Cirl+Shift+Y
Passwords
Add-ons and themes Ctrl+Shift+A
Congratulations. This browser is configured to . il
Your IP address appears to be: 185.227.68.78 SAVEpage as... Cri+S
Find in page... Ctri+F
Please refer to the Tor website for further information about using Tor safely. You are now free to browse the Internet an £00m v 1000 ¥
about this exit relay, see: Relay Search.
Settings
More tools >
e ok ¢
Quit Ctrl+Q

‘ Tor Connection ‘.71 Congratulations. This browser is c...
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4 Congratulations. This bro s v b

M B hipsi/fcheck torproject.org

Tor Browser will close all windows and tabs. All website sessions will be
lost.
Restart Tor Browser now to reset your identity?

MNever ask me again ke

= —

e
Hestart 1or Browser
Cancel et b S ek P et e |

_— =

Congratulations. This browser is configured to use Tor.

Your |IP address appears to be: 185.227.68.78

Please refer to the Tor website for further information about using Tor safely. You are now free to browse the Internet anonymously. For more information
about this exit relay, see: Relay Search.

‘_j. Tor Connection @ Congratulations. This browser is c...
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¢ Congratulations. This bro X | 4+ W x

i C* M 8 htips:/icheck torproject.org

- Circuit for torproject.org ing languages: m

Tor Circuit

This browser
4= Finland {(guard) 95.216.23.120, 2a01:479:2a:1
4= Finland 95.217.28.112

B United States 23.154.177.14

torproject.org

Mew Tor circuit for this site Nser is CO nfig u rEd tO u Se TO r.

Your guard node may not change

Your IP address appears to be: 23.154.177.14

Please refer to the Tor website for further information about using Tor safely. You are now free to browse the Internet anonymously. For more information
about this exit relay, see: Relay Search.

‘ Tor Connection ‘ﬁ Congratulations. This browser is c...
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4 Congratulations. This bro % | 83 Settings = |+ s X

o ¢ @ Tor Browser aboutpreferences#privacy w O ¥ @ =

{I} Your browser is being managed by your organization Find n Settings

@3 General Rty

Security Level
() Home v

Disable certain web features that can be used to attack your security and anonymity. Learn more

O standard

& Privacy & Security All browser and website features are enabled. k

Safer

Disables website features that are often dangerous, causing some sites to lose functionality.

Safest

Only allows website features required for static sites and basic services. These changes

affect images, media, and scripts.

g1 Extensions & Themes

@ Tor Browser Support Deceptive Content and Dangerous Software Protection

Block dangerous and deceptive content Learn more

‘ Tor Connection 17] Settings — Tor Browser




HIDDEN SERVICES DISCOVERY

-Ahmia
-The Hidden Wiki
-DuckDuckgo
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N Ahmia — Search Tor Hid: x | + v

& C Q“o 8 https /Jahmia.fi {} @ .onion available O ‘é/' @

About Ahmia Add Service Contact Blacklist

Ahmia searches hidden services on the Tor network. To access these hidden services, you need the Tor browser bundle.

Abuse material is not allowed on Ahmia. See our service blacklist and report abuse material if you find it in the index. It will
be removed as soon as possible.

For more about Ahmia, see indexing information , contribute to the source code.
The Tor Project

Onion service: juhanurmihx|p77nkq76byazcldy2himovfu2epviSankdibsot4csyd.onion

‘ Tor Connection ) Ahmia — Search Tor Hidden Servi... ‘%' New version available
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Tue Jun 18 20:27 GMT

Main page  Discussion

The Hidden Wiki
\-t)w

Main Page

Main page Wiki url in 2024 is:
- Random page

Help about MediaWiki

Tools

What links here
Special pages
Printable version

Permanent link

Welcome to The Hidden Wiki! our official Hidden

[M 8 Online Best Dark Web = % & The Hidden Wiki X | =% W x
« > O ¥ 8 hupsi/ihehidden-wiki.orgiwikilindex.php/Main_Page#Darknet _versions_of popular_sites Bvw O « @ =

F =

wm | = o

10 General Knowledge

11 Email / Messaging

1?2 Snorial Metwnorks

™

Read | View source |Search The Hidden Wiki Q

Contents [hide]
Editor's picks
Volunteer
Introduction Points
Financial Services
Commercial Services
Domain Services
Anonymity & Securnty
Darknet versions of popular sites

Blogs / Essays [ News Sites

) The Hidden Wiki — Tor Browser

‘ Tor Connection

= . :
§ Mew version available
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& = O

[ & Online Best Dark Web

X & The Hidden Wiki % | @ DuckDuckGo — Privacy, x @ New Tab X+ W x
Ml & htips/ihehidden-wiki.org/wikiindex.php/Main_Page#Darknet_versions_of_popular_sites Bvw O « @ =

Darknet versions of popular sites

« Tor Projeclél - The official site of the project you're currently using.

The Mew York Times Secure Dropd? - The Official .onion Secure Drop of the Mew York Times

Deutsche Welled - Official website of Deutsche Wealle
BBC News® - Official wabsite of BBC News

Protonmaild - Onion version of Protoniail

lhe Tor Projectd - Official Onion website of the Tor Project

LocalMonero.cod - You can buy and sell Monero here, via it's .onion domain

Mational Police of the Netherlands& - The official site.
The CIAE - The CIA's Official Onion Site
MCIDE Task Force® - Their official site.

Facebookd - Facebook's official Onion version.

Whonixg? - Whonix's offical onion site.

Qubes O56 - Qubes OS

Mwitter & - Sign up now to get your own personalized timeling!

Feddité? - The popular American social news aggregation, content rating, and discussion website.

MIALLAE Considered the worlds most notorious "Privacy as a Service" provider for domains, VPS' and VPMNs.

based.cookingd - A onion mirror of the foss cooking website of luke smiths based.cooking site

‘ Tor Connection

ﬁ The Hidden Wiki — Tor Browser E‘E' Mew version available
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[M 8 Online Best Dark Web = % $§ The Hidden Wik % | @ DuckDuckGo— Privacy. x | + W x
« = O W @ hups/duckduckgoggd2xjoc?2x3sjasowoarfbgecmyviimafttétwagswzczad.onion w O % 6‘ =
3

DuckDuckGo

Privacy, simplified.

‘ Tor Connection ﬁ DuckDuckGo — Privacy, simplifie... Ei;' Mew version available



Introduction Points

= Ahmia fifd - Clearnet search engine for Tor Hidden Services.

s DuckDuckGor - A Hidden Service that searches the clearnet.

= TorlinksE - TorLinks is a moderated replacement for The Hidden Wiki.

» Torch@ - Tor Search Engine. Claims to index around 1.1 Million pages.

s OnionLinksE - A good link collection, calls itself the Hidden Wiki mirror.

= [he Hidden Wiki® - The old v2 mirror of the Hidden Wiki. Here for archive purposes. [redirect]

» Seli-defense Surveillance Guide B Tips, Tools and How-tos for Safer Online Communications (clearnet).




COMMUNICATION ON DARKWLEB

-Sock Puppets
-Temporary Email Provider
-DarkNet Email Provider
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¥4 Fake Identity ID Name ¢

=

+

EIf Qrin's Lab: The Secret Rooms
TOR Dark Web's pages of https:/fwww. EIfQrin.com

Tue Jun 18 20:36 GMT

) elfqv3zjfegus3bgg5d7pv62eqghtdhbslByjjhe7kjpi2s56bzgk2yd.onion/fakei

Forsaken - The Fake ID Identity Name Generator

Generate a random character with a fake name for games, novels, or alter ego avatars of yourself

Gender

First name

Middle name

Last name

Initials

Mother's Maiden name
Birthday

Birthplace

Zodiacal sign

User name

Password

Fassword hash (MD5)

Password hash (SHAL)
=SET

Phone

‘ Tor Connection

Male

Alexander

Julian

Henry

A, L H.

Ramirez

February, 06 1981 (Age: 43 years)
Washington, DC, USA

Aguarius

henrvalexa

laedykmsl
1c91d4002144cf270e69c962d42a2063
c570822feaa?9%cad97e093cdb184fa3fched5c012
henryalexa@suremail.info
907-989-9999

'ﬂz}) Tor Browser

9 T en

. Create a new virtual disposable identity instantly.

Alexander J. Henry

20 Sycamore St
Evansville, IN 47708, USA

Fhone: 907-989-999%
E-Mail: henrvalexa@suremail.info

BEGIN:VCARD
VERSION: 2.1
FROFILE:VCARD
M:Henry, Alexander;;;
FM:Alexander Henry

SORT-5TRING:Henry Alexander
EMAIL:henryalexa@suremail.info

EL; TYPE=Cell:907-9589-9999

DR TYPE=Home:; ;20 Sycamore St;Evansville;IN;47708;LUSA
LABEL:TYFE=Home: 20 Sycamore StinEvansyille, I[N 47708\n0LISA

('? Mew version available

'*3 Fake Identity ID Name Generator -...

®
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¥4 Fake Identity ID Name G X | +

@ elfqv3zjfequs3bgg5d7pv62eqghtdh6slyjjhe 7kjpi2s56bzgk2yd.onion/iakei

Address 20 Sycamore St, Evansville, IN 47708, USA BDAY: 19810206

Credit Card 5381591830330706

SSN 577213683 - issued in (DC) UID:{C447CB55-E0F9-47D1-8105-B1DA3F2FB90D7}
Passport No.: 780682066 REV:20240618T2036017

issued: August/13/2018 END:VCARD
expires: August/12/2028

P<USAHENRY<<ALEXANDER<JULIANS<<ss<ssssssasas GUID 9CC15E43-82EB-4E83-BDAE-9D61EGBFBOAL

TEOGE20665USAB102060M 26081 20<cccecacacooa b L.Ini|:|ID 6671efblbT4c0? 65287951
Driver License 3933-38-5737 - issued in Indiana (IN) on 03/11/2021, expires 02/06/2027

Car Honda Accord
Car License Plate FF-2995 - issued in (OC) in year 2018

Physical Appearance

Hair color Black (BLK)

Eyes color Brown (BRO)

Height 178 cm 51 10 in

Weight 80 Kg/ 176 pounds

Blood Type A+ (Candonate to: A+, 4B+ ; Can receive from: 0-, 0+, A A+ )

Personality
Religion Catholic

Political side Republican
Favorite Color Blue
Favorite Comfort Food Steak

Favorite Season Fall

‘ Tor Connection ﬂz}) Tor Browser f‘? Mew version available ﬁ*) Fake Identity ID Name Generator -... -
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¥4 Fake Identity ID Name G X | +

@ elfqv3zjfequs3bgg5d7pv62eqghtdh6slyjjhe 7kjpi2s56bzgk2yd.onion/iakei

Favorite Comfort Food Steak

Favorite Season Fall

US Federal Taxpayer ldentification Number (TIN | Tax 1D}
Preparer Tax Identification Mumber (PTIN) F11758489
Interim PTIN (temporary PTIN) P99993683
Employer Identification Number (EIN) 818943923
Individual Taxpayer Identification Nurmber (ITIN) 948744434
Adoption Taxpayer identification Mumber (ATIN) 257150360

Fantasy features
Alignment Meutral Good

Abilities  Charisma: 10
Constitution: 16
Drexterity: 10
Intelligence: 14
Strenght: 9
Wisdom: 3

Has your life became dull or boring lately? Pretend to be someone else for a while! Choose a good game on your PC or Xbox or Sony PlayStation PSN or Apple [D or even an old fashioned card or table
game and enjoy your new identity. You can go further and tell your friends to call you with the new name from the fake |D name generator for an evening or several days.

Generate a new character: Male - Female - Random

This is the TOR Metworlk's section of the website C !
You can access the main website in the clearnet to have more tools and extended features that can't be available on TOR for security reasons (they need JavaScript to be enabled).

‘ Tor Connection ﬂz}) Tor Browser f‘? Mew version available ﬁ*) Fake Identity ID Name Generator -... -
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¥4 Fake Identity ID Name G x | [ =2 Guerrilla Mail - Dispos X - v X
&« C ¥ 8 htps/www.guerrillamail.com w| O « 6’ —

GUERRIPIZAMATIXCGOM)

Guerrilla Mail - Disposable Temporary E-Mail Address

Avoid spam and stay safe - use a disposable email address! Click the "WTF" button below for help. So
far we've processed 16,674,015,059 emails (+292), Keeping your real inbox safe and clean (24300
emails going in / hour) Rk

plpeqgot |@ |sharklasers.com v| Forget Me WTF? |

tvt7e0+c1982m5052d54@sharklasers.com " Scramble Address

EMAIL 1[ COMPOSE ][ TOOLS ][ ABOUT ]

Delete |

Next update in: 6 sec.

| no-reply@guerrillamail.c Welcome to Guerrilla Mail Dear Random User, Thank you for using Guerrilla Mail - your 20:37:31

(o]}

‘ Tor Connection ¢ New version available @ = Guerrilla Mail - Disposable Tem...
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¥4 Fake Identity ID Name G X (=] Guerrilla Mail - Dispo: % = <= FakeMail | Temp Mail Ad x| + W x

| M 8 htps:/iwww fakemail.net w QO # @

.‘Rﬁ Temp Mail Addres; That Shields Your Real Mailbox

jaden.amer@floodouts.com (2] & 59:30 4
Delete Edit Refresh thabgd 7 & +10min | 1day 3days| Sdays 1week 2Zweeks
From Subject Time
& Fake Mail Welcome to FakeMall) 24 sec. ago R ﬁ
About

© 2023 Copyright:

by

‘ Tor Connection :]D Tor Browser § MNew version available @J FakeMail | Temp Mail Addresses ...



Tue Jun 18 20:40 GMT
o v

X

¢ Proton: Privacy by default x

% O % @& =

! hitps://protonmailrmez3lotccipshtkleegetolb 7 3fuirgj7r4dodvifu7ozyd.onion

Applications  Places ® Tor Browser
¢ Fighting Censorship witl

Activities

¥ Fake Identity ID Name G x [ & Guerrilla Mail - Dispo: x & FakeMail | Temp Mail Acc %

c |t

A better internet starts with
privacy and freedom

Take control of your data with end-to-end encryption

# Password manager W Calendar

W Email ¥ VPN B Cloud storage

-» Proton: Privacy by default —TorB...

) Tor Browser ‘? New version available

‘ Tor Connection
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¥ Fake Identit. x [l = Guerrila x & FakeMail| T % 2 Fighting Cer % 2 Proton: Priv. « Mail2Tor@o: X B [TorBox] Th % | [ Ahmia—S x4 W X
o & ¥l @ torbox36ijlcevujx7mjbdoiusvwgvmue7ifn2cvutwabklbto3uygad.onion/signu B & O % @ =

I BOXII

TORBOX36IJLCEVUJX7MJBHOIUSYHNGVMUE7 JFN2ZCVUTHNAGKLG6TO3UYQAD.ONION

WELCOME SERVICES RELAY ACCOUNT SUPPORT LANGUAGE

‘ Tor Connection "13 Tor Browser L? Mew version available ‘ﬁ_:)) [TorBox] The Tor Mail Box —Tor...
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s Fake Identit. x [ 2 Guerrilla x & FakeMail | T x @ Fighting Cer X ¢ Proton: Priv. X = © Mail2Tor@c x | [ B [TorBox] The x [ Ahmia—Sc X 4+ Vv X
& C M mail2torjgmxgexntbrmhvgluavhj7ouulSyar6ylbvikxwqf6ixkwyd.onion/register.php w O « 9 =

anonymous email service provider =
o r Register Login Change Password Deactivate

Mail2Tor Onion Register Page

Usemame.! !f,;'}iwalIZlm.cum
|

O | assw h
Confirm Password :

Password :

d Tor Connection )) Tor Browser ?" New version available D Mail2Tor@onion — Tor Browser



INSTANT MESSAGING ON DARKWLEB

-Dismail.de
-Pidgin
-Peer to Peer - Encrypted Messages
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W Register | dismail.de * 4 = -

e | M 8 htps:/idismail.defregister.html w O % @ =

Create your dismail.de XMPP account here and communicate using a open, standardized and federated messaging
protocol.

If you would like to use your account also for email, please send a message with your XMPP client or the webchat
to activation@dismail.de and ask for email activation (you need to use your dismail.de account). Please don't expect
an immediate response.

Username: The username must be at least 3 characters. Allowed characters: a-z 0-9 -._

kokojimmy1l L

Password: If you forget your password you will lose your account.

Password Verification:

Please solve the cantcha

149821

SUM of

B amnA 1TAQTIR

by

‘ Tor Connection :]D Tor Browser ¥ MNew version available @J Register | dismail.de — Tor Browser
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Register | dismail.de X+ v »
& & | Wl 8 htps:/idismail.defregister.html w O % @ =
dismail.de

Register Service Info FAQ Webmail Webchat Donate

Your XMPP account was successfully registered.

‘ Tor Connection iﬁ) Tails —Tor Browser iﬁ) Register | dismail.de — Tor Browser
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W Register | dismail.de * +

«— & | ¥l B htps:/idismail.de/register.htm Add Account » w O ¥ ®©

Basic | Advanced | Proxy

Buddies Accounts Tools Helf Hogin Optians 2 Google Talk ;

i A i{'ﬂ _:'.!'-";':

Welcome to Pidgin! Username:

You have no accounts enabled. Server: irc.libera.chat
Enable your IM accounts from the
Accounts window at

{| Password:
Accounts=Manage Accounts. Of
1,,n:u,l.lenaI:}lre: accounts, you'll be abh‘i; Remember password
to sign on, set your status, and tall|
your friends. User Options
Local alias:

Cancel

‘ Tor Connection @J Tails — Tor Browser ﬂ:j Register | dismail.de ... 2 Buddy List B Accounts f® Add Account E
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W Register | dismail.de il I Add Account 2 N -

p
Q
&
@
Il

i) https:/idi i freqgister.nt : . :
= C ¥ 8 hips/idismaildelregiste ”: Basic | Advanced | Proxy | Voice and Video

Login Options

dismail.de _
: Protocol: W XMPP -
Username: kokojimmy2
Domain: dismail.de
TDUI‘ }':.MPP ECEDi Reggurce: :[
Password: I [YITITIIEY]

Remember password
User Options
Local alias:

[ | New mail notifications

Use this buddy icon for this account:

Create this new account on the server

Cancel Add

‘ Tor Connection :]IJ Tails — Tor Browser :EI Register | dismail.de ... 2 Buddy List B Accounts f® Add Account m



bl

Accomnts

kpdajimmyT@dismail.ced YWF XMPP

fas [ |l

losa

Buidies  Arcourits

[ Bwailable

Tros

=] b

Helg

i)

Buecdies

Featd |

L EIEFFELE R LY LS

Accounts  Tools. Help

) Awaitable -

s

I Accounts b I

%) kokojirmmydgdismail.def ¢ XMPR

And.. ol e e Llose
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W Register | dismail.de i lll > i

e | M 8 htps:/idismail.defregister.html w O % @ =

Register Service Info FAQ Webmail Webchat Donate

Buddylist - O X

] Buddies Accounts Tools Help
There was an error creating the accoun S

: - Mew Instant Message... Ctrl+M

% kokojimmyl@dismail.de/ W XMPP e o CtrlsC
Get User Info... Ctrl+l

View User Log... Ctri+L

Show 4

Add Chat...

Add Group...
Add.. - .' . Close it Ctrl+Q
() Available v | [

e |

§ Mew version available @J Register | dismail.de.... R Buddy List f® Accounts

‘ Tor Connection EJ Tor Browser



Activities Applications  Places @ Pidgin Tue Jun 18 21:00 GMT

W Register | dismail.de * + - :

<« & |l B hups:/idismail.defregister.html & 0 ¥ O

Register Service Info FAQ Webmail Webchat

Buddies Accounts Tools Help

There was an errg 0 Add Buddy X
v kokojimm dismail.de/ W& ] .
imme I == Addabuddy.
-
Account W kokojimmyl@dismail.de/ (XMPP) =
Buddy's username: | kokojimmy2@dismail.de
(Optional) Alias: I

(Optional) Invite message:

Add... tadify | Add buddy to group: -

Cancel Add

e |

‘ Tor Connection @J Tor Browser § Mew version available @ Register | dismail.de.... B Buddy List f® Accounts
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W Register | dismail.de * +

<« & |l B hups:/idismail.defregister.html

BuddyList - o x gjil.de

Buddies Accounts Tools Help _ . _

v kokojimmy2@dismail.de/ W XMPP
MPP acco

W Authorize buddy?
kokojimmyl@dismail.de wants to add
you [kokojimmy2@dismail.de/
15449482513197104594485268995] to
his or her buddy list.

_ Add... lod te Close
Send Instant Message | Deny | Authorize

() Available k. | ﬂ

‘ Tor Connection @J Tails — Tor Browser @J Register | dismail.de —Tor ... P Buddy List

P Accounts
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W Register | dismail.de * + - ¢
<« & |l B hups:/idismail.defregister.html & 0 ¥ ® =
ail.de
Buddies Accounts Tools Help - . _
Add Buddy X |
-3 Adda buddy. 2@dismail.de/ W& XMPP
Account W kokojimmy2@dismail.de/ (XMPP) =
Buddy's username: kokojimmyl@dismail.de
ptional) Alias: [ |
(Optional) Invite message:
Add buddy to group: 20 il
VECSIRE Add... lod te Close
Cancel Add

‘ Tor Connection @J Tails — Tor Browser @J Register | dismail.de —Tor ... P Buddy List P Accounts
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M
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21:04 GMT O w en g 1 Activities  Applications Places @ Pidgin

b W Register | dismail.de X | +
w O % © = kokojimmyl@dismail.de ST
".:I..I.I II . "_" — L b 1
- 14
kokojimmy2@dismail.de S () kokojimmyl@dismail.de
Conversation Options SendTo OTR @A BL‘ (09:04:22 PM) kokojimmy2@dismail.de/ I
[ = 3 493738439958985125093367186: Hi koko2
peraccel @ kokojimmy2@dismail.de n (09:04:31 PM) kokojimmy1@dismail.de: hello koko1
(09:04:23 PM) kokojimmy2@dismail.de: Hi koko2
(09:04:31 PM) kokojimmyl@dismail.de/ e
1335841028837913976885269107: hello kokol
& Font dkinsert @ Smile! @ Attention! &8 Not private
Jse &l Font <k Insert @ Smile! @ Attention!  G8 Not private
|
O Available s
dy List 2 Accounts @ kokojimmy2@dismail... [EEN ‘ Tor Connection ) Tails — Tor Browser ) Re
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W Service Info | dismail.de = 4 e =

&« C | ¥ B hips:/idismail.de/info.htmi#email B O % ©
XMPP

= XMPP Server: ejabberd

« s2s encryption: is required

¢ Client-Port: 5222 (STARTTLS only)

* MUC: rooms.dismail.de {mult user chat)

* Proxy: proxy65.dismail.de Port 5555 (dismail.de only)

« BOSH URL.: https://dismail.de/http-bind

» Websocket: wss:/dismail.de/ws

* Tor Address v3: 4colmnerbjz3xtsjmgogehtpbtSupjzefs7huilibbg3vgfgpsylub7yd.onion

* SHA256:
9B:0A:8C:29:D9:53:B9:61:C0:60:68:4E:79:EB:6C:44:6F:2D:27:D3:1D:FA:0B:VB:23:7A:E0:AB:83:43:A2:26

e CertWatch: MITM Detection and Monitoring for XMPP Servers
« Some of the active XEPs (Ranked Compliance Test)
« Upload file size limit: 100 MB / uploaded files expire after 31 days

e Message Archive (MAM): archived messages expire after 7 days

‘ Tor Connection EJ Tor Browser _J;"I Service Info | dismail.... 2 Buddy List B Accounts B kokojimmy2@dismail... u
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W Service Info | dismail.de x =+ e e § . }
< G ¥ B hpsiidismaildefinfo.nimiemai Basic Advanced | Proxy  Voice and Video B & O & @ =
XMPP Connection security: | Require encryption - _ _ Buddylist - O x |
= | Allow plaintext auth over unencrypted streams I Buddies Accounts Tools Help _E
Ag : _
| M Account Ctri+A
Connect port: 52272 on Dptm! anage Accounts rl+

Edi

¥ kokojimmyl@dismail.d CO””E“S“‘Q >7huilibbg3wfgpsyl - SetMood..

File transfer proxies:

Set User Info...
Change Password...
BOSH URL: Search for Users...

| Show Custom Smileys SetNiIhame..

Ping
Disable
Add... gk Inserd drivate
« Some of the active XE| (_) Available - i-!:#:l
« Upload file size limit: 1
* Message Archive (MA || qate this new account on the server
Cancel Save

‘ Tor Connection @ Tor Browser 1'1') Service Info | dis... I"?-’:?é Buddy List }ﬂ;;‘ Accounts P;‘ kokojimmy2@dis... |'§;‘g'? Modify Account



NOW RECONNECT!!
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® Service Info | dismail.de X o W X
« C (% 8 nhtps://dismail.delinfo.htmigemail B O &« @ =
XMPP

Buddies Accounts Tools Help

n SSL Certificate Verification

:}) Accept certificate for
&</ 4colmnerbjz3xtsjmqogehtpbt5upjzef57huilibbq3wfgpsylub7yd.onion?

The certificate for
4colmnerbjz3xtsjmqgogehtpbtSupjzef57huilibbg3wfgpsylub7yd.onion could not be
validated.

The certificate claims to be from "dismail.de" instead. This could mean that you are not
connecting to the service you believe you are.

View Certificate... Reject Accept
Add... Modiy... T Delete Close 1 . b
» Some of the active XEPs (Ranked Compliance Test) « Available

 Upload file size limit: 100 MB / uploaded files expire after 31 days

» Message Archive (MAM): archived messages expire after 7 days

v ‘k:):
Workspace 1

‘ Tor Connection @ Tor Browser D Service Info | dismail.... @ Buddy List B2 Accounts B SSL Certificate Verific...




A en %4 @
v
B% O % ©
kokojimmy2@dismail.de = o x
Conversation Options SendTo OTR gl

(0 kokojimmy2@dismail.de

(09:10:51 PM) kokojimmyl@dismail.de/
713726437877359117885278803: hi

(09:10:58 PM) kokojimmy2@dismail.de: hi

ub

Al

&l Font =k Insert @& Smile! @ Attention!

&8 Not private

¥ Accounts

Bp kokojimmy2@dismail... (S

®

Activities

Applications  Places

& Service Info | dismail.de x &+

{_

| ¥ 8 htps:/idismail.de/info.html

@ Pidgin

* XMPP Server: ejabberd

Conversation Options SendTo OTR g8

(L) kokojimmyl@dismail.de

(09:10:57 PM) kokojimmyl@dismail.de: hi

(09:10:57 PM) kokojimmy2@dismail.de/
1179539115555836935193374210: hi

&l Font =k Insert @& Smile! @ Attention!

) Available v | (s

d Tor Connection

FAWATT

}] Tails —Tor Browser

&8 Not private

B Service Infg
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W Service Info | dismail.de

& & (M 8 hu

Places @ Pidgin TueJun 18 21:13 GMT
P - b x
ps://dismail.de/info.htmi#email B & O % @ =
XMPP .
. TS o Buddylist — O X |

Conversation Dptgl;; Buddies Accounts Tools Help |

|~ Buddies
@ kokojimmy2@dg Buddy Pounces

@ kokojimmy2@di
(09:10:51 PM) kokoji
7137264378773591

(09:10:58 PM) kokoj

Certificates

kokojimmyl@dismail.de/ \' XMPP

Custom Smileys Ctri+Y

Preferences Ctri+P

Privacy
Set Mood Ctri+D

File Transfers CtrisT
wfgpsylub
Room List
System Lo
3:1D:FA | SRR
Add... Modify... Delete Close &l Font - Inset [} Mute Sounds

« Some of the active XEPs (Ranked Compliance Test)
(O Available - | 5] ¢

« Upload file size limit: 100 MB / uploaded files expire after 31 days 1

e Message Archive (MAM): archived messages expire after 7 days

‘ Tor Connection

],7,1 Tor Browser 'B Service Info | dismail.... @ Buddy List % Accounts 2 kokojimmy2@dismail... [:”_U__I:
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W Service Info | dismail.de x = + W X
¢« 3 | ¥l 8 htups:/idismail.definfo.htmi#email B i O w. @ =
XMPP | Plugins x
- TLS score  Dg2sts 25 A || Enable Name o
£ ’ CD””E% Mouse Gestures 2.14.12
3 ke = Provides support for mouse gestures
: : e aEs ¢
e il - | — Music Messaging 2.14.12
kokojimmyl@dismail.de/ \ XMPP (09-10 - Music Messaging Plugin for collaborative co...
71372 New Line 2.14.12
(09:10 = Prepends a newline to displayed message.

NS5 Preferences 2.14.12
Configure Ciphers and other Settings for the ...

ot Offline Message Emurﬂtinn 2.14.12
= Save messages sent to an offline user as poun...

wfgpsylub

Add Mod Del al 51D EA a F - Provides access to commonly used gtkrc setti. ..
i el =t - . - . Pidgin Theme Editor 2.14.12

Pidgin Theme Editor.

_ ot Psychic Mode 2.14.12
« Upload file size limit: 100 MB / uploaded files expire after 31 days . | = Psychic mode for incoming conversation

Send Button 2.14.12

« Some of the active XEPs (Ranked Compliance Test)

e Message Archive (MAM): archived messages expire after 7 days

I Ry &R, W ' | | s g (i PR R

b Plugin Details

‘ Tor Connection ?EJ Tor Browser 'B Service Info | dismail.... |l‘,,‘ Buddy List BB Accounts
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Activities Applications  Places @ Pidgin

W Service Info | dismail.de x | +

— O | Ml 8 htpsidismail.definfo.htmi#email B & O % @ =
XMPP
Conver -
' Off-the-Record Messaging X
@ ke |

| ||| Config | Known fingerprints
(09:10
71372 My private keys

(09:10 Key for account: | W kokojimmyl@dismail.de/ (XMPP)

kokejimmyl@dismail.de/ \' XMPP

Mo key present

Generate
vigpsylub Default OTR Settings
. |» Enable private messaging k
3:1D:FA:( a F _| Automatically initiate private messaging

Add... Modify... Delete Close
|» Don't log OTR conversations

« Some of the active XEPs (Ranked Compliance Test)

« Upload file size limit: 100 MB / uploaded files expire after 31 days OTR Ul Options

e Message Archive (MAM): archived messages expire after 7 days [+ Show OTR button in toolbar

Close

3 Service Info | dismail.... B8 Buddy List 8 Accounts B kokojimmy2@dismail... [N

‘ Tor Connection EI Tor Browser
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W Service Info | dismail.de x | + W »
«— O | ¥l B htps:/idismail.definfo.htmiemail B & O % @ =
XMPP
- TLS score
Conver 3
' Off-the-Record Messaging X
T | ||| Config | Known fingerprints
kokojimmyl@dismail.de/ ' XMPP (09:10
' 71372 My private keys
(0910 _ = ; "
Key for account: | W kokejimmyl@dismail.de/ (XMPP)
Mo key present
Generate
vigpsylub I Default OTR Settings
| || [+ Enable private messaging
3:1D:FA: | ¥ Automatically initiate private messaging
i k
Add.. || Modify.. | Delete Close a | @ Require private messaging
« Some of the active XEPs (Ranked Compliance Test) &g Don’tlog OTR canversations
« Upload file size limit: 100 MB / uploaded files expire after 31 days OTR Ul Options
e Message Archive (MAM): archived messages expire after 7 days || ' [+ Show OTR button in toolbar
)

Close

‘ Tor Connection ],7,1 Tor Browser 1'1') Service Info | dismail.... |l‘;‘ Buddy List |"4‘ Accounts |ﬂ;" kokojimmy2@dismail... [:|||j|
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® Service Info | dismail.de x @+ W X
&« 3 | ¥l 8 htups:/idismail.definfo.htmi#email B < O % @ =
XMPP
o X
Accounts x kokoiimmy2@dismail.de _
: Help

Conversation Options SendTo OTR (@&

@ kokojimmy2@dismail.de .

(09:10:51 PM) kokojimmyl@dismail.de/
713726437877359117885278803: hi

(09:10:58 PM) kokojimmy2@dismail.de: hi

kokojimmyl@dismail.de/ \/ XMPP

lail.de only)

tpbt5upjzef57,

Add... Modify... Delete Close 3E8:6C:44:6GF

P ¥ e ey |

SR Crnt | lneast | 88 Conilal S5 Bl ~rivate

ARG TILYYOLLIL, IVD

Start private conversation o
Some of the active X1 End private conversation - = ———

Upload file size limit: =~ Authenticate budd,
Message Archive (M,  kokojimmy2@dismail.de/1179539115555836935193374210 (kokojimmyl@dismail.de/)

Mot Private

VWhat's this?

‘ Tor Connection EJ Tor Browser 'B Service Info | dismail.... |§‘:£? Buddy List 8 Accounts L5, kokojimmy2@dismail... El___"
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Activities Applications  Places

W Sewvice Info | dismail.de x = +
B O % @ =

| M 8 htps:/idismail.definfo.html

= 7
* XMPP Server: ejabberd
SR P ....-...._.-.-a-'“-..... e e |
BuddylList - O X
Buddies Accounts Tools Hel — .
| _ P &7 , Please wait
~ Buddies o/
e Generating private key for kokojimmy2@dismail.de/ (XMPP)...

L e g g e )

Done.

3 OK

_:l Vil "P‘LUIIIIIICILJ'J.L-..J.-’\.l.i.‘rjll.l.'l..]UE_'ClllI..I'LJ'I.n.JUI..I‘JL'CIJ.f II.I.II.IILJ'LJ\.I.J“'IEF:#J'IUUI_}'U.UIII.UII
3:]]9:53:39:51:(3[]:5[]:EB:4E:?9:EB:EC:44:EF:ED:EF:DB:1D:FH:DB:?B:ZB:?‘A:ED:AB:BE:LLB:AZ:EE
MITM Detection and Monitoring for XMPP Servers

active XEPs (Ranked Compliance Test)

size limit: 100 MB / uploaded files expire after 31 days

chive (MAM): archived messages expire after 7 days

() Available

j) Tails — Tor Browser j) Service Info | dismail.de—T... [ Buddy List P Generating private key

‘ Tor Connection
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Loswersalions COplions Send
Buddylist - o x Buddylist — O x
: 0 kokojimmydEdismail.de
Buddies  Accounts  Topls Help

= Fuddies  Accounts Tools  Help
Conmversation  Dptlons
2 = Buddies

+ Buddies |013:271:41 M| Attempting to start a private conversation with

& bk 'fI@.di.:i.l‘t'IH‘ILﬂ'l! [{kokejimmy2Edismallde... & kokafimmyt @dismal. de B kokiojimmyi@imsiiLas

4
|
|
|
|
|

M LAl B Unverified conversation with kokejimmy2 @ dismail.de/ -
(13603163157363449088528E051 started. Your client is not logging this (09:71:44 PM) Unverified conversation with |
conversation, kokojimmyl@dismail.de started. Your client is nd
105:22:0% PM) kokajimmyl @dismail.de/1 38863420528090059458 5269459 hi Vaimkuimantak i,

' (a2 04 P kokopimmyl @dismail.de; hi

i
B Font <k Insert &) Smile! o Aftention!
| - gl Fort g lesert @ 5Smiiel @ Attention!

() Available

f!‘;'_" Bowddy List ’:';," Accounts B kakajin
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kokojimmy2@dismail.de

Conversation Options SendTo OTR A

() kokojimmy2@dismail.de
Buddies Accounts Tools Help

» Buddies (09:21:41 PM) Attempting to start a private conversation with
] : kokojimmy2@dismail.de...
® kokojimmy2@dismail.de SRS - o i o
& (09:21:44 PM) Unverified conversation with kokojimmy2@dismail.de/
136031631978634490885288051 started. Your client is not logging this
conversation.

(09:22:03 PM) kokojimmyl@dismail.de/1388634205289900594585289459: hi

nverified

Refresh private conversation

End private conversation

Authenticate buddy

O Available kokojimmy2@dismail.de/136031631978634490885288051 (kokojimmyl@dismail.de/)
Unverified

What's this?

{2 Buddy List 2 Kkokojimmy2@dismail.de



Activities

f® Buddy List

Applications

Places

@ Pidgin

@ kokojimmy2@dismail.de

Tue Jun 18 21:24 GMT O T en a1

Authenticate Buddy

Authenticate kokojimmy2@dismail.de

Authenticating a buddy helps ensure that the person you are
talking to is who he or she claims to be. Bl.de

How would you like to authenticate your buddy? g to start a private conversation with

Gluestion and answer -  [E-

- |ed conversation with kokojimmy2@dismail.de/
To authenticate using a question, pick a question whose answer js known 89288051 started. Your client is not logging this
enly to you and your buddy. his guestion and this answer, then wait
for your buddy to enter the answer too. If the answers don't match, then
you may be talking to an imposter.

yl@dismail.de/1388634205289900594585289459: hi

Enter question here:

where did we meet?

Enter secret answer here [case sensitive):

constanta :
B) Smile! @ Attention!

Authenticate

|P}.‘.' Authenticate Buddy

®
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Authenticate Buddy

Authenticate kokojimmy2@dismail.de

Authenticating a buddy helps ensure that the person you are
talking to is who he or she claims to be. Bl.de

How would you like to authenticate your buddy? g to start a private conversation with

Shared secret s
- |ed conversation with kokojimmy2@dismail.de/
To authenticate, pick a secret known only to you and your buddy. Enter 85288051 started. Your client is not logging this
his secret, then wait for your oo. If the secrets don't
natch, then you may be talking to an imposter. : ; :
Friateiy Rt ek iy e il o arbimpeste y1@dismail.de/1388634205289900594585289459: hi
Enter secret here;

hohoho

Ef'a Smile! @ Attention! A Unverified

Cancel Authenticate

f® Buddy List 2 kokojimmy2@dismail.de £P Authenticate Buddy
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Authenticate Buddy

Authenticate kokojimmy2@dismail.de

Authenticating a buddy helps ensure that the person you are
talking to is who he or she claims to be. Bl.de

How would you like to authenticate your buddy? g to start a private conversation with

- |ed conversation with kokojimmy2@dismail.de/
ated 85288051 started. Your client is not logging this

Ll

Manual fingerprint verification v B

yl@dismail.de/1388634205289900594585289459: hi

Fingerprint for you, kokojimmyl@dismail.de/ (XMPP):
0544EA2ATEG56D72 OCD1AISE 67151ABE C4D30F45

Purported fingerprint for kokojimmy2@dismail.de:
1D76EAS0 FIFAG42A 4ACF22B6 682F045A 78244441

I have not verified that this is in fact the correct B) Smile! @ Attention! g Unverified

| have skojimmy2@dismail.de.

k
Help Cancel Authenticate

f® Buddy List 2 kokojimmy2@dismail.de £P Authenticate Buddy
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Authenticate Buddy
Authenticate kokojimmy2@dismail.de

duthenticating a buddy helps cnsure that the person youare
talking o lswha he or she olalms to b
H e would youlike toauthenticate your bisddy?

Cluastion and answer -

i i
Ta ardhiyalicaf LAY o LRy AR O e e R A T 1 R

anly b v and poor buddy. Cnder this quastion and this answwar, thas wail
Taf i .'---:ll:llg-' b vl B ansier fosa I e v s ok -I'. Ly

woie s he Balling #0 a0 impasher,

Enter question nere:

where didwe meet?

Enker sacret answer here {Case sensitive)

corstanta

fathenticate

ndismail.de B8 Authenticate Buddy

B
lik.dz

g to start a private conversation with
|

fed conversation with kokojimmy2@dismail.def
A5238051 started. Your cllent [s not leagglng this

l@dismail.de3E36342052E0300504 585280459, hi

2 Urverifled

Bismilet @b Attontion!

Activities  Applications  Places @ Pidgin Tue Jun

Buddylist — O =

|
iE..--:I-:Iles Accounts Tools Help

Conversation  Opbons
£ | = Buddies

.0 kokojimmyliEdismail dz i kokojimmyl@dismail.de
[z 24 1) Unve rificd conversation with

kokojimnmyl@dismail.de started. Your client is ng

this conversation.

(2 od B kekojimmyl@dismail.de; hi

B font  dpirsert 48 Smite? | G attention!

() Bwailable

B Arcounts

¢ Buddy List
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fyList - O X
b

: - = T ints Tools Help | ==
Conversation Options Send T - | =2

O kokojimmyl@dismail.de @dismail.de

(09:21:44 PM) Unverified conversation with
kokojimmyl@dismail.de started. Your client is not logging
this conversation.

(09:22:04 PM) kokojimmyl@dismail.de: hi

&l Font R Insert @& Smile! @ Attention! @A Unverified

Authenticate Buddy
Authentication from kokojimmyl@dismail.de

Authenticating a buddy helps ensure that the person you are
talking to is who he or she claims to be.

Your buddy is attempting to detarmine if he or she is really talking to you,
or if it's someone pretending to be you, Your buddy has asked a guestion,
indicated below. To authenticate to your buddy, enter the answer and click
OK.

This is the question asked by your buddy:
where did we meet?

Enter secret answer here [case sensitive):

Cancel Authenticate

i':’}_',' Buddy List ¥ Accounts P:éf kokojimmyl@dismail.de i'i’}_‘,‘ Authenticate Buddy
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fyList - B0 X Authenticate Buddy

X

Conversation’ Ogtions Serd T ints  Tools Help I;_: Authentication from kokojimmyl@dismail.de

O kokojimmyl@dismail.de @dismail.de B Authenticating a buddy helps ensure that the person you are
talking to is who he or she claims to be.
(09:21:44 PM) Unverified conversation with

kﬂ‘kﬂ‘iimm?ll @ d iﬁ_mail.d e StBI'tEd. YDUF :lient is not ngging Yﬂurb’ud’d}"’ s atremmmg‘I@ determine if he or 5;?&‘;'5 ."'-‘."ﬂn]-"' l‘a!'k.'ng o ]-"r_,?n'.n';
: : or if it's someone pretending to be you, Your buddy has asked a guestion,
this conversation.

indicated below. To authenticate to your buddy, enter the answer and click

(09:22:04 PM) kokojimmyl@dismail.de: hi OK.

This is the question asked by your buddy:
where did we meet?
3

Enter secret answer here [case sensitive):

constanta

&l Font R Insert @& Smile! @ Attention! @A Unverified

Cancel Authenticate

i':’}_',' Buddy List ¥ Accounts P:éf kokojimmyl@dismail.de i'i’}_‘,‘ Authenticate Buddy
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Jylist -

koki

ints Tools Help

Conversation Options Send T

) kokojimmyl@dismail.de @dismail.de

(09:21:44 PM) Unverified conversation with
kokojimmyl@dismail.de started. Your client is not logging
this conversation.

(09:22:04 PM) kokojimmyl@dismail.de: hi

gl Font 9k Insert & Smile! @ Attention! A Unverified

P Buddy List ¥ Accounts

Tue Jun 18 21:26 GMT

kokojimmy2@dismail.de/ W& XMPP

Authenticating to Buddy X
Authenticating to kokojimmyl@dismail.de
Your buddy has successfully authenticated you. You

may want to authenticate your buddy as well by
asking your own question.

I"’;? kokojimmyl@dismail.de LT Authenticating to Buddy

as O

—
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X

; v List — o
kokojimmyl@dismail.de x |

; _ = = nts Tools Help
Conversation Options SendTo OTR @A Protoct
kokojimmy2@dismail.de/ W XMPP

(0 kokojimmyl@dismail.de @dismail.de

(09:21:44 PM) Unverified conversation with
kokojimmyl@dismail.de started. Your client is not logging

this conversation.
(09:22:04 PM) kokojimmyl@dismail.de: hi

&l Font 4k Insert @ Smile! @ Attention! @\ Unverified | |
Refresh private conversation

End private conversation

Authenticate buddy

kokojimmyl@dismail.de (kokojimmy2@dismail.de/)
Unverified

What's this?

P Buddy List ¥ Accounts
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Authenticate Buddy
Authenticate kokojimmyl@dismail.de

Authenticating a buddy helps ensure that the person you are

ccounts
talking to is who he or she claims to be. |

|
someration’ Dptiens How would you like to authenticate your buddy?

\de/ W XMPP

© kokojimmyl@dismail.de ggsHonandahseat

I:(}EI'.E'I_EM PM) UI'&:IIE'I'IfI_E'd conversation WIt!‘ . _ To authenticate using a guestion, pick a guestion whose answer is known
kokojimmyl@dismail.de started. Your client is not 1991 enly to you and your buddy. Enter this guestion and this answer, then wait

this conversation. for your buddy to enter the answer too. If the answers don't match, then
s : _
(09:22:04 PM) kokojimmyl@dismail.de: hi R L T

Enter question here:

what s 5+5

Enter secret answer here (case sensitive):

K

& Font <k Insert @& Smile! @ Attention! AUl

Cancel Authenticate

i'i’}_‘,‘ Buddy List |°;-‘ Accounts P:éf kokojimmyl@dismail.de i'i’}_‘,‘ Authenticate Buddy
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Authenticate Buddy
Authentication from kokojimmy2@dismail.de lil.de

Authenticating a buddy helps ensure that the personyouare  J to starta private conversation with
talking to is who he or she claims to be. B

ied conversation with kokojimmy2@dismail.de/
85288051 started. Your client is not logging this

Your buddy is attempting to determine if he or she is really talking to you,
orifit's ne pretending to be you. Your buddy has ask

indicated below. To authenticate to your buddy, enter the answer and ;

OK. yl@dismail.de/1388634205289900594585289459: hi
Thilé 14 the queation asked byyour buddy: sacy status of the current conversation is now: Private
what s 5+5

Enter secret answer here [case sensitive):

B Smile! @ Attention!

Authenticate

@ Buddy List f® kokojimmy2@dismail.de fh Authenticate Buddy !l|
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kokojimmy2@dismail.de

¥}

Conversation Options SendTo OTR &

jy List — o X
kokojimmyl@dismail.de - o x

() kokojimmy2@dismail.de :Hnts Tools Help

s Help Conversation Options SendTo OTR 8
(09:21:41 PM) Attempting to start a private conversation with _

m kokojimmy2@dismail.de... (O kokojimmyl@dismail.de @dismail.de
A (09:21:44 PM) Unverified conversation with kokojimmy2@dismail.de/

(09:21:44 PM) Unverified conversation with
koekojimmyl@dismail.de started. Your client is not logging
this conversation.

(09:22:04 PM) kokojimmyl@dismail.de: hi

& (09:27:01 PM) The privacy status of the current conversation
is now: Private|

136031631978634490885288051 started. Your client is not logging this
conversation.

(09:22:03 PM) kokojimmyl@dismail.de/1388634205289900594585289459: hi

8 (09:26:10 PM) The privacy status of the current conversation is now: Private

& Font b Insert @ Smile! () Attention! @ Private

&l Font dhinsert @ Smile! @ Attention! @ Private

B2 Buddy List f® Accounts B2 kokojimmylg
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10% wv joseph-corl-auzDnfhvG8E-unsplash.jpg K

® Recent

W Starred =

joseph-corl-
@ Home auzDnfhvG8
E-un... h.jpg

() Documents

¥ Downloads - : e
dd Music - . Mete
E) Pictures 7

'O Videos -

1T Trash
£ Tor Browser

-+ Other Locations

bash: thunar: command not found 2] G

root@amnesia: /home/amnesia/Tor Browser# D

‘ Tor Connection o Settings ) Tor Browser EJ Terminal E Tor Browser a joseph-corl-auzDnfhv... E
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Activities Applications  Places [ Terminal

Terminal - o x

File Edit View Search Terminal Help

root@amnesia: /home/amnesia/Tor Browser# exiftool joseph-corl-auzDnfhvG8E-unsplash.jpg

ExifTool Version Number : 12.57

File Name : joseph-corl-auzDnfthvG8E-unsplash. jpg
Directory L.

File Size : 4.2 MB

File Modification Date/Time : 2024:96:19 08:49:21+00:00
File Access Date/Time . 2024:06:19 08:49:17+00:00
File Inode Change Date/Time : 2024:06:19 ©08:49:22+00:00
File Permissions . -TW-Y--T--

File Type . JPEG

File Type Extension : 1pg

MIME Type . image/jpeg

JFIF Version : 1.82

Resplution Unit : inches

X Resolution . 72

¥ Resolution 72

Profile CMM Type Linotronic

Profile Version 2.1.@

Profile Class
Color Space Data

Display Device Profile
RGB

Profile Connection Space XYZ
Profile Date Time 1998:02:09 06:49:00
Profile File Signature acsp

Primary Platform
CMM Flags

Device Manufacturer
Device Model

Device Attributes

‘ Tor Connection ﬁ- Settings

Microsoft Corporation

Not Embedded, Independent
Hewlett-Packard

sRGE

Reflective, Glossy, Positive, Color

;]') Tor Browser

E joseph-corl-auzDnfhv... |:|

IEI Tor Browser
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Terminal - 8B X
File Edit View Search Terminal Help
Profile Description . SRGB IEC61966-2.1
Media White Point @.95245 1 1.@8985
Media Black Point 200
Red Matrix Column . ©.43607 ©.22249 9.01392
Green Matrix Column . ©.38515 ©.71687 ©.09708
Blue Matrix Column : ©.14307 0.06061 ©.7141
Device Mfg Desc . IEC http://www.iec.ch
Device Model Desc : IEC 61966-2.1 Default RGB colour space - sRGB
Viewing Cond Desc . Reference Viewing Condition in IEC61966-2.1
Viewing Cond Illuminant : 19.6445 20.3718 16.8089
Viewing Cond Surround : 3.92889 4.07439 3.36179
Viewing Cond Illuminant Type . D5@
Luminance . 76.03647 8@ 87.12462
Measurement Observer : CIE 1931
Measurement Backing . D00
Measurement Geometry : Unknown
Measurement Flare . ©.999%
Measurement Illuminant . D65
Technology : Cathode Ray Tube Display
Red Tone Reproduction Curve . (Bilnary data 2060 bytes, use -b option to extract)
Green Tone Reproduction Curve : (Binary data 206@ bytes, use -b option to extract)
Blue Tone Reproduction Curve : (Bilnary data 2060 bytes, use -b option to extract)
Image Width . 8256
Image Height . 5504
Encoding Process . Progressive DCT, Huffman coding
Bits Per Sample . 8
Color Components : 3
Y Cb Cr Sub Sampling . YCbCr4:2:0 (2 2)

‘ Tor Connection ﬂ- Settings ;j',] Tor Browser IEI Tor Browser E joseph-corl-auzDnfhv... |:|
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Terminal
File Edit View Search Terminal Help
Green Tone Reproduction Curve . (Bilnary data 2060 bytes, use -b option to extract)
Blue Tone Reproduction Curve . (Binary data 2060 bytes, use -b option to extract)
Image Width . 8256
Image Height : 5504
Encoding Process . Progressive DCT, Huffman coding
Bits Per Sample : 8
Color Components : 3
¥ Cb Cr Sub Sampling : YChCr4:2:8 (2 2)
Image Size . 8256x5504
Megapixels : 45.4

root@amnesia: fhome/amnesia/Tor Browser# ~C

root@amnesia: /home/amnesia/Tor Browser# exiftool --all=

No file specified

root@amnesia: /home/amnesia/Tor Browser# exiftool --all= joseph-corl-auzDnfhvGBE-unsplash. jpg
Warning: Tag '-*' is not defined or has a bad language code

Nothing to do.

root@amnesia: /home/amnesia/Tor Browser# exiftool --all= joseph-corl-auzDnfhvGBE-unsplash. jpg
Warning: Tag '-*' is not defined or has a bad language code

Nothing to do.

root@amnesia: /home/amnesia/Tor Browser# exiftool --help

Syntax: exiftool [OPTIONS] FILE

Consult the exiftool documentation for a full list of options.

root@amnesia: /home/amnesia/Tor Browser# man exiftool

root@amnesia: /home/amnesia/Tor Browser# exiftool -all= joseph-corl-auzDnfhvG8E-unsplash.jpg

Warning: ICC_Profile deleted. Image colors may be affected - joseph-corl-auzDnfthvG8E-unsplash.jpg
1 image files updated

root@amnesia: /home/amnesia/Tor Browser# I

‘ Tor Connection ﬂ- Settings ;j',] Tor Browser IEI Tor Browser

E joseph-corl-auzDnfhv...
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Terminal - o x

File Edit View Search Terminal Help
syntax: exiftool [OPTIONS] FILE

Consult the exiftool documentation for a full 1list of options.

root@amnesia: /home/amnesia/Tor Browser# man exiftool

root@amnesia: /home/amnesia/Tor Browser# exiftool -all= joseph-corl-auzDnThvGBE-unsplash.jpg

Warning: ICC_Profile deleted. Image colors may be affected - joseph-corl-auzDnfhvG8E-unsplash.jpg
1 image files updated

root@amnesia: /home/amnesia/Tor Browser# exiftool joseph-corl-auzDnfhvGBE-unsplash.jpg

ExifTool Version Number : 12.57

File Name : joseph-corl-auzDnfhvG8E-unsplash. jpg
Directory L.

File Size . 4.8 MB

File Modification Date/Time . 2024:96:19 ©8:54:56+00:00

File Access Date/Time : 2024:06:19 ©8:54:56+00:00

File Inode Change Date/Time : 2024:06:19 ©8:54:56+00:00

File Permissions . -IW-I--I--

File Type . JPEG

File Type Extension : 1pg

MIME Type : image/jpeg

Image Width . 8256

Image Height . 5504

Encoding Process : Progressive DCT, Huffman ceoding
Bits Per Sample . 8

Color Components . 3

Y Cb Cr Sub Sampling . YCbCr4:2:0 (2 2)

Image Size . 8256x5504

Megapixels : 45.4

root@amnesia: fhome/amnesia/Tor Browser#

‘ Tor Connection ﬂ- Settings ;j',] Tor Browser IEI Tor Browser E joseph-corl-auzDnfhv...
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aa Beautiful Free Images & = X == A guide to using Securel X = Welcome | BBC News | = X | +
> X |@ kt2bge753wj6dgarak2ryj4d6aStccrivbvod5ab3uxhug5fi624vsqd.onion w O ¥ & © =

Your Tor Browser's Security Level is too low. Use the O button in your browser's toolbar to change it.

First submission Return visit

First time submitting to our Already have a codename? Check

SecureDrop? Start here. for replies or submit something
new.

@ english v GET STARTED LOG IN

@ Powered by SecureDrop 2.8.0.

Please note: Sharina sensitive information mav put vou at risk. even when usina Tor and SecureDron.

Waiting for kt2bge753wj6dgarak2ryjdd6aStccrivbvod5ab3uxhug5fi624vsqd.onion...

‘ Tor Connection c Settings D Welcome | BBC News ... D Terminal _ Tor Browser a joseph-corl-auzDnfhv... _:I
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s Beautiful Free Images & = x
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= A guide to using Securel x  § Get Your Codename | BE % | +

o & Ul @ ki2bge753wjbdgarak2ryjdd6abtcerivbvod5ab3uxhugsfi624vsqd.onion/generate

‘ Tor Connection

@ English

a- Settings

v

Get Your Codename

A codename in SecureDrop funclions as both your username and your password

You will need this codename to log into our SecureDrop later:

0 jujitsu footsie luridness cherisher unscathed mutate failing

« Keep it secret. Do notl share it with anyone.
« Keep it safe. There is no account recovery option.

1'1') Get Your Codename | ... l:| Terminal E} Tor Browser

CONTINUE

E joseph-corl-auzDnfhv...
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pa Beautiful Free Images & | %X == A guide to using Securel. x & Submit Files or Message x = + W x

& 3 ¥l @ kt2bge753wjbdgarak2ryjdd6abtcerivbvodsab3uxhugsfis24vsqd.onion/lookup wl O % L © =

LOG OUT

0 jujitsu footsie luridness cherisher unscathed mutate failing

Remember, your codename Iis:

Show Codename

@ English b

Submit Files or Messages
You can submit any kind of file, a message, or both.

If you are already familiar with GPG, you can oplionally encrypl your files and messages with our public
key before submission. Files are encrypted as they are received by SecureDrop. Learn more.

Browse... | No file selected.

‘ Tor Connection a- Settings 1'1') Submit Files or Messa... l:| Terminal E} Tor Browser E joseph-corl-auzDnfhv...



ONION SHARE




Activities Applications  Places & python3 Wed Jun 19 09:05 GMT
@ OnionShare

Share Files Receive Files Publish Website

4" OnionShare
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Choose — R
Loak in: ™7 /home/amnesia/Tor Browser v ] [E
- Computer A Size Type
Pﬁ - B joseph-corl-auzDn..wGBE-unsplash.jpg 3.78 MIiB jpg File  6/19/24 8:54 AM

) éj-::-s.eph-m'rl—a_uz[)nf...plash.jpg_urigl'nal , 3.79 MiB jpg_..File 6/19/24 8:49 AM

File name; joseph-corl-auzDnfhvG8E-unsplash.jpg_original Cpen

Files of type:  All Files (%) v Cancel

4" OnionShare i Choose
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@ OnionShare

Share Files Receive Files Publish Website
1 file, 3.8 MiB

@ joseph-corl-auzDnfhvGBE-unsplash.jpg_original 3.8 MiB

Add

Start sharing

4" OnionShare
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@ OnignShare - O X
1file, 3.8 MiB T
m joseph-corf-auzDnfhwGBE-unsplash.jpg_original 3.8 MiB

Stop sharing

Anyone with this OnionShare address can download your files using the Tor Browser: @

http://onionshare:unissued-pretty@nh7hghheyplmmtvg7hhwidnTyylgfqauc25ld6ggpfdmkhgtwyfvxbad. onion

Copy Address

4" OnionShare
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Tails ot - A b4

¥ | Q c i nh7hghheyplmmtvg7hhwidn7yylgfgauc25l46ggpfdmkhgtwyfvxbad.onion O % ©

Confirm

[ DuckDuckGo
You are about to log in to the site
“nh7hghheyplmmivg7hhwidn7yylgfgauc25l46ggpfdmkhgtwyivibad.onion”
with the username “onionshare”.

C | J
Home How Tails works Inst Sie

English &

Welcome to Tails!

Subscribe to our newsletter to receive the same news by email:

check

Archive of all news

| RSS | Atom |

nh7hghheyplmmvg7hhwidn7yylgfgauc25id6ggptamkhgtevivxbad.onion

" OnionShare ‘:3;. Tor Connection @ Tails —Tor Browser
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» OnionShare X |+ v X
o X ¥l ® nh7hghheypimmtvq7hhwidn7yylgfgauc25l46ggpfdmkhgiwvivxbad.onion w O & @ =
OnionShare Total size: 3.8 MiB  [EBEINAIECRAIES
FILENAME SIZE
joseph-corl-auzDnfhvG8E-unsplash.jpg_original 3.8 MiB

Waiting for nh7hghheyplmmivg7hhwidn7yylgfgauc2sld6ggpidmkhgtwyivkbad.onion.. .

f‘ OnionShare .‘ Tor Connection :EI OnionShare — Tor Browser
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&) OnionShare ® {3 shred files at DuckDuckC % = + W 3

| Terminal - =] x

| File Edit View Search Terminal Help

root@amnesia: /home/amnesia/Tor Browser# file poza2.jpg

poza2.jpg: JPEG image data, JFIF standard 1.02, resolution (DPI), density 72x72, =
segment length 16, progressive, precision 8, 8256x5504, components 3

root@amnesia: /home/amnesia/Tor Browser# xxd poza2.jpg | head pozal.jpg
eooeooeDd: ffds ffed 001D 4346 4946 0001 @201 @048 ...... ] o B s H

0PO00010: @048 0OO@ TTe2 @c58 4943 435T 5052 4746 .H..... XICC_PROF

POPRR020: 494c 4500 0101 ©PO@ @c48 4c69 6ebT 0210 ILE...... HLino. .

P000R030: 0000 6doe 7472 5247 4220 5859 5a2@0 @7ce . .mntrRGB XYZ

e0000040: 0002 0009 0006 0031 00RO 6163 7370 4d53 ....... 1..acspMs

Peoooasd: 4654 00 0@ 4945 4320 7352 4742 @ee@ FT....IEC sRGE..
PEPROOGR: P00 PRPEP CODP CRPEO CRPD 00D fode @@L  ................
feoeRR70: 00RO P@@@ d32d 4850 2020 0000 2000 QBB ..... i 1| R——
PRoooRsR: Q220 2220 00RO PR DEER COOR CROR ABOA  ................
PRoReasSe: 2000 22R0 R0 PRRR DERR CEER PROR BBl ................
root@amnesia: /home/amnesia/Tor Browser#

f" OnionShare ‘ Tor Connection 3 shred files at DuckDuckGo ... |_:| Terminal E] Tor Browser
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&) OnionShare ® {3 shred files at DuckDuckC % = + W 3

| Terminal - =] x

| File Edit View Search Terminal Help
0e0R0020: 494c 4500 0101 2000 ©c48 4c69 Ge6T 0210 ILE...... HLino. .

PPO00030: D000 6d6e 7472 5247 4220 5859 5320 07ce . .mntrRGB XYZ .. =
PP000040: 0002 0005 00O6 ©O31 @OB® 6163 7370 4d53 ....... 1..acspM5s ——

PR2eRes2: 45654 2000 QOR@ 4945 4320 7352 4742 @0e® FT....IEC sRGB.. pozal.jpg pozalcopy.
0P0D0060: 0000 C0DO POOO QODD DOOD QOOD Tode @OOL ................ P9
POP0RR70: 0000 PPO@ d32d 4850 2020 0000 POOQ QOQD .. ... =HP eameun

Pe2eRese: 2P0@ 22020 Q022 POER 2OED 2200 PRER eBD ................
202eRe92: 000 20020 COR2 PO0Q PRED POOD PRER PO@D ................
root@amnesia: /home/amnesia/Tor Browser# cp pozal2.jpg pozaZcopy.jpg
root@amnesia: /home/amnesia/Tor Browser# shred poza2.jpg
root@amnesia: /home/amnesia/Tor Browser# file poza2.jpg

pozal.jpg: data

root@amnesia: /home/amnesia/Tor Browser# xxd poza2.jpg | head
@P000000: 9e@T ©7d4 daB3 Beee b53T 53ef @cb9 97fb ......... P
e0P0R010: dl4@ 3a21 2elf c638 7842 e782 665b 9@eb .@:1...8xB..f[..
P0P0RO20: 7ac8 7568 B563 74c4 1559 20b3 5e63 S5lee z.uh.ct..Y .%cQ.
@0000030: Ofe2 3228 296d 61@a delf 668T dab5 127f ..2()ma...fT.....
PO00OR4D: c788 cBe9 6946 2d65 6245 3c@4 8a7d 899c ....iF-ebE<..}..
e0000050: a834 do9dd ©2b9 386d 673b f687 1899 db6dé .4....8mg,......
@0000060: 2051 3952 97e9 @bbb 38f5 deff B82a4 91da (Q9R....8.......
@0e00070: 54a4 aa39 ea68 f@81 2272 2fea e2Ba b2bf T..9.h.."r/.....
@P00e08@: 2212 3a57 c649 5c5d 886e labf 1719 e23b ".:W.IM].n..... :
@P0eeesd: 5e29 6717 14c6 2cbe ab62 4855 d293 5e26 #)g...,..bHU.." &
root@amnesia: /home/amnesia/Tor Browser# I '

f" OnionShare ‘ Tor Connection j) shred files at DuckDuckGo ... |_:| Terminal E] Tor Browser
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& OnionShare A R ——— : — X

! Disks = 21 Gﬁi zllrli:I Disk : . o x L
| ﬂgﬂ:;;%?ﬁ‘;" lodel  VBOX HARDDISK (1.0}
! Serial Number VB357eelaZ-e4f43f00

00000020: 494c 4500 0101 @020 @ 10 MB Hard Disk Assessmerit: SMART s fiotsubported

PROEER30: OOOB 6dee 7472 5247 4§——-VBDKHARDDEK Siza

00000040: 0002 0009 0006 0031 @ . CD/DVDDrive Format Parjtion...

B0000050: 4654 QOO0 0000 4945 4 — VBOXCD-ROM Valimes .

PEpaeooen: CO20 PAREE QDG QOO ﬁ 1.4 GB Loop Device

Pee00070: 2000 0000 d32d 4850 2 — lusr/libllive/m... em.squashfs :

00000080: 0000 2000 0000 0000 @ Change Passphrase..

PEReEaoRd: 0200 PEE2 22000 PER2E @

root@amnesia: /home/amnesia/Tor Wossion

root@amnesia: /home/amnesia/Tor

root@amnesia: /home/amnesia/Tor a o

pozal.jpg: data

root@amnesia: /home/amnesia/Tor Size 21

pepeeerd: 9e@f 27d4 dag83 Beee

Contents LU T locked
PEEReR10: dl14@ 3a2l1 2elf c638 ik
geooeaze: JacB 7568 B563 T4c4
po@ooo30: @fdz 3228 296d 610a
PEeEER4R: c788 cPed 6946 2d65
PEPREG5®: ad34 do9dd @2b9 386d
pR@ede6d: 2851 3952 97e9 Bbbb
PEeEE0T7R: S54a4 aa39 eats fTea1
PPeePes8d: 2212 3a57 c649 Schd
PeeeeE9R: S5e29 6717 14c6 2che
root@amnesia: /home/amnesia/Tor

.:,[ ;: 7¢ EditEncryption Options...  7.5-4312

Create Partition Image...
Restore Partition Image...

Benchmark Partition...

SIS - N =« N = N O O = S ™ = 1§

4" OnionShare .‘ Tor Connection 'B shred files at DuckDuc... l:| Terminal ._. Tor Browser
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& OnionShare X | {3 shred (il : = b3
A | Disks 21 GB Hard Disk

Idevl=da

21GB Hard Disk Model VBOX HARDDISK (1.0)

VBOX HARDDISK

@eoRe@20: 494c 4500 0101 Q00R @ 10 MB Hard Disk Cancel Format Volume Next
PEEEOR30: 0000 6d6e T472 5247 4 — VBOXHARDDISK
PeeeR040: @002 2ee9 ekt 2031 @ - CO/EVD Drive
PeoeRO52: 4654 DOROD QOG@ 4945 4 VBOX CD-ROM

QRERRR6D: OPPD CEED COOB Q0B @”'._.“'l.ﬁl-GBL[}DpDEVECE Volume Mame koko
P0e00070: 2000 2002 d32d 4850 2= lusrlibllivelm... em.sf
PRooERED: 2000 CERR COER POER @

geoooecoR: 2020 22020 PR Peed @

root@amnesia: /home/amnesia/Tor Erase
root@amnesia: /home/amnesia/Tor
root@amnesia: /home/amnesia/Tor
pozal.jpg: data

root@amnesia: /home/amnesia/Tor
PoeePeed: 9edf @7d4 da83 Beee

peeeedle: di4e 3321 2elf c638

geooeaze: JacB 7568 B563 T4c4

geoee@30: 0fe2 3228 296d 61@a

PEeEER4R: c788 cPed 6946 2d65

PEPREG5®: ad34 do9dd @2b9 386d

@eeeee6d: 2051 3952 97e9% @bbb

PEeEE0T7R: S54a4 aa39 eats fTea1

PPeePes8d: 2212 3a57 c649 Schd

PeeeeE9R: S5e29 6717 14c6 2che

root@amnesia: /home/amnesia/Tor

Type O Internal disk for use with Linux systems only (Ext4)
&4 Password protect volume (LUKS)
For use with Windows [NTFS)
For use with all systems and devices (FAT)

Other

W 03 b L Ch Oh QL o] OT

,f’ OnionShare .‘ Tor Connection {al shred files at DuckDuc... L:J Terminal EEI Tor Browser
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& OnionShare X | {3 shred (il z : = x
21 GB Hard Disk

Idevl=da

———— Disks

ZL G aIc Uik Model VBOX HARDDISK (1.0)

VBOX HARDDISK

@0000020: 494c 4500 0101 @00e @ 10 MBHardDisk | previous R Next
GE000030: 0000 6d6e 7472 5247 4 —— VBOXHARDDISK

PeeeR040: @002 2ee9 ekt 2031 @ - CO/EVD Drive
@0000R50: 4654 0RQ0 000@ 4945 4  VBOXCD-ROM _ _ -
PPO0ODED: PORO CPRO POOD POOO @”T]‘I.thBmeDevice E}aiacsmredmizhe m.l.gme will only be accessible with the correct password. Be
P0000070: 0000 200@ d32d 4850 2 = lusrllibllive/m... em.se careful not toforgetit.

PRooERED: 2000 CERR COER POER @
geoooecoR: 2020 22020 PR Peed @
root@amnesia: /home/amnesia/Tor Password
root@amnesia: /home/amnesia/Tor
root@amnesia: /home/amnesia/Tor
pozal.jpg: data

root@amnesia: /home/amnesia/Tor

Weak

PO000ORE: Sedf 07d4 das3 Beee

PO2ReEe10: d14@ 3a2l 2elf c638 Confirm ] soeel
PO0V0020: 7ac8 7568 8563 T4c4

PE000030: 002 3228 296d 610a Show Password
PO0O0V40: 788 COe9 6946 2d65 k

PEPREG5®: ad34 do9dd @2b9 386d
@eeeee6d: 2051 3952 97e9% @bbb
PEeEE0T7R: S54a4 aa39 eats fTea1
PPeePes8d: 2212 3a57 c649 Schd
PeeeeE9R: S5e29 6717 14c6 2che
root@amnesia: /home/amnesia/Tor

W 03 b L Ch Oh QL o] OT

,f’ OnionShare .‘ Tor Connection .al shred files at DuckDuc... L___J Terminal [E'I Tor Browser
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& OnionShare X | {3 shred (il z : = x
21 GB Hard Disk

Idevl=da

———— Disks

ZL G aIc Uik Model VBOX HARDDISK (1.0)

VBOX HARDDISK
00000020: 494c 4500 0101 00ed B ERRICMBHard Disk Previous Confirm Details . Format |

PPO00030: DOOO 6dEe 7472 5247 4 —— VBOXHARDDISK
geeceR40: o002 2ee9 eeec ee3l @ . CD/DVD Drive
2eRPR050: 4654 2000 Q002 4945 4 VBOXCD-ROM

00000060: 0000 0000 0000 0000 @14 GB Loop Device Warning: all data on the volume will be lost
PE000070: 0000 0000 d32d 4850 2= lusrlibllive/m... em.st
@eoeeese: 0000 CROD G0Qe QQeR @ Confirm the details of the current volume before proceeding

geoooecoR: 2020 22020 PR Peed @
root@amnesia: /home/amnesia/Tor
root@amnesia: /home/amnesia/Tor
root@amnesia: /home/amnesia/Tor : 21 GB Hard Disk —VBOX HARDDISK
poza2.jpg: data olume crypto LUKS

root@amnesia: /home/amnesia/Tor
PoeePeed: 9edf @7d4 da83 Beee
peeeedle: di4e 3321 2elf c638
geooeaze: JacB 7568 B563 T4c4
geoee@30: 0fe2 3228 296d 61@a
PEeEER4R: c788 cPed 6946 2d65
PEPREG5®: ad34 do9dd @2b9 386d
@eeeee6d: 2051 3952 97e9% @bbb
PEeEE0T7R: S54a4 aa39 eats fTea1
PPeePes8d: 2212 3a57 c649 Schd
PeeeeE9R: S5e29 6717 14c6 2che
root@amnesia: /home/amnesia/Tor

{dev/sda

W 03 b L Ch Oh QL o] OT

,f’ OnionShare .‘ Tor Connection .al shred files at DuckDuc... L___J Terminal [E'I Tor Browser
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&) OnionShare MR : -
| Disks = 21 GE.!I.|I_-|E.|.FE Disk _ - x
Fe Edit View Search Termiino! ﬂgfﬂa[}dﬂ;k Model VBOX HARDDISK (1.0)
8 . — Serial Number VB357eela2-e4f43100
00000020 494c 4500 @101 0000 @ 10 MBHard Disk II.. dl e
00000030 0000 6d6e 7472 5247 4 — VBOXHARDDISK D —
PO00C040: 0002 0B@9 0006 @031 @ . CD/DVD Drive P ERCRRG Fle e
00000050 4654 0OV 0000 4945 4 VBOX CD-ROM Size 21GB(21,474,836,480 bytes)
P0000R60: 0000 0OOD 0000 0000 4 1.4 GB Loop Device
o Volumes
P0P0eR70: 0000 0eO@ d32d 4850 zjl— fust/libflive/m... em.squashfs
POOERRSE: P0OD 0ORD PEE2 PPOR @
00000090: 2000 000D 0000 0020 O

root@amnesia: /home/amnesia/Tor
root@amnesia: /home/amnesia/Tor
root@amnesia: /home/amnesia/Tor
pozal.jpg: data

root@amnesia: /home/amnesia/Tor
PoeePeed: 9edf @7d4 da83 Beee
peeeedle: di4e 3321 2elf c638
geooeaze: JacB 7568 B563 T4c4
geoee@30: 0fe2 3228 296d 61@a
PEeEER4R: c788 cPed 6946 2d65
PEPREG5®: ad34 do9dd @2b9 386d
@eeeee6d: 2051 3952 97e9% @bbb
PEeEE0T7R: S54a4 aa39 eats fTea1
PPeePes8d: 2212 3a57 c649 Schd
@Peeeese: 5e29 6717 14cb6 2cbe a
root@amnesia: /home/amnesia/Tor

4 .« N o = S B T =

k
Size 21GB (21,474,836,480 bytes)
Contents  Unknown
Device [dev/sda

4" OnionShare

‘ Tor Connection

ﬁ shred files at DuckDuc... |:| Terminal :- Tor Browser

_



Activities Applications  Places [4 Disks Wed Jun 19 09:19 GMT

& OnionShare | D S e — : 5t
| Disks = 21 GBIanI:I Disk : . o x L
it View Search Terriiol B ﬂgfﬁ:&gﬁk Vodel VBOX HARDDISK (1.0}
B LN < ral Number VB357eela2-e4f43f00
PE0OR020: 494c 4500 0101 0000 10 MB Hard Disk Asesement. SMARTIS notaupported

PPO00030: DOOO 6dEe 7472 5247 4 — VBOXHARDDISK

21GB (21,474,836,480 bytes)

00000040: 0002 0009 000G 0031 @ . CD/DVDDrive
@R000050: 4654 DOOD Q00O 4945 VBOX CD-ROM Volumes
00000060 : 0000 0000 0000 D000 1.4 GB Loop Device

—— fusr/lib/live/m... em.squashfs

0
PPQEDOT70: Q000 P80@ d32d 4850 ﬁ
PeoooRER: 2220 2R CRRE BERR @
geeooecd: 200 22 CRER PRRe @
root@amnesia: /home/amnesia/Tor
root@amnesia: /home/amnesia/Tor
root@amnesia: /home/amnesia/Tor a o
pozal.jpg: data
root@amnesia: /home/amnesia/Tor Size 21GB (21,474,836,480 bytes)
PPERePRR: 9eBf @7d4 dag3 Seee Contents LUKSEnuypﬂnnhmrmnTZ]——Unkmked
PEEReR10: dl14@ 3a2l1 2elf c638 Device [dev/sda :

20000020 Tac8 7568 8563 T4ca D a3e22919-a6bf-4426-ae18-21c9a9d15f67
geoee@30: 0fe2 3228 296d 61@a
PEeEER4R: c788 cPed 6946 2d65
PEPREG5®: ad34 do9dd @2b9 386d
@eeeee6d: 2051 3952 97e9% @bbb
PEeEE0T7R: S54a4 aa39 eats fTea1
PPeePes8d: 2212 3a57 c649 Schd
PeeeeE9R: S5e29 6717 14c6 2che
root@amnesia: /home/amnesia/Tor

o
:
0
4

{

A T .- N T = O I = P e =

4" OnionShare .‘ Tor Connection 'B shred files at DuckDuc... |:| Terminal = TorBrowser
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Terminal - 8B X
File Edit View Search Terminal Help
-IW-I--r-- 1 root root @ Jun 19 @9:24 koko.txt
drwx------ 2 root root 12288 Jun 19 ©9:22 lost+found
-IW-I--I-- 1 root root @ Jun 19 29:25 q
-IW-I--I-- 1 root root @ Jun 19 ©9:25 gr
-IW-Ir--r-- 1 root root @ Jun 19 ©9:22 gtgqtqtqetgetqe
-IW-I--I-- 1 root root @ Jun 19 89:25 g
root@amnesia: /mnt# fallocate -1 8M ooooooo
fallocate: fallocate failed: No space left on device
root@amnesia: /mnt# df -H
Filesystem 5ize Used Avail Use% Mounted on
udev 2.16 @ 2.1G 0% /dev
tmpfs 411IM  1.4M 412M 1% /run
/dev/sx@ 1.56 1.5G @ 10@% /usr/lib/live/mount/medium
/dev/loop®@ 1.46 1.4G @ 1@@% /usr/lib/live/mount/rootfs/filesystem.squashfs
tmpfs 2.1G 138M 2.@G 7% fusr/lib/live/mount/overlay
overlay 2.16 138M 2.806 T !
tmpfs 2.16 3.3M 2.1G6 1% /dev/shm
tmpfs 5.3M 8.2k 5.3M 1% /run/lock
tmpfs 2.16 121M 2.@G 6% /run/initramfs
tmpfs 2.1G @ 2.1G @% fvar/tmp
tmpfs 2.1 4.eMm 2.1G 1% /tmp
tmpfs 411M 111k 411M 1% /run/user/leee
/dev/sdb 8.2M 8.@M @ 1e@% /mnt

root@amnesia: /mnt# 1ls -1 ooooooo

-ITW-I--Tr-- 1 root root 7972864 Jun 19 @9:27 0000000

root@amnesia: /mnt# 1ls -1lh ooooooo

-ITW-r--r-- 1 root root 7.7M Jun 19 @9:27 ocoo000O0

root@amnesia: /mnt# I l

{" OnionShare .‘ Tor Connection 6} shred files at DuckDuc... IEI Tor Browser
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Terminal - o x

File Edit View Search Terminal Help

9 ¥ 9O C 906 909 ' (G
1 & u o
root@amnesia: /# xxd /dev/sdb | head
0000000@: 348c Ta3a 2309 abc9 30@0c ed44 97ed 0730 4.z:#...0..D...0

eepee@le: bb71 es@7 8fab c@88 6656 3504 9541 a831 .q...... fvs. A1
P00DPRO20: be5a ab73 bdba ebel d327 299a 25e7 eV7da .Z.s..... ") L. L.
@0000030: 3fa5 3038 2809 17c® c8b2 993b db4a 6@%c 7.88(...... I
PEPEEG40: eadd 5552 6111 a3cl bfad 822e b244 ddce ..URa........ D..
P00eRes50: adeb 2262 78d5 edsT 3244 a@85 4996 aSae .."bx.._2D..I...
PORDRR6D: ae26 48ef BeZa e436 eba7 59Pa 6d5@ c6eB8 .&H..*.6..Y.mP..
eeeee@7e: ds8f 137b @fc7 7b7b 7933 ddad c6e8 f14f ... {..{{y3..... 0
@0000080: e@b9 33f5 61d7 2e73 e6b2 f4f5 db@l 8117 ..3.a..5........
PeeEee9d: 5T65 45cc 3alb 6214 B6@a 0ebf 2ab8 6114 _eE.:.b..... *.a.

root@amnesia: /# shred -v -n 1 -s 8M /dev/sdb

shred: /dev/sdb: pass 1/1 (random)...

root@amnesia: /# xxd /dev/sdb | head

gooeeeee: 25f@ S5cd3 654@ c5b8 6c2b b418 c7b4 e8ae %.\.e@..l1+......
@0000010: bded® 4b75 cB8eb 7217 dd7d 2aab 14b7 @136 ..Ku..r..}*....6

@eP0e020: 66e2 Bc8e e8ab a35a aa5a a8db 8071 @5ab f...... Z.Z...q..
@P000030: B69a f4cf aldda 9538 5187 214 d92b %9aa3 ....... 80....+..
PoeER@40: 2bcd ebc9 @caf 1a34 b3ac 830c al25 @Ba9 +...... 4..... %. .
Peeeeese: 7laa d7bb 6827 bZce bf75 6ebd T34c 4245 q...“'...un..LBE
00000060 : 3933 4cch df4@ @592 fha8 f872 @7b4 bfco 93L..@..... I....
PEREEGTR: 8e32 bdla 64chb 7fd@ 8383 32b3 1d68 Be56 .2..d..... 2..h.v
@eo@ee8@: 3737 b5@5 @495 2174 41b5 4d89 746b as57b 77....!tA.M.tk.{
eepeee9e: 6113 571b c5d@ 64@2 4979 68a8 @lde 51d@ a.W...d.Iyh...Q.
root@amnesia: /# |

{" OnionShare §) Tor Connection ;j',] shred files at DuckDuc... D Terminal E Tor Browser



Activities

File Edit View
root@amnesia:/# xxd
Pooeoeed: 25T@ Scd3
Peeee010: bded 4b75
eeooeR2e: 66e2 BCBe
@0000030: B69a f4cf
PoeeR@40: 2bcd ebc9
Peeeeesed: 7laa d7bb
@000B06@: 3933 4cch
PEREEGTR: 8e32 bdla
PooeR@s8®: 3737 bs3@5
Peeeee9d: 6113 571b

Applications

/dev/sdb | head

6540
c8eb
eB8ab
a@da
Bcaf
6ez27
df4e
B64ch
@495
c5dd

Places

Search Terminal

c5b8
7217
a3iba
9538
la34
bZce
@592
7fde
2174
6402

[ Terminal

Help

6c2b
dd7d
aasa
5187
b3ac
bf75
fbas
8383
41b5
4979

b418
2aab
addb
f214
830c¢C
bedd
fa72
32b3
4d89
68a8

c7b4
14b7
8071
d92b
al2s
T84c
@7b4
1d68
746b
@lde

root@amnesia: /# dd if=s/dev/zero of=/dev/sdb

dd: writing to '/dev/sdb': No space left on device

19585+® records in
19584+® records out

e8ae
@136
BS5ab
9aa3
@8a9
4245
bfco
@es6
as7b
51de

Wed Jun 19 09:31 GMT

h.o\.e@. . 1+......
Ku..r..}*. ]
LI Z.2...q
....... 8Q....+t
o 4..... %
q... '...un..LBE
93L..@..... I
2..d..... 2..h.v
77. .. 1tA M.tk {

a.W...d.Iyh...Q.

10027208 bytes (1@ MB, 9.6 MiB) copied, ©.576148 s, 17.4 MB/s

root@amnesia:/# xxd
Qeoooeed: 000D 200
geocooele: eoed 2200
eeoooeze: edeD 2000
@oo0RR302: 0002 Q000
geocooe4n: eoRD 2000
geooeese: eoed 2200
00000060 : DODD Q00D
eeocooeve: eoeD 2200
Qeoooesl: 000D Q200
geoooece: eoed 2000
root@amnesia:/#

{" OnionShare

/dev/sdb | head

geee
geee
geee
eeeo
geee
geee
eeeo
oo
geee
geee

Qeeo
pood
el
Loyl
ulalely
la]ely
Ve
ulalely
Qeeo
pood

geee
geea
geea
olulo]Y
geea
geea
eeeo
geea
geee
geea

geoe
geoe
geoe
eoeD
geoe
geoe
2oeo
geoe
geoe
geoe

Tor Connection

geeo
Qoo
Q2o
ulalaly)
Qoo
Qe
veoe
Qoo
geeo
Qoo

@ shred files at DuckDuc...
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[ Q Keopl o)

s

Kleopatra

Tails Documentation

D ¢ &6 C BB e @® g E =
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OF Create OpenPGP Certificate — O X
* < Enter a name and/or an email address to use for the Q
< certificate. B s
E MName
@ 31KB X
0t johimwick ¥
3ot Email address “Ur
Johnwick1@yahoo.com
dd b
a Protect the generated key with a passphrase.
& F
Advanced Settings...
WK\ F
.@_ 1 Cancel oK I

3 Tor Browser press@tails.ne press@tails.ne not certified  4/30/24 3114 691B D780 F

<+ Other Locati

@ Kleopatra ._E,. Documents £® Buddy List 2 kokojimmyl@dismail... i OnionShare @ Create OpenPGP Certi... @



Activities Applications  Places & Pinentry-gtk-2 Wed Jun 19 16:44 GMT

©F :
W <
o+ .
BlEE
4 D load ' 85 T Lertificates | Cer .
= e [15852]@amnesia - 8 x|
dd Music |

_ " _ _ Please enter the passphrase to
& Pictures o boss protect your new key
W Videos j 13t talls.net Founi

undraising@ta - el Passphrase: eesesese o
© Trash info il

1 Repeat; TIIITIIY]
O Tor Browser press@tails presd
saminsEtalls.net ysa Cancel OK

~+ Other Locati | .. e | (schie e ——

L/ | Kleopatra !i Documents |'Fi‘,' Buddy List p kokojimmyl@dis... 4" OnionShare L/ ] Creating Key Pair... ¢ [15852]@amnesia =l |
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Places Wed Jun 19 16:44 GMT

& Pinentry-gtk-2

(Fa]

L

= 0O B % @

Downloads

b

Music
& Pictures
HJ Videos

1J Trash

3 Tor Browser

<+ Other Locati

@ Kleopatra

Documents

KB M
[15852]@amnesia - o x
odl
q Warning: You have entered an insecure passphrase.

A passphrase should contain at least 1 digit or
special character.

Enter new passphrase Take this one anyway

Y SA NG . ek FIOT CEFHTTEd

ATTETIS

P 115852)@amnesia  [i=00

@ kokojimmyl@dis...

£® Buddy List 4" OnionShare @ Creating Key Pair...
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{ P b & Onionshare — O X
Export OpenPGP Certificates e
OF port Op
W S Lookim: ®7 /home/amnesia/Documents v = [ [E
@+ I S | L.
. - o |
Ot m B johnwickl_0x590E65A9 publicasc | 3.07KiB ascFile  6/19/24 4:32 PM x
4P
+ I
dd M
& F )
WK\ F
(@ |
ied 6/19/24 6/19/26 FD4F B24A FC37 ACAl

=) '

File name: johnwick1_0x590E65A9_public.asc Save - :
i 2 i

Files of type: | OpenPGP Certificates (*.asc *.gpg *.pgp) hi Cancel 7LBF

Documents 2 Buddy List 2 kokojimmyl@dismail... £ OnionShare @ Export OpenPGP Certi... .

@ Kleopatra

=
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{ Documents @ OnionShare e o

Share Files Receive Files Publish Website

® Recent

W Starred 1file, 2.4 KiB 19

johnwick1_0O
> Home ¥590E65A0

public.asc Johnwick1_0x590E65AS_public.asc 24KB M

) Documents
4 Downloads
dd Music

& Pictures
WO Videos

1J Trash
3 Tor Browser

4+ Other Locations

Tails developers (Schleuder mailinglist)  tails@hi Add

a Kleopatra .5 Documents i':’}_‘ Buddy List i':’}_‘ kokojimmyl@dismail.de ¢ OnionShare
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Wed Jun 19 16:45 GMT

Recent

Starred

johnwick1_0O
Home xS90E65A9
public.asc
Documents

e O B %* 0O

Downloads

b

Music
& Pictures
HJ Videos

{J Trash

3 Tor Browser

4+ Other Locations

@ Kleopatra E Documents

2

kokojimmyl@dismail.de - 0 X 5 K

Conversation Options 5endTo OTR A
() kokojimmyl@dismail.de

(04:45:37 PM) kokojimmy2@dismail.de/
1398494000854625812186481523: .

(04:45:37 PM) kokojimmy2@dismail.de/
1398494000854625812186481523: ..

(04:45:37 PM) kokojimmy2@dismail.de/
1398494000854625812186481523: .

(04:45:38 PM) kokojimmy2@dismail.de/
1398494000854625812186481523: http://onionshare:cling-
lavender@2hyt/cvhSvmgh2glngnnnvvlhizs66hx5c7lieg3evepzr-
nhedyb3yid.onion ng

& Font <k Insert @ Smile! @ Attention! @\ Unverified | Evor Browser @

| I

wwlhizsBehx5c71lieg3evepzrnhecdyb3yid. onion

P Buddy List P kokojimmyl@dismail.de £ OnionShare
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- OnionShare % IEE v X
X Ul ® 2hyt7cvhSvmagh2gingnnnvvihizs66hx5c7lieg3evepzrnhcdyb3yid.onion Wl O ¥ @ =
OnionShare Total size: 24 KiB Download Files
FILENAME SIZE
johnwickl 0x590E65A9 public.asc 2.4 KiB
k
£\
1
Mum Lock On

Zhyt7cvhBvmgh2gingnnmwwihizs66hxSc7lieg3evepzrnhedyb3yid.onion

f'?% Buddy List }ﬁ;’ kokojimmy2@dis... E] Tor Browser Kleopatra i :B OnionShare—To... -
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Cancel Name

‘i {1y Home 4 (@ amnesia = Tor Browser | ¢

) Documents . T d

. johnwickl_0x5%0E65A%_public.asc 3.1kB Text 08:33
Downloads

dd Music

&) Pictures

MO Videos k

3 tor-browser
3 Tor Browser

<+ Other Locations

Murm Lock On

PGP keys =

f® Buddy List 2 kokojimmy2@dis... E Tor Browser Kleopatra i 3 OnionShare —To... g
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| < {2y Home |/ TorBrowser : Q =y = - O X
® Recent rm
% Starred ! = ' .
johnwicklpu pozal.jpg pozalcopy.j
@ Home blic.asc pg
[ Documents k

J Downloads
dd Music

&) Pictures
KO Videos

[0J Trash

B3 Tor Browser

+ Other Locations

| “johnwickl_0x590E65A9_public.asc” moved totrash  Undo £\
' 1
1 “johnwicklpublic.asc"” se
; . Murm Lock On

E» Buddy List B2 kokojimmy2@dis... E Tor Browser @ Kleopatra i ?J OnionShare —To... |:| |
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OF You have imported a new certificate (publickey) — O X
1 - In order to mark the certificate as valid (green) it needs to be certified. = : f b
* S P Certifying means that you check the Fingerprint.
@  some suggestions to do this are: poza2copy. |
Wt : . pg
A phone call to the person
OC Using a business card.
o Confirming it on a trusted website.
Do you wish to start this process now?
dd b ;
Do not ask again
& F
Cance Import
W\
[0J Trash

B3 Tor Browser

+ Other Locations

“johnwicklpublic.asc"” se

Nurm Lock Or

f'?% Buddy List F;',:.‘ kokojimmy2... E] Tor Browser a Kleopatra |:| Terminal -a- Settings @‘ OnionShare ... You have imp...
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Q

Create OpenPGP Certificate — O X

Enter a name and/or an email address to use for the : f b
certificate

Name
Johnwick2
Email address
johnwick2@yahoo.com
@ Protect the generated key with a passphrase.

Advanced Settings.

Cancel 0K

Murm Lock On

f® Buddy List f® kokojimmy2... E] Tor Browser @ Kleopatra |:| Terminal aSEttings. :';1} CnionShare ... Create OpenP...
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File View Certificates Tools Settings Window Help

Redisplay = Q
R

Sign ' - Certify Certificates = Motepad  Smartcards
@ Stop Opera Est Lookup on Server
5 Detalls
Se All Certificates v

[+ Hierarchical Certificate List

c 4l Imported Certificates Imported Certificates Imported Certificates Imported Certificates Close Tab

xpan

Collapse All A e
— ting@tails.net not certified  4/30/24 A3BF OFGE DARA 234E
) \Celthgutes tails.net not certified 4/30/24 BBEZ 4FEZ D64F 1511
I:] MWotepad tails.net not certified  4/30/24 E76F 7931 BED® E@6l
= e : e . .
[_. STt tions@tails.net not certified  4/30/24 S5F6B 8263 @DDD E331
L I T L o aiSING@tails.net not certified  4/30/24 3ASB 5685 A641 2578
info@tails.net info@tails.net not certified  4/30/24 8C14 B7D9 2446 1904

E}'uhnwiclr..‘[ @yahoo.com ' not certified 6/19/26
mirrors@tails.net mirrors@tails.net not certified  4/30/24 4973 2C6B ADFS ABCY
press@tails.net press@tails.net not certified  4/30/24 3114 6918 D78D FIED
sysadmins@tails. net sysadmins@tails.net not certified  4/26/24 C8F1 2D2B 1AE1 CB26
Tails accounting team (schieuder list) tails-accounting@boum.org not certified  7/11/14 C436 @92F 4BB4 7C6F
Tails bug sguad tails-bugs@boum.org not certified  7/24/13 11/7/25 EC57 BSGE F@C4 3132
Tails developers (offline long-term ident... tails@boum.org not certified  1/18/15 1/25425 DBBB @2B2 5BAC DB4F
Tails developers (Schleuder mailing-list)  tails@boum.org not certified  B/15/09 1/2/25 1029
Tails fundraising team (schleuder list) tails-fundraising@boum.org not certified  8/9/14 FEB® ”
Tails mirror pool managers (schleuder li... tails-mirrors@boum.org not certified  4/29/16 D2ED
i . : g s o Murm Lock On

Tails press team (schleuder list) tails-press@boum.org not certified  7/11/14 4578
Tails sustem administratnrs tails-svsadmins@hnim nrm not rertified  =2/23412 101124 TAEA

LT Buddy List |°,.‘ kokojimmy2@dis... | TorBrowser (] Kleopatra |:| Terminal QSEttings 'B OnionShare—To... F:l |
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File View Certificates Tools Settings Window Help

Q

Sign/Encrypt  Decrypt/MNVerify Import  Export  Certify
Lookup on Server

Certificates = MNofepad  Smartcards

bearch...{AIHQ:»

All Certificates Imported Certificates Imported Certificates Imported Certificates Imported Certificates Imported Certificates

johnwick1@yahoo.com 6/19/24  6/19/26 FDAF B24A FC37 ACAL

Murm Lock On

All Certificates

- O X

Close Tab

Buddy List P;‘ kokojimmy2@dis... é’ Tor Browser (] Kleopatra |:| Terminal

3 OnionShare —To...



IMPORTANT:

JW2 HAS THE PUBLIC KEY OF JW1

AT THIS MOMENT | JW2 CAN ENCRYPT A
MESSAGE AND SEND TO JW1 TO DECRYPT

TW2 >>>5>55555> TW |
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- O X

File View Certificates Tools Settings Window Help

Sign/Encrypt  Decrypt/NVerify Import  Export  Certify Q Certificates | Motepad  Smartcards
Lookup on Server

Sign / Encrypt Motepad Decrypt / Verify Notepad Import Motepad Revert

Motepad — Notepad: Signing and encryption succeeded.

Notepad & Recipients

johnwick2 says HI to johnwick

{2 Buddy List i"—‘é? kokojimmy2@dis... :- Tor Browser (] Kleopatra |:| Terminal a’ Settings ﬁ OnionShare—To... |:|
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- O X

File View Certificates Tools Settings Window Help

Sign/Encrypt  Decrypt/NVerify Import  Export  Certify Q Certificates | Motepad  Smartcards
Lookup on Server

Sign / Encrypt Motepad Decrypt / Verify Notepad Import Motepad Revert

Motepad — Notepad: Signing and encryption succeeded.

Motepad & Recipients

Prove authenticity (sign)

Sign as: johnwick2 <johnwick2 @yahoo.com> (certified, created: 6/19/24) =
Encrypt
Encrypt for me: johnwick2 <johnwick2@yahoo.com> (certified, created: 6/19/24) v

Encrypt for others: johnwick1 <johnwick]@yahoo.com> (certified, OpenPGP, created: 6/19/24)

Flease enter a name or email address...

AA

Caps Lock On
Encrypt with password. Anyone you share the password with can read the data.

{2 Buddy List i"—‘é? kokojimmy2@dis... :- Tor Browser (] Kleopatra |:| Terminal it ﬁ OnionShare—To... |:|
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— X
File View Certificates Tools Settings Window Help

Q

Sign/Encrypt  Decrypt/NVerify Import  Export  Certify
Lookup on Server

Certificates | Motepad  Smartcards

Sign / Encrypt Motepad Decrypt / Verify Notepad Import Motepad = Rewvert

Motepad — Notepad: Signing and encryption succeeded.

Notepad & Recipients

—-—-BEGIM PGP MESSAGE-—
I
hQGMA3z1+1abmwiteAQwAsmC)9/ xkbxFATnae2UGzHz/k1i87%/0dDOSTkriUNFSR
BwWXBoNiZmAXOHRrxnNc 7 rbUuFXCHL9CpDpkgTVXperxkzogyhaiC7VAmXE]
hck+H1yjn9ywlS7enyzuvgHvp 1 cHSIDdajiHgKbrighOKm]kyleowall25Wg0rm)
XaA7hR3USWIgmjezSZILShmiviky++nxmGiwWdkyVgp2)53bQgtdWFcg 9 YCEBIW
¥UKLuFge0s5RLghR2ZBIChIpFgHC FuVY48KroQDg80udPi6rBgxQj+InglTXnj0fg
Sp3ylCogwh]ByxcB3RHtpF11 bmeBgRSW1IWIsOMw+5seK3ioCmaW KB ADLGgVT ki
gITLsM2Z0neEf]i55UubflAxpjZ+0uzfQyXngGL/CEzDMLSCIVECWQRXWEBVECQC
dobvp7F/Ng61vbM71geFgqudy27PcRMpiGulnspg/SM2NOUNpBzLARend XUoK:
R+0eQzC1QLIrPEHKBEEKOukBWwWKmMEbgu2Z59H+n9mcPROXXeOugBXM 1nlUsATBzFO
kAjgGyOpRILIHIBm3CpS5e0dCdQeU44K 7r)fRTthZlir+rId9cHWagz4MbgvOnZx+
PCSNZKQQSPQUUU0g3LyvMbwWdtblZXWg 25kk3+clp+vDsXvXivoXxQAMUtn Bdghhot
gs32eGooivdmgW26BumyjayR4sWEXEURUkW|dg/EN3pOSULDr7EqukoYB7BsLxD
SmO4Txjbolxbvi1saedlARDZT0IBjaltPVPYe 1HmMzbBjhETRQOZwocinMuy G Q)|
Ot2LKinC/n1sb7e2Tod AmxieMCkGEXes GOQXSS0gjglhYwhdHgGFS1Y34GK0TH AA
Hf+DZ0RVZOIL/60TpERYZj0uSYbsnGa+bZo737dPMyHARaejhF2gRIIHT7 22IVETHK
PeXq1 ArNCZ1WFQWECKY2n3HycUhSIFZrziifR20/ijfh GNRQ/WCYWEKY 7Tk3wbPS Caps Lock On
oK7gqwirgd8eb4ExKF1 BvG1F6h2xAsFsM|oGOd01 BqrilUNhf7By4]hOtng2b+r50

2 kokojimmy2@dis... " TorBrowser @ Kleopatra |:| Terminal n' Settings ﬁ OnionShare —To... |:|
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@ Pidgin

/E l , . nport  Expaor tify Certificates | Motepad | Smartcards
j kokojimmy2@dismail.de _ o x
Sign / Encrypt Notepad ' ':14 Conversation Options SendTo OTR EA

Motepad — Notepad: Signing and encryption succeeded.

-—BEGIM PGP MESSAGE-—

hQGMA3z1+1 abmwieAQwAsmC|9/ xkbxFATnas2UGzHz/k1187%/0
BwWXEoNi2ZmAXOHRrxnNc7IrbUuFXCHL9CpDp kg TVXp6rxkzoc
hek+H 1yjn9ywls7enyzuvgHvp 1cHSIDdajiHgKbrjgb OKmjkyleows

aAThRIUSWigmjezSZIL9hmivEky++nXmGiwWdKVgp2]53bQagt:
(JKLUFg60s5RLghRZBIChIpFgHCFuVY48KroQDgB80udPiorBgx Q)|
Sp3ylCowh]EyxcBSRHIpFI 1 bmeBgRSwW 1 WIsOMw+5seK3iaCmcl)
gITLsM2Z0neEf]issUubflAxpjZ+0uQyXngGl/CEzDMLSCivEcwD
d0bvp7F/Ng61vbM7lgeFgqudy27PcRMpicuDnspg/SM2NOUNpE
R+0eQzC1QLIrPEHKBESKOukBWWEmEbguZZSOH+n9mcPROX e
kAIgGYOpiL9HIBEm3CpSetdCd Q44K 7rifRTthZlir+rid9cHWag:
pPCSNZKQOQSPQUUUg3LvMbWdthlZXWa25kk3+clp+vDsiviiVoX:
gs32eGgolvdmgW2eBumyjAyR4sWEXELRukWidglEN3pOSULD
Om 04 Txj6olx6vi 1 saedIAhDZ0I8jaltPYVPYe 1 HmMzbB| hE7RgOZw:

t2LKInC/n1sb7e2TodAmxiBMCKGEXesGOOXSa0qg hYwhdHgGF
Hf+DZORVZO)L/60TpENTZjOUSYbsnGa+bZo737dPMyHANRaehF2g
PeXglArNCZ1WFQWECkY2n3HycUhSIFZrziifR2o/iffhGNRQ /weY V!

Q

(0 kokojimmy2@dismail.de

Zwoc9nMuyGQJL 9t2LKinC/
n1sb7e2T9dAmxi6MCkGIXesGOAXSS0qgjglhYwhdHqGFLSTY 34
GkOTH Hf+DZORVZOIL/
60TpEh72jOu5YbsnGa+bZo737dPMyHAnaejhF2gRilH72zIVETK
PeXqlArNCZTWFQWEckY2n3HycUhSIFZrziifR2o/ijffhGNRQ/
wejYWKjY7k3wbPS

oK/ qwirq48eb4ExKF1BvGIFoh2xAsFsMJoGOdOT8grilUNhf/ By4
JhOtng2b+r60

NDyHIDcSuX0rw3WcEvOV2Pe2mVMo+ LtADBRSRRoZIt/
g6YMzQ5uSDOfI47ZPs3uf
waR4wmPmPHGTTLCWLIFBOWSsQNY dFiVmdjx14WRCfX9mc-
TplgYXe3uB9+yVAztzD QyFfigLBRHwWS8/qJOSBN/
Bp3bFojNYI0qttVCU+UYcOLgHyU= =2XgA ----- END PGP
MESSAGE----- I
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. _ X -
File View Certificates  Tool Settings. Window  Helj

* Starred i n/'E il Dect i Tarif :'l:'i vt Export Certify - R Certificata Notepad

@ e Saarch. <Alt+0: kokojimmyl@dismail.de - o x I J4KB X
) Documents Conversation Options 5endTo OTR A
All Certificates = l 40

4 Downloads () kokojimmyl@dismail.de

dd Music ccounting@tails. net acd  |(05:06:59 PM) kokojimmyl@dismail.de: . ASEF QFBE GADA 234E
board@tails bod |(05:06:59 PM) kokojimmyl@dismail.de: . BAE2 4FE2 @G4F 15

& Pictures bugs@tails.net bl (05:07:02 PM) kokojimmyl@dismail.de: p, li { white-space: E76F 7931 BED® EO6
0 W TR Y- ----BEGIN PGP MESSAGE----- B @263 @DDD E331
i i hQAGMA3z1+ Tabmwte AQwAsmCI9 /xkbxFATnae2UGzHz/k1i87x/ IASB 5685 AG41 297E

B Taah OdDOSTUNESR _ |

iohnwick BwWX80oNi2mAxOHRrJxnNc7JrbUuFXCHLUS CpDpkqTVXp6rxk- I = et

HJ Videos

= zogyhaiC7VXmXE|
3 Tor Browser s it i hi:K+H1wn9mrl‘5'?en'}rzuquvmcHﬁlD:iapHql(brjgh{}l(m]ky[euw S akuE AbEe AnL
press@tails.net gl 1251Vo0rm XeAThRBUSWignjezSZILOhmiviky 3114 6918 D78D FIED

T Other Locati Tails accounting team suder list) ;_;,|| & Font <k Insert (@@ Smile! -@ﬂnentmn& A Unverified
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=
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© Recent

W Starred
@ Home

) Documents
4 Downloads
dd Music

& Pictures
WO Videos

{J Trash

3 Tor Browser

<+ Other Locati

@ Kleopatra

File View Certificates Tools Settings Window Help

Sign/Encrypt  Decrypt/NVerify Import  Export  Certify Q Certificates = MNotepad = Smartcards
Lookup on Server

Encrypt Notepad Decrypt / Verify Notepad [mp Revert SR S
24 KiE

Notepad @& Recipients
----- BEGIMN PGF MESSAGE--—

hQGMA3ZT+1a6mwieAQwAsMC] 9/ xkbxFATNae2UGZHZ/K 1187 x/OdDOSTkriUMNFSRE BwWXEoNiZmAxOHRrxnNc 7 rbUuFXCHLI8CpDpkgTWX parxkzogyhai C7VXmXE]

hck+H 1yjnSywl57enyzuvgHvp 1 cHSiDdajiHgKbr)gbOKmkyleowall25Wg0rm| XaA7hR3USWigmjezSZILahmbviio++nXmGhaWdKyqp2)53bQqrdWFrcg9yCEBOW
xUKLuFge0sSRLghR2ZBIChIpFgHCFUVY48KroQDg8 OudPierBguQj+IxglTXnj0fg Sp3yllCawh|6yxc85RHIpPI1 bmeBgRSw1WIsOMw+3se KB ioCmoWKEADLGO VT kjM
gITLsN2Z0neEfis5UubflAxpjZ +9uzfQyXng G0/ CEzDMLI CIvECWRXWEDVECOc d0bvp7F/Mga 1vbM7lgeFgqudy27PcRMpiGuDnspg/SM2MOUNpEzLijRend X USKL
R+0eQzC1QLIFPBHKBEEKOukEBWWKMEDQU2ZS9H+nOmcPROXXeOUSBXM 1nUsAT8ZF0 kAjgGyOpil9H|Bm3CpSetdCdQoU44K 1 TrfRTthZlir+rId 9cHWagz4 MbgWOnZx+
pcSNZKQOQSPQUUu0g3LyMbWdtblZXWg25kk3+clp+vDsXWXiVoxXxQAMUtnBdghhOt gs32eGq@VdmgW2 68umvjAyR4sWExEURUKW|dg)EN3pOSULDr78qvkoYB7BsLxS
OmO4Txjbolxbvil1 saedlAh0ZI0I8jaltPVPYe THMMzbB|hE7RgDZwoctnhMuyGQ)l 9t2LKinC/n1sb7e2 TOdAmMxIGMCkGOXesGOQXS90gjglhYwhdHqGFiS1Y34Gk0TH Hi+DZORVZOL/
60TpERTZjOuSYbsnGa+bZo737dPMyHANae|nF2gRIIHT7 2ZIVETK PeXg1ArNCZ TWFQWECKY2Zn3HycUhSIFZrziifR20/FhGNR QAW YWY Tk 3wbPS
oK7qwirqd8ebdExKF1BwG1FohZxAsFsM]oG0d01 BgrilUNhf7Byd]h0tng2b+r60 NDyHIDCSuX0rw3WcEryOV2 Pe2myV Mo+ LtADBVGRROZIL gbYMzQ5us DO 47ZPs3uf
waRdwmPmMPHGTTLCwL1FBOWSsQNYdFiVmdix 1 AWRCEXOmcTpjgYXe3uBS+yWAzizD QyFfigLBRHwWE/q|05bN/Bp3bFojNYIOgtWVCU+UYcOLgHyU= =2XgA
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File View Certificates Tools Settings Window Help

© Recent Q
Sign/Encrypt  Decrypt/NVerify Import  Export  Certify Certificates = MNotepad = Smartcards

Lookup on Server

W Starred

(> Home Encrypt Motepad Decrypt / Verify Notepad I te| Rewvert SaiE
. IE

) Documents _
Motepad — Motepad: The data could not be verified. Import

Jd . ) . . .
¥ Downloads Recipient: johnwick] <johnwick1@yahoo.com> (FD4F B24A FC37 ACAT)

_ Signature created on Wednesday, June 19, 2024 11:06:07 PM EEST Q search
dd Music With unavailable certificate:
ID: 0x9EES758D1ESFBCOFAS1E337E9DD2CBA1B3595814 | Show Audit Log
@ Pictures You can search the certificate on a keyserver or import it from a file,
# Close
WJ Videos
{J Trash Notepad &% Recipients

johnwick2 says HI to johnwick1
B3 Tor Browser

4+ Other Locati

@ Kleopatra [E} Documents P Buddy List P kokojimmyl@dismail.de ¢ OnionShare
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we Sign into your account

1 4 () Home | Documents : Q =y = - =] x
' C 25 univovidiu
® Recent
i G 4 - ficg =ee @@ BoldeanuPrezental
arre
johnwick2_0 Filer Home Insert Draw
@ Home xB3595814
ublic.asc Ly =
[ Documents i 7 [E] B~ @
156 -
J Downloads
dd Music . —
..I
i &) Pictures . -
E‘ MO Videos | 157 =

| T3 Trash

B3 Tor Browser

158
+ Other Locations 3

159

BT T IR AT

P Buddy List G ji i E Documents @ Kleopatra
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@ CnionShare — 0

Share Files

® Recent 1 file, 2.4 KiB

¢
N
D
+

=

Starred
24 KiB
johnwick2_0
Home xB3595814
public.asc
Documents

Downloads

Music

B &

Pictures

W2 Videos

n  TJ Trash

Anyone with this OnionShare address can dewnload your files using the Tor Browser: 0

£ Tor Browser

+ Other Locations

http://onionshare: juiciness-uncouple@zxnuvSmreh2jgxagmgf7yhgSpxgyhiflx24gimmgudbdadu3cvzuxlgd. onion
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© Recent

W Starred
@ Home

) Documents
J Downloads
dd Music

&) Pictures
KO Videos

n  TJ Trash

£ Tor Browser

+ Other Locations

P Buddy List

B Kkokojimmy2@dis...

®

Share Files

kokojimmy2@dismail.de oy o x

=

|Cnnversatinn Options Send | OTR A

johnwickl (O kokojimmy2@dismail.de
xB35958 ) )
public.a [1076208680181095303794547906: .

(11:16:36 PM) kokojimmyl@dismail.de/
1076208680181095303794547906: .
(11:16:36 PM) kokojimmyl@dismail.de/
1076208680181095303794547906: .
(11:16:37 PM) kokojimmyl@dismail.de/
1076208680181095303794547906: .
(11:16:37 PM) kokojimmyl@dismail.de/
1076208680181095303794547906: .
(11:16:37 PM} kokojimmyl@dismail.de/

onionshare:juiciness-

uncouple@zxnuvSmréh2jgxagmgf7yhg5pxqyhifix24glmmgu4b4 I

adu3cvzuxlgd.onion [
ITor E
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OnionShare . + s b4

W @ zxnuvsmreh2jgxagmgf7yhg5pxqyhifix24gimmgudbdadu3cvzuxiqd.onion w O # ©

(&) onionshare Total size; 24 KiB
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{ (Y Home | TorBrowser e Q iy = - o x v X
Recent w O ¥ L 9 =
St Total size: 2.4 KiB Download Files
johnwick2_0
@ Home xB3595814_
public.asc

[ Documents
4 Downloads
dd Music

& Pictures
WO Videos

{J Trash

£ Tor Browser

4+ Other Locations

@ Kleopatra E] Tor Browser £P Buddy List 2 kokojimmyl@dismail... f‘ CnionShare % CnionShare —Tor Br... Q
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W x
© Terminal - O X bk B =
* ¢ File Edit View Search Terminal Help

root@amnesia:~# cd /home/amnesia/Tor\ Browsexr/ .

(i) Froot@amnesia: /home/amnesia/Tor Browser# 1s . : -
johnwick2_@xB3595814_public.asc
D [root@amnesia: /home/amnesia/Tor Browser# gpg --import johnwick2_ @xB3595814_public
.asc
i-[gpg: key 9DD2CB41B3595814 was created 19725 seconds in the future (time warp orx
Hclnck problem)
gpg: key 9DD2CB41B3595814 was created 19725 seconds in the future (time warp orx
@ gclock problem)
gpg: key 9DD2CB41B3595814 was created 19725 seconds in the future (time warp or
0 \clock problem)
gpg: key 9DD2CB41B3595814 was created 19725 seconds in the future (time warp or
Iclock problem)
gpg: key 9DD2CB41B3595814: new key but contains no user ID - skipped
= {gpg: Total number processed: 1
'gpg: w/o user IDs: 1
root@amnesia:/home/amnesia/Tor Browser# I

+ {

@ Kleopatra E Tor Browser P Buddy List f® kokojimmyl@dis... (" OnionShare @J OnionShare —To... |:J Terminal
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Date & Time & Lock = 5 i

Q Settings

& Network

Date & Time 20 June 2024, 2318 >
$ Bluetooth

Date & Time X

=

Appearance

s A A
A Notifications

Q search 28018

IOl Multitasking v v 24-hour ¥

EEST (Bucharest, Romania) »

Applications >

Maonth June

Privacy >

(%]

W

20 =
«3 Sharing
Year A o B

T Sound
(& Power
O Displays

@ Mouse & Touchpad
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R b
Recent N
¥ Starred You have imported a new certificate (publickey) — O X :
bad Files
& Home In order to mark the certificate as valid (green} it needs to be certified. E ertificat -
A Certifying means that you ;hecl-: the Fingerprint.
@ some suggestions to do this are:
) Docume
A phone call to the person.
4 Downlo :
Using a business card,
dd Music Confirming it on a trusted website.
; Do you wish to start this process now?
& Pictures } process
_ Do not ask again
WO Videos
Cancel Import
=
0] Trash

£ Tor Browser

4+ Other Locations

“johnwick2_0xB3595814_public.asc” selected (2.5 kB)
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hod x
Recent Q L @ =
¥ Starred Certify Certificate: johnwick2 - 0O X :
; fy J had Files
(> Home Verify the fingerprint, mark the user IDs you want to certify, and select the key you want to certify the user - - v
IDs with.

) Docume MNote: Only the fingerprint clearly identifies the key and its owner.

Fingerprint: 9EES 758D 1ESF 8C9F AS1E 337E 9DD2 CB41 B359 5814
4 Downloi -

Certify with: | johnwickl <johnwick1@yahoo.com> (certified, created: 6/19/24) v

dd Music
& Pictures (]
HJ Videos

{J Trash
£ TorBrov

+ Other L

b Advanced

Cancel Certify

@ Kleopatra E] Tor Browser 2 Buddy List B2 kokojimmy... ¢ OnionShare ;]) Onion5Shar... [:| Terminal @ Certify Cert..
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W Starred  CertificationSw — 0O X :
bad Files
.y Home Certification successful. ; ; -
) Docume OK

4 Downloads
dd Music

& Pictures
WO Videos

{J Trash

£ Tor Browser

4+ Other Locati
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File View Certificates Tools Settings Window Help

© Recent Q L @ =

Sign/Encrypt  Decrypt/NVerify Import  Export  Certify Certificates = MNotepad = Smartcards

i Lookup on Server
W Starred : .
bad Files

(> Home Sign / Encrypt Notepad Decrypt / Verify Notepad I I Revert
O Documents Notepad @& Recipients

4 Downloads JW1 says hi to JW2

dd Music

& Pictures

W3 Videos

{J Trash
£ Tor Browser

4+ Other Locati
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File View Certificates Tools Settings Window Help

Recent Q . b

Sign/Encrypt  Decrypt/NVerify Import  Export  Certify Certificates = MNotepad = Smartcards

Q@
@
Il

. Lookup on Server

W Starred ; ;
bad Files
(> Home Sign / Encrypt Notepad Decrypt / Verify Notepad [miport ! Revert
O Documents Motepad &% Recipients
4 Downloads Prove authenticity (sign)
dd Music "ﬁ‘“ 5ign as: jchwick1 <johnwickl @yahoo.com= (certified, created: 6/19/24) .
] ] b,

&) Pictures Encrypt

5
'O Videos Encrypt for me: ' - : . -
Trash vien hers:

Enryptiorothers johnwick2 <johnwick2@yahoo.com= (certified, OpenPGF, created: 6/19/24)

£ Tor Browser Please enter a name or email address..,

4+ Other Locati

Encrypt with password. Anyone you share the password with can read the data.
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{ AV »
File View Certificates Tools Settings Window Help
v s
© Recent Q - & 9 =
Sign/Encrypt  Decrypt/NVerify Import  Export  Certify Certificates = MNotepad = Smartcards
% Starred Lookup on Server
© Home Sign / Encrypt Notepad Decrypt / Verify Notepad Import Notepac Revert
[ Documents
Motepad —+ Motepad: Signing and encryption succeeded.
4 Downloads
dd Music

Notepad &% Recipients
& Pictures I

W3 Videos
hQGMA3IZ0QCULyyYdAQwAQYXLWDM Jak4gtEXAVudxjgmyw2Y 1 XpGm5L0kgkzts479

V35yJX358CyrRGOVIaY3AdprFLO3 Oy wnZGIIBDrpXBYzuQWHADYXWFXAECyqR3x
29¢JcHPxtIOWZHTHU Kkt Nta/4W0+5/QYKYKCWxn+yjHLtase M8g+hTLbW2ZRxxKlj
ESLeMSKSztDtO4gk0TkYBm+pfrQ 1 UtRh+PRMEgwpvT ot 9/ FZwEKLIHUgVWwmFIsh
OEAOWOFpAYwEUZg/oibeT8Wu)cOt+dkabYwyAglgp7u7Z8UTwplYVnkjNzRahkgn
ns1Cg2ilg ! mirAWHImxj I0RNBFNGdBv3CvukYSiUhizSpbEAtwxwGXIkylEroOF
+pFL3wQRSK5 KX Le+7cbPdsovhy+PW2my2JECSMgoSnAlsQWeY/Fn 1 TS5 Tnj
PEkpGQmMcX/gfr04AFES5PTaZYp 1+ 213V pE345pIPsfZN2vi+IsZroAAZL 9eEub
3u20mzZMfbNa3goAcivgloukB+dwgy+2YifblB0OMMgASdSRIGIBLI21 GWIAGPMvzk
rQusm7MTNrhWgQITUIGTYChsfUyWhOU]GI3naFjuTm|Zg8/+~CAFLH9yzyCOghSgF
i9KFHFCCIB9Sj0xsCahKlpSnZY VN KW ometWwimh TR Bf1 pFCNo7RdcTylthgw
e]daxMNhylwTVsRaQKZ4Pucs9RFE+aZ46zg3d3VeDubPRoBeefgZ 3UidvALj1j8

| SM1AGMMC CTLFF/KRuowFfZJIEcnGmshSGrikXOQIFTvmfBvkbn+FrsQgalLLaOga
¥+9B905gC|LMRMM50tkxkfpr3+TIEzeVz+tGwgH 15I1GmOeektYOIQMAHg 1 PAGEHD
JGTiktF3Z2CybfsWBfnBAHZg8d3AlcCAKmLL?TE/Uz2 aBewLBKGA|0Q82AM 1 %0502
2mjCufsy3gDhlzNOmMVYHedS5decpSERNQTi2/olgUgDHERYBYp W DIPVogpC9Xe
SE2TMszFMKRV765wOghblbsE]D3QaBcSDCe5DotheBiGKHUwWgIRfNNSSg+pFaiyvG

1J Trash

£ Tor Browser

<+ Other Locati

@ Kleopatra _. 2 Buddy List B2 kokojimmyl... ¢ OnionShare 3) OnionShare ... |:| Terminal
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o oty S

kokojimmy2@dismail.de oy o x|

|
Encrypt Notepad Jecrypt / Varify Notepar ' 4 Conversation Options SendTo OTR A |

1 {
(0 kokojimmy2@dismail.de

onionshare;juiciness-
uncouple@zxnuvSmroh2jgxagmgf/yhgspxgyhiflx24glmmgudbd
adu3cvzuxlgd.onion

& (11:21:24 PM) kokojimmy2@dismail.de: p, li { white-space: pre-
wrap; } ----- BEGIN PGP MESSAGE-----

Enter a message to encrypt or decrypt...
hQGMAI30QCUlyyYdAQwAQVXuWDM9aK4gtEXAVudxdgmvw?2
Y1IXpGm5LOkgkzts479 V3SvIX358 CyrRGQVOaY 3AdprFLO3Oy/
wnZGIEDrpX8YzuQWHAOyxWFX4ECyg83x
29c)JcHPxtIOwWZHTHUJktNtaf4WO+5/
QYKYKcWxn+yjHLtaseM8g+hTLbW2RxxKlj
ESLeMSK5ztDtO4gk0Tk7Bm+pfrQTUtRh+PRMBgwpv7ot9/
FZwEkLIHUgVVwmFIsb OEAcWOFp4VwEU2g/ I
oibe T8WulcOt+dkabYwyAglgp/u7Z9UTwplYVnkjMNzRahkgn
ns1Cg2ilgliml/

LI T e o W ] T T RAVETE L AL o A FaR T T T i L]

& Font dhinsert @ Smile! @ Attention! @A Unverified

i'i’}_‘,‘ Buddy List P:éf kokojimmy2@dis... .E- Documents (] Kleopatra |:| Terminal {‘ OnionShare

—d
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- O X

File View Certificates Tools Settings Window Help

Sign/Encrypt  Decrypt/NVerify Import  Export  Certify Q Certificates | Motepad  Smartcards
Lookup on Server

Sign / Encrypt Motepad Decrypt / Verify Notepad Import Motepad Revert

Motepad — Notepad: Signing and encryption succeeded.

Notepad & Recipients
—-—-BEGIN PGP MESSAGE-—

hQGMA330QCULnYdAQwAQVXUWDMaK4gtEXAVUdx]gmvw2Y 1XpGmSL0kgkzts4 79 W3Sy X358CyrRGOVIaY3AdprFLO3 0y wnZ GIIBD rpX8YzuQWHAOyxWFX4ECyq83x 29¢cHPxt9wZHTHUktMNta/ AW 0 +5/
OYKYKcWxn+yjHLtaseMBg+hTLEW2 RxxKlj ESLeMSKSztDt04gk0TK7Bm+pfrQ 1 UtRh+PRMEgwpv7 ot/ F2wEKLIHUgVWwmFIsh OEA0WOFp4VwEU2g/0ibeTBWuUjcOt=dkabYvyAglgp7u7Z9UTwplYVnkjMNzRahkgn ns1Cg2ijgimls
WHImxjI0RnBFNGdBy3CvuKYSiUhiz9pbEADwWvGXIky|Er6OFi +pFL3wQR5KSKX Le+7chPdsovhy+PW2my2|ECSMgoSnAlsQWeY/Fn1IkSH5II7n] PEkpGOmc/gfr04 AFESSPTaZYp1+213VCpa345pIPsfZN2vi+1sZraAAZL 9eEub
3u20mZMfbNa3goAclvgloukB+dwgy+2YifblBOMMgA9dSRISOBLE21GW3AGpMyzk rQusm7MTNrhWgQITUIG7YChsfUyWbOUGI3naFjuTmjZg8/+CAFLHOyzyCOghSgF

I9KFHFCCIBOS)DxsCah k) pSnZY VN KW fometWhvimh TR Bf1 pFCMo7 Fdc7ylthgW ejdexMhylowTVsRaQKZ4PucsORFt|E+aZ46z93d3VEDubPRoSeefqZ 3UidvAL 1j8 SN1ABMMCTcTLFF/
KRuowFfZ|IEcnGmshSGrEXOQIFTvmfByKbn+FKsQgallLaOga Y+9B%03qCILMRMMSOtkx kfpr3+TIEzeVz +tGwgH 151GmM OeektYHQMOHG 1 PAGBHD JGTiktF3ZCybfsWEBfn88HZg8d3AlcCAKmLETTE/
Uz2aBewlBKGAJ0QB2AM1x0SDZ 2m|Cu/sy3gDhIzNOmVYHe35decpSErNGTi2/0lgUgDHELYBYRIWFxDIPYVogpC9¥e 9E2TMszFMKRVI 65w gblbsE|D3Qa8cSDCe5DotheBiGKHWwg IRFNNS50+pF6iy G|

fngbzgRIFANNWzIDGT7 OVpg DxwlLGSxANqUrZmSud BKYFzvP 7yOSyd 1 0CWHXHzeleg px1dgjelBMUWPXbYStodhe XKRCTujrApMVIENBgYh+ 1YEISuyoXrc SPEFTE3ISOFR YBV1 AgX6EDsWPuDzVHXPzt7cB/UGtcU= =ezni

|-—END PGP MESSAGE-——

:'@‘}." Buddy List i"—‘é‘_‘ kokojimmy2@dis... :- Documents (] Kleopatra |:| Terminal ¢ OnionShare |:|
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— X
File View Certificates Tools Settings Window Help
Sign/Encrypt  Decrypt/MNVerify Import  Export  Certify Q Certificates | Motepad  Smartcards
Lookup on Server
Sign / Encrypt Motepad Decrypt / Verify Notepad I tepa Revert
Motepad — Notepad: Show Audit Log
Valid signature by johnwick1@yahoo.com
. Close

Recipient: johnwick2 <johnwick2@yahoo.com= (9DD2 CB41 B359 5814)
Signature created on Thursday, June 20, 2024 11:21:29 PM EEST

With certificate:

jchinwick1 <johnwickl@yahoo.com= (FD4F B244 FC37 ACAT)

The signature is valid and the certificate’s validity is fully trusted.

Motepad l':'+ Recipients

JW1 says hito W2

F&;" Buddy List }ﬁ;’ kokojimmy2@dis... E] Documents Kleopatra {' OnionShare -




ENCRYPTING
DECRYPTING
SYGNING
VERIFYING

FILES
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CJ Image Viewer Wed Jun 19 23:31 GMT
10% v poza2copy.jpg v = =
: Properties

Applications  Places

Activities

=]
Size 8256 x 55
Type JPEGima

File Size 4.0 MB

johnwicklpu poza2copy.j Folder
blic.asc pg p— =

Exposurt

- : Focal Length

£ OnionShare a poza2copy.jpg

D Terminal

f9 Buddy List B2 kokojimmy2@dis... E_] Tor Browser ¢ ] Kleopatra
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— X
File View Certificates Tools Settings Window Help
Sign/Encrypt  Decrypt/MNVerify Import  Export  Certify Q Certificates = MNofepad  Smartcards
Lookup on Server
Search..<Al=0Q= All Certificates b
All Certificates Imported Certificates Imported Certificates Imported Certificates Imported Certificates Imported Certificates Close Tab

Y

certified 6/19/24 6/19/26 9DD2 CB41 B359 5814

Jjohnwick2@yahoo.com

Imported Certificates from /home/amnesia/Documents/johnwickpk.asc

f® Buddy List B kokojimmy2@dis... |&| Documents @ Kleopatra [ | Terminal $ OnionShare
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Select One or More Files to Sign and/or Encrypt - O X

Look in: ®7 /home/amnesia/Tor Browser v = [ [E
m - .
E— johnwick1public.asc 239 KB ascFile  6/19/2..46 PM

[ poza2copy.jpa 1379 MiB jpgFile  6/19/2..:11 PM

E 6/19/26 9DD2 CB41 B359 5814

File name: pozaZcopy.jpg Open

Files of type: | All Files (%) b Cancel

L_'?:i‘] Buddy List |°,¥ kokojimmy2... {i} Tor Browser ¢ ] Kleopatra |:| Terminal {' CnionShare a Select One or... | |
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sign/Encrypt Files = 0 X

Sign / Encrypt Files
Prove authenticity (sign)
w
ﬁ Sign as. johnwick2 <johnwick2@yahoo.com= (certified, created: 6/19/24) b

Encrypt

E'J Encrypt for others:

wick@yahoo.com= {certified, OpenPGF, created: 6/19/24)

Please enter a name or email address...
Encrypt with password. Anyone you share the password with can read the data.

Output 26 [ : |
E Output files/folder: 6/19/26 9DD2 CB41 B359 5814

/home/amnesia/Tor Browser/pozaZcopy.jpg.gpg I

Encrypt / Sign each file separately.

Sign / Encrypt Cancel

Buddy List f® kokojimmy2... E Tor Browser Kleopatra |:| Terminal f‘ CnionShare @ >Sign/Encrypt...
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Encrypt-To-Self Warning - O X

Mone of the recipients you are encrypting to seems to be your own. : ! >
1
ca -

This means that you will not be able to decrypt the data anymore, once encrypted.

Do you want to continue, or cancel to change the recipient selection?
Do not ask again

€

Cance| Continue

n s 6/19/26  9DD2 CB41 B359 5814

P Buddy List P kokojimmy... E] Tor Browser Kleopatra |:J Terminal {" OnionShare @ >Sign/Encry... gg Encrypt-To...
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sign/Encrypt Files = 0 X

Results
Status and progress of the crypto operations is shown here,

OpenPGP: All operations completed.

pozaZcopy.jpg — pozaZcopy.jpg.gpg: Signing and encryption succeeded.

E 6/19/26 9D0D2 CB41 B359 5814

Finish

|i. Tor Browser g Kleopatra |:| Terminal {» OnionShare @ Sign/Encrypt... |

2 kokojimmy2...
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@ CnionShare — 0

Share Files Receive Files Publish Website

o]
1file, 3.7 MiB 10

i+t © Recent

pozaZcopy.jpg.gpg 37MIB X
Allcerti W Starred

W Home jDT]I
) Documents

4 Downloads

dd Music

E) Pictures

m MJ Videos

alls  J Trash

£ Tor Browser

+ Other Locations
Add

Start sharing

P Buddy List 2 kokojimmy2@dismail... _. Tor Browser L/ ] I{[jgupatra £ OnionShare I
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| ®

lroot@amnesia: /home/famnesia/Tor Browser®

johnwickl_@x59@E65A9_public.asc poza kokojimmy2@dismail.de - O X 1
:Imct@amnesm:fhnmefamneua!TDI Browse Conversation Options Send T OTR u&
.a5C i

3.7 MiB

gpg: key A3C8B67259@0E65AS was created () kokojimmy2@dismail.de
‘clock problem) . .
gpg: key A3C8B672590E65A9 was created 1076208680181095303794547906: .

‘clock problem) (11:28:59 PM) kokojimmyl@dismail.de/
igpg: key A3C8B67259@0E65A9 was created 1076208680181095303794547906:.
clock problem) (11:28:59 PM) kokojimmyl@dismail.de/
1gpg: key A3C8B67259@0E65A9 was created 1076208680181095303794547906: ..
sclock problem) (11:28:52 PM) kokojimmyl@dismail.de/
/9pg: key A3CBB67259BE65A9: new key bu 1076208680181095303794547906:.
,9pg: Total number processed: 1 (11:28:59 PM) kokojimmyl@dismail.de/
gpg: w/o user IDs: 1 1076208680181095303794547906: .

root@amnesia: /home/amnesia/Toxr BIowse (11.29.02 pM) kokojimmyl@dismail.de/

IIj ohnwicklpublic.asc pozaZcopy.jpg 1076208680181095303794547906: http://
"root@amnesia: /home/amnesia/Tor Browse onionshare:repacking- _

‘total 3884 sardine@n3 624hydm7afl5dlbp7 3kh4hga3flirkuzcdnwikzx- I
I-TW-I--T-- 1 amnesia amnesia 2452 | |ayZewvoad.onion A
T=IW=F==I+- 1 root Toot 3969690 - -
jroot@amnesia: /home/amnesia/Tor Browse &l Font
-root@amnesia: /home/amnesia/Tor Browse

—
1]

4k Insert @ Smile! @ Attention! @A Unverified | }
id1bp73khahga3fllrkuzcdnwfhkzxayZewvoad.onion

L copy roaress

P Buddy List 2 kokojimmy2@dismail... Iil Tor Browser @ Kleopatra {" OnionShare
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{ — 0O X St »
= View Certificates Tools  Settings ndow Help
© Recent Q - & 9 =
Sign/Encrypt  Decrypt/Verify Import  Export Zertif ) Certificates || Notepad| Smartcards

® Home kokojimmyl@dismail.de - o x

[ Documents Conversation Options 5endTo OTR A

Motepad —+ Motepad: Signing and encryption ¢

4 Downloads @ knko;smmﬂ@d:smati de

L I bl L T e T

dd Music - (11:29:23 PM) knknjlmmﬂ@dlsmall de:.
Gl Pictures Notepad g (11:29:23 PM) kokojimmyl@dismail.de: .

~BEGIN PGP MESSAGE--— (11:29:23 PM) kokojimmyl@dismail.de: ..
WO Videos

. . (11:29:23 PM) kokojimmyl@dismail.de: .
hQGMA330QCUTyyYdAQWAGVXUWDMZaK4gtEXA 5 : :

& Trash L e a s e o NN & = Re E Lo e itzioggt |1 1:29:23 PM) kokojimmyl@dismail.de:. k.
elala gt by LR Vel S GG ERRS | (11:29:26 PM) kokojimmyl@dismail.de: http://
ESLeMSK5ztDI04gk0Tk7Bm+pfrQ1UtRh+PRMEgy IR R C g et o ng-

3 Tor Browser S;?;;ﬁ;‘:ﬁ:’;;"Ejéﬂ::;ﬁgf;:Jégtgfakgf:g;ﬁ;‘ sardine @n3oklf4624hydm7afl5dlbp7 3kh4hga3filrkuzcdnwikzx- I

PELIWQRSKSIKXLe+ 7chPdsovhy+PW2my2iE0s G e e L
+ Other Locati PEkpGOMCX/gfr04AFESSP7aZYp1+213VCIp8345pl . iy } ) ”
u20mZMfbNa3goAclvglOukB+dwgy+2YifbIBOM! & Font dklInsert @ Smile! @ Attention! @A Unverified
rQusm7MTNrhWgQITUIGTYChsfUyWbaUGI3naF]
[9KFHFCCIB9SI0xsCahKlpSnZyXvNIKW ometwWyim
e|dBxMhykwTVsRaQKZ4Puc6ORFJE+aZd6zg3d3Ve
M1ABMMC] c7LFR/KRuowFZIEcnGmshSGrkx00

+9B805qC|LMRM M5Otk pr3+TIEzeVz+tGwgH1SIGmOeektYOIQMSHG 1 PAGEHD
|GTiktF3ZCybfsWBfn88HZg8d3AlcCdKmLI7T6/Uz2aBewLBKGA|DQE2AM 1 x0SDZ
Cufsy3aDhizMOmVYHed5decpSErNGQTi2/algUgDHERYBYpIWDIPVogpC9ke
GE2TMszFMKRV765wOgblbsE|D30a8cSDCe5DathcBIGXHUWgIRNNS5g+pFbiyG)

L ] Kleopatra \=| TorBrowser |'5.§.‘ Buddy List B2 kokojimmyl... ¢ OnionShare 5) OnionShare ... |:| Terminal
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&) OnionShare ¥ (& OnionShare x|+ W x
& Ul & n3oki4624hydm7afisdibp73kh4hqga3firkuzcdnwikzxay2ewvoad.onion w O ¥ & @9 =
@ OnionShare Total size: 3.7 MiB
SIZE
3.7 MIB

@ Kleopatra E] Tor Browser 2 Buddy List P kokojimmyl... (’ OCnionShare @J OnionShare ... D Terminal
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&) OnionShare * (& OnionShare ®x  +

& Wl @ n3okl4624hydm7afl5dlibp73kh4hqga3fiirkuzcdnwikzxay2ewvoad.onion

Opening poza2copy.jpg.gpg x
You have chosen to open:

FILENl  » poza2copy.jpg.gpg
which is: HTML document (3.7 MB)
from: ... hydm7afl5dibp73kh4hga3flirkuzcdnwikzxay2ewvoad.onion

Would you like to save this file?

Cancel Save File

@ Kleopatra E] Tor Browser 2 Buddy List B2 kokojimmy... ¢ OnionShare ;]) OCnionShar...

[:| Terminal

w O % &£ ©

Total size: 3.7 MIB Download Files

@J Opening po...



Activities Applications

Places

Files

Thulun 20 23:30 GMT

< {3 Home

Recent

W Starred

(> Home

[ Documents
4 Downloads
dd Music

& Pictures
WO Videos

{J Trash

£ Tor Browser

4+ Other Locations

@ Kleopatra

E] Tor Browser

Tor Browser

johnwick2 0  pozalcopy.B  pozalcopy.
xB3595814_  xLBEla/.jpa. Pg.gpg

public.asc gpg.part

2 Buddy List

P kokojimmyl...

0

(’ OnionShare

@J OnionShare ...

w O ¥ O ©

Total size: 3.7 MIB Download Files

D Terminal
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File View Certificates Tools Settings Window Help

© Recent Q @ O =

Sign/Encrypt  Decrypt/NVerify Import  Export  Certify Certificates  MNotepad  Smartcards

Lookup on Server
W Starred : .
o bad Files

.y Home Search...<Alt+Q= h. All Certificates o

D Documents rted Certificates Imported Certificates Imported Certificates All Certificates Imported Certificates Imported Certificates 4 »| CloseTab
4 Downloads -
dd Music

& Pictures

HJ Videos

0 Trash j johnwicki@yahoo.com certified  6/19/24 6/19/26 FDAF B24A FC37 ACA1

£ Tor Browser

<+ Other Locati

@ Kleopatra é_,

Tor Browser £ Buddy List R kokojimmyl... {» OnionShare m OnionShare ... D Terminal



Activities Applications  Places g Kleopatra Thulun 20 23:30 GMT

L x
© Recent Q © @ =
W Starred Select One or More Files to Decrypt and/or Veri — O X .

= ryp fy had Files
W Home  |ookin; 1 /home/amnesia/Tor Browser v § L] §s] Oy SURICRL v
O Docume ! = T
4 Downlo: B _ johmwick2_0xB3595814_public.asc 239 KB ascFile  6/19/24 517 PM
pozaZcopy,ipg.gpg | 369 MiB gpgFile  6/20/2..:30 PM

dd Music : '
& Pictures
W Videos
@ Trash 6/19/24 6/19/26 FDAF B24A FC37 ACA1
£ Tor Broy
4+ Other Lt

File name: pozaZcopy.jpg.apg Open

Files of type: | All Files {*) v Cancel

L ] Kleopatra [E} Tor Browser I"?-’:?é Buddy List |'f’f'+:'1 kokojimmy... ( OnionShare 5} OnionShar... l:| Terminal | a Select One ...
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L x
| - "o =
© Recent Q L@
W Starred Decrypt/Verify Files o ESE .
> yP y pad Files
W Home Output folder: | fhome/amnesia/Tor Browser flbalisots v
O Docume All operations completed,
4 Downlo
Music . .
dd pozaZcopy.jpg.Qpg — pozalcopy.pa: Show Audit Log
. Valid signature by johnwick2@yahoo.com
& Pictures
Recipient: johnwickl <johnwick1@yahoo.com> (FD4F B24A FC37 ACAT)
I Videos signature created on Wednesday, June 19, 2024 11:28:25 PM EEST
With certificate:
@ Tk jchnwick2 <johnwick2@yahoo.com= (9DD2 CB4 B359 5814)
The signature is valid and the certificate’s validity is fully trusted,
B3 Tor Brow
4+ Other L

Close without Saving Save All

k

@ Kleopatra E] Tor Browser f® Buddy List £ kokojimmy... ¢ OnionShare ;]) OCnionShar... l:| Terminal @ Decypt/Ve...
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L4 (&) Home | TorBrowser i Q

1]
|
1f
i
o
x
<
x

Recent L9
¥ Starred =
johnwick2 0  pozaZcopy)  pozalcopy.

@ Home xB3595814 pg pg.qapg ertificate v
public.asc k
[ Documents

4 Downloads
dd Music

& Pictures
WO Videos

{J Trash

£ Tor Browser

4+ Other Locations

@ Kleopatra E] Tor Browser 2 Buddy List P kokojimmyl... (’ OCnionShare @J OnionShare ... D Terminal
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=] 10% v poza2copy.jpg e = =l R
Properties X A
Size 8256 x 5504 pixels )
Type JPEGimage
File Size 4.0 MB
Folder

@ Kleopatra E} Tor Browser B9 Buddy List B2 kokojimmy... £ OnionShare @ OnionShar... D Terminal a poza2copy....
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Activities

Directory Services

uw

o P T Qe

f Buddy List

Applications

.;.:-f g

Configure

Directory Services
OpenPGP keyserver: | hkpu/fkeyserverubuntu.com)

X.509 Directory Services

LDAP timeout (minutes:;seconds): pos +

Maximum number of items returned by guery: 10 i

Retrieve missing certification keys when importing new keys

o Help Reset & Defaults Apply Cancel

P kokojimmy2@dismail.de @ Kleopatra

Places g Kleopatra Wed Jun 19 23:44 GMT

Add

oK

@ Lookupon Server—Kleopatra

@ Configure —Kleopatra

]
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& OnionShare — N v X
File View Certificates Tools Settings Windo Certify...
g s
& ) _ Revoke Certification... L 9
Sign/Encrypt  Decrypt/NVerify Import  Export »ad  Smartcards
® -
Search...<Alt+Q= All Certificates o

FILENAME

rted Certificates Imported Certificates rted Certificates Imported Certificates 4 ¢ CloseTab

E poz Name -

Change End of Validity Period...

Change Passphrase...

@ Kleopatra

accounting@tails.net accou 30/24 A3BF OFBE 9ARA 234E
board@tails.net board A Lspr b 30/24 88E2 4FE2 @64F 1511
bugs@tails.net bugs@ Revoke Certificate... 30/24 E76F 7931 BED® E@s6l
foundations@tails.net found, @ Delete 30/24 S5F6B 9263 @DDD E331
fundraising@tails.net fundr: 30424 3A5B 5685 A641 297B
info@tails.net info@! BXpL... £ 30024 8C14 87D9 2446 1904
Backup Secret Keys... 9/24 6/19/26 FD4F B24A FC37 ACA1
johmwick2 johmw (& Print Secret Key... 19/24 6/19/26 GDD2 CB41 B359 5814
mirrors@tails.net mirrar 30/24 4973 2068 ADF5S ABCH
press@tails.net pressé PR o SETveE: A A TR 3114 6918 D78D F1ED
sysadmins@tails.net sysadr Publish at Mail Provider.. 26/24 C8F1 2D2B 1AE1 CB26
Tails accounting team {schleuder list) tails-ai Details 1114 C436 @9@F 4BB4 7C6F
Tails bug squad tails-buysewounnury ot veroneu v 24413 1177425 EC57 B5S6E F@C4 3132
Tails developers (offline long-term ident... tails@boum.org not certified  1/18/15 1/25/25 DBEEE @2B2 5BAC DB4F
Tails developers (Schleuder mailing-list)  tails@boum.org not certified  B/15/09 1/2/25 1D29 75ED FO93E 735F
Tails fundraising team (schleuder list) tails-fundraising@boum.org not certified B/9/14 FEB@ D35A1 BEAC AF99
Tails mirror pool managers (schleuder li... tails-mirrors@boum.org not certified 4/29/16 D2ED AG21 B572 DD73
Tails_press team isrhlender list) taile-nrecs@houm nrn nnt certifid_ 7/11/14 AS7R_RARS ARTI [CAFI

Tor Browser ¥ Buddy List

P kokojimmyl...

{" OnionShare

ﬁ OnionShare ...

D Terminal
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& OnionShare — N v X

5 ¥ =
Sl Q — __ i

OpenPGP Certificate Export — 0O X RSO SR .
§ e

When OpenPGP certificates have been exported to I Cortificat: -
a public directory server, it is nearly impossible to
FILEN. &3 remove them again.

i Before exporting your certificate to a public
% directory server, make sure that you have created a
revocation certificate so you can revoke the
certificate if needed later.

Are you sure you want to continue?

Do not ask again

Cancel Continue *

k1@yahoo.com certified  6/19/24 6/19/26 FDAF B24A FC37 ACA1

@ Kleopatra [E} Tor Browser 2 Buddy List B2 kokojimmy... ¢ OnionShare :]) Onion5Shar... l:| Terminal | @ OpenPGPC...
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— X
File View Certificates Tools Settings Window Help
Sign/Encrypt  Decrypt/MNVerify Import  Export  Certify ; Certificates = MNofepad  Smartcards
Lookup on Server
Search..<Alt+Q= All Certificates b
All Certificates Imported Certificates Imported Certificates Imported Certificates Imported Certificates Imported Certificates Close Tab
-
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Fingerprint: 672E 5768 034E 4DD4 1373 0237 FD4F B24A FC37 ACAT

E More Details_.. Update Exp-i‘rt

Close

£ f, o hE Unverified

Num Lock On
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[sys-whonix] Anon Connection Wizard

[

Before you connect to the Tor network, you need to provide information about
this computer's Internet connection.

Which of the following best describes your situation?

| would like to connect directly to the Tor
network. This will work in most situations.

s Connect

This computer's Internet connection is censored or
proxied. | need to configure bridges or local proxy
settings.

- Configure

| do not want to connect automatically to the Tor network.
Mext time | boot, this wizard will be started.

Disable Tor
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[sys-whonix] systemcheck | Whonix-Gateway | whonix-gateway-17 TemplateBased ProxyViM

INFO: Whonix APT Repository: Enabled. When the Whonix team releases BOOKWORM updates, they will be AUTOMATICALLY installed
{when you run apt-get dist-upgrade} along with updated packages from the Debian team. Please read https://www.whonix.org/
wiki/Trust to understand the risk. If you want to change this, use:

dom0 -= Start Menu -= Template: whonix-gateway-17 -> Derivative Repository
WARNING: Debian Package Update Check Result: apt-get reports that packages can be updated. h
Please update your ‘whonix-gateway-17' TemplateVM.
1. Open a TemplateVM terminal. (dom0 -> Start Menu -> Template: whonix-gateway-17 -= Terminal)
2. Update,

upgrade-nonroot

3. Shutdown your TemplateVM. (dom0 -= Qubes ¥M Manager -> right click 'whonix-gateway-17' -=> Shutdown VM)
4. Shutdown and restart this TemplateBased ProxyVM. (dom0 -= Qubes VM Manager -> right click 'sys-whonix' -> Shutdown VM)




'E‘,-'. whonix-workstation-17-dvm

.wurk

Q:
Q, APPS TEMPLATES SERVICE (1)
v | .annn—whonm $ Settings
i ‘@ default-dvm
a

No applications found.
You can add them using Settings.
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debilan-12-xfce

“@ defoult-dvm

\'. fednra—as-%ce

“@ honix-gateway-17
\'. whonix-workstation-17

'E‘,-'. whonix-workstation-17-dvm

No applications found.
You can add them using Settings.
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ﬂ sys-ush
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= [DomO0] Settings: personal ECBEE

Basic Advanced B Firewall rules 2 Devices & Applications | Services

All available applications o Applications shown in App Menu
About Xfce [+] Settings Manager
Accessibility Thunar File Manager
Appearance Xfce Terminal

Application Finder

Asunder CD Ripper

Atril Document Viewer
Bluetooth Adapters
Bluetooth Manager

Bulk Rename

Claws Mail

Clipboard Manager
Clipboard Manager Settings
Color Profiles

Default Applications . =

Desktop

Dictionary . = .

Display k
File Manager '
File Manager Settings

Firefox

Galculator

Geany

Gnumeric

GParted

KeePassXC

Keyboard

Log Out L

==

|ﬂ] & Cancel & ok
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All available applications Applications shown in App Menu

About Xfce . Settings Manager
Accessibility Thunar File Manager
Appearance Xfce Terminal
Application Finder

Asunder CD Ripper

Atril Document Viewer

Bluetooth Adapters

Bluetooth Manager

Bulk Rename

Claws Mail

Clipboard Manager

Clipboard Manager Settings

Color Profiles

Default Applications

Desktop

Dictionary

Display

File Manager

File Manager Settings

Firefox

Galculator

Geany

Gnumeric

GParted

KeePassKC

Keyboard

Loy Pt

X Cancel & 0K |




d: () Settings: personal l =) I | Thu 20 Jun, 14:16 ‘l @@ 8 .:] e ﬁ!‘!rﬂn LISEer

= [DomO0] Settings: personal ECBEE

Basic Advanced B Firewall rules 2 Devices & Applications | Services

'Refresh applications

All available applications Applications shown in App Menu

About Xfce . Firefox
Accessibility Settings Manager
Appearance Thunar File Manager
Application Finder *fce Terminal
Asunder CD Ripper

Atril Document Viewer

Bluetooth Adapters

Bluetooth Manager

Bulk Rename

Claws Mail

Clipboard Manager

Clipboard Manager Settings

Color Profiles

Default Applications

Desktop

Dictionary

Display

File Manager

File Manager Settings

Galculator

Geany

Gnumeric

GParted

KeePassxC

Keyboard

Log Out
Bzl Beadar

X Cancel
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FACULTATEA DE MATEMATICA SI INFORMATICA

UNIVERSITATEA ,,OVIDLUS~ DIN CONSTANTA

Acasa  Secretariat Informatiiv  Personal v  Academicv  Cercetare v  Studentiv  Admitere v  Calitate

B0 Romana

\ H*??L’E: o | |
225597 Facultatea de Matematica si Informatic
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.j personal

'E‘,-'. whonix-workstation-17-dvm

LR

Settings

Firefof

Settings Manager
Thunar File Manager

xfce Terminal
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F

Most Visited @) Fedora Docs [ Fedora Magazine [ Fedora Project
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FACULTATEA DE MATEMATICA SI INFORMATICA

1 s D YTES K P o S

FACULTATEA DE MATEMATICA SI INFORMATICA

UNIVERSITATEA ,,OVIDIUS” DIN CONSTANTA

Folosim cookie-uri pentru a ne asigura ca va oferim cea mai buna experienta pe
site-ul nostru. Daca continuati sa utilizati acest site, vom presupune ca sunteti
multumit de acesta.

ok [

Folosim cookie-uri pentru a ne asigura ca va oferim cea mai buna experienta pe site-ul

nostru. Daca continuati sa utilizati acest site, vom presupune ca sunteti multumit de
acesta.

Ok
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Name: | Facultatea de Matematica si Informaticalgldnl

O Home 4 @user Downloads »

) Desktop

Name v | Size | Type

() Documents

- 4 Downloads

Folosin
dd Music

site-u
(&) Pictures

MJ Videos

-+ Other Locations

Modified
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'ULTATEA DE MATEMATICA SI INFORMATICA

UNIVERSITATEA ,,OVIDIUS” DIN CONSTANTA

osim cookie-uri pentru a ne asigura ca va oferim cea mai buna experiel%:é pe site-ul
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Firefox
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. untrusted S X

B Xfce Terminal S
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work
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Places a Error: This command has to be run with superuser privileges (under the root user
B computer = '@ fedora-38-xice on most systems).
Q) user & personal ﬁuser@fedora-.jB—xﬂ:e ~]% sudo dnf install htop
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4762.62 MiB

280.58 MiB

Blocking social media trackers, cross-site tracking cookies, and

fingerprinters,

10.127.0.11

10.137.0.5
10.137.0.2

10.137.0.15

The Template must be stopped before changes from its current session can be picked up by this qube.

default-dvm
default-dvm
whonix-gateway-17
fedora-38-xfce
fedora-38-xfce

o irb o e
Templatel/M

nfa

n'a
sys-firewall
sys-firewall
nfa

default (nfa)

default (n/a)

1022.36 MiB
151.14 MiB
16.38 MIiB
0.0 MiB

0.0 MiB
2009.09 MiB

3045.38 MiB

10.138.10.158 v

10.138.20.11

10.1237.0.8

10.127.0.13
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= [Dom0] Qube Manager REEE
System Qube Miew About
E “‘ \ .: | -
° & ® © ® @ © = ¢ ¥ . 8
Mew qube Emergency pause Shutdown Restart Settings Editfirewall Appshortcuts Update Keyboard layout ¥
Search: Show: v Running | Halted | MNetwork « Templates v Standalone v All -
Mame * State Template NetVM Disk Usage Internal IP Backup Last backup
i i io If" - Arlmini/Ag I :
File Edit Vi e @ domo [ Setfings o a nia Y Open application menu
BELUGE © @  anonwhonix 0.0 MiB 10.137.0.11
[user@fedor | *
= @ dei:rian—12—xfc: & 5218.3 MiB v
@ default-dvm | Bl Edit firewall fewall) 0.0 MiB 10.137.0.5 v
{2l [elp-met801d ¥ App shortcuts 5060.67 MIB 10,137.0.2
& personal i Keyhoard layoit 290.82 Mig 10.137.015 d
9 sysfirewan | ¥ Update 24,58 MiB 10.138.36,223 |V
4 Run command in qube _
a sys-net 1022.36 MIB 10.128.10.158 v
| @ Open console in qube
a sys-usb 131.14 MIB 10.138.2011 v
a sys-whonix (¥) start qube for Qubes Windows Tools installation HEAERA i v
. untrusted @ Emergeﬂ[}rﬁauge 0.0 MiB 10.137.0.13 v
@ ault O Sshutdown 0.0 MiB v
w® (@ whonixgatey @ Restart 2009.09 MiB v
: ' Kill ;
- . whonix-work: © = 3045.38 MiB v
| L) Clone qube
L |
|

=

B Logs
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- @ Facultatea de Matematic_... L Qube Manager

= [Dom0] Qube Manager

System Qube Miew About

° ¥ ©® @

Mew qube Deleteqube  Start/Resume

® © © W € ¥

Settings Edit firewall Appshortcuts Update

Search: Show: v Running | Halted | MNetwork « Templates v Standalone v All

* State Template NetVM Internal IP Backup Last backup

Disk Usag_e

Q0 IDIDIIPY

a

dom

anon-whonix
debian-12-xfce
default-dvm
fedora-38-xfce
personal
sys-firewall
sys-net
sys-usb
sys-whonix
untrusted
vault
whonix-gateway-17

whonix-workstation-17

Adminvig nfa

whonix-workstation-17 sys-whonix
remplatelM default (n/a)
fedora-38-xfce
TemplatelVM Sys-net

k fedora-38-xfce sys-firewall

nfa

0.0 MiB

5218.3 MiB

default (sys-firewall) 0.0 MiB

5070.85 MIB

302.08 MIiB

nfa

10.137.0.11

10.137.0.5

10,137.0.2

10.137.0.15

v
v
v
v

v

v

v

| The qube must be restarted for its filesystem to reflect the template's recent committed changes.

default-dvm nfa

default—&,}m n/a

whonix-gateway-17 sys-firewall

fedora-38-xfce sys-firewall

fedora-38-xfce nfa

T | A
fempiatelViMd

default (n/a)

Templateld

default (nfa)

1022.36 MiB
151.14 MiB
16.38 MIB
0.0 MiB

0.0 MiB
2009.09 MIB

3045.38 MIB

10.138.10.158 W/

10.138.20.11

10.137.0.8

10.137.0.13

v

v
v
v
v
v

Open application menu
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HEEE

-

-

4

System  Qube

View About

Q

Mew qube

Search:

‘@ whonix-gateway-17

untrusted

vault

'-*. whonix-workstation-17

®

@

Emergency pause Shutdown Restart

® @ o

Settings

Edit firewall

Show: v Running | Halted | Network « Templates

(¥) start qube for Qubes Windows Tools installation
(i) Emergency pause

(@) shutdown

@ Restart

@ kil

.1 Clone qube

k

X

B | ogs

Name * State Template NetVM Disk Usage
@ domD - Arlminifadg V=1 mfa
0 Settings
. anon-whonix
2
‘@ debian-12-xfce @ Network , MiB
@ default-dvm M edit firewall
‘@ fedora-38-xfce % App shortcuts I}, 5 MiB
E 1 personal .| Keyboard layout MiB
ﬂ sys-firewall ¥ niB
2 Run command in qube L[
a sys-net o MIE
B Open console in qube
ﬂ sys-ush . MiB
L)
a sys-whonix NiB

«“

App shortcuts

\ 4

v'| Standalone v All

Internal Ip

nfa

10.137.0.11

10.137.0.5
10.137.0.2

18.137.6.15

a |

Keyboard layout

Backup
v
v
v
v
v

10.138.36.223 v

10.138.10.158 W/

10.138.20.11

10.137.0.8

10.137.0.13

v

v
v
v
v
v

Last backup

L

Open application menu

dle
cle

e




@ Facultatea de Matematic_... (3 Qube Manager @ Terminal - user@personal:~

System Qube View About

| ® © 6 o m

Mew qube Emergency pause Shutdown Restart Settings Editfirewall App shortcuts Keyboard layout

Search: Show: v Running | Halted | MNetwork « Templates v Standalone v All

[personal] Terminal - user@personal:- (=)= I:J Internal IP Backup Last backup

Edit View Terminal Tabs Help n/a

[user@personal ~]% htop] | 10.137.0.11
bash: htopl: command not found
[user@personal ~]% htop

[user@personal -]% htnpl e ——

T

10.137.0.15

ﬂ < K] & ] =

10.138.36.223

10.138.10.158

10.138.20.11

10.137.0.8

10.137.0.13

b I IO 1 % N L B O | N
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@ Facultatea de Matematic_... €1 Qube Manager @ Terminal - user@personal:~

Systemn  Qube View

About

0 : C O]

® © o

Mew qube Emergency pause Shutdown Restart Settings Editfirewall App shortcuts Keyboard layout
Search: Show: ¥/ Running | Halted | Metwork | Templates v Standalone | All
[personal] Terminal - user@personal:- (=)= I:] Internal IP Backup Last backup

Edit View Terminal Tabs Help n/a v

10.137.0.11 v

v

10.137.0.5 v

10.137.0.2 v

; 10137015 M

1 20 624 26344 10620 4.4 0:01.16 /sbin/init

278 20 712 832 2712 0.5 0:00.02 /usr/sbin/qub 10.138.10.128 |v/

287 20 268 4832 1692 0.8 0:01.01 /usr/sbin/hav 101382041 [
288 20 16092 17000 15932 2.8 0:00.19 fusr/lib/syst

289 20 /756 15060 340 2.2 0:00.23 Jusr/lib/syst 10.137.0.8 v

348 20 14908 6216 432 1.0 0:00.683 Jusr/lib/syst oy

354 20 5588 092 264 1.2 0:00.01 systemd-userw s

355 20 5588 6992 156 1.2 0:00.01 systemd-userw v
356 20 15588 6996 168 1.2 0:00.00 systemd-userw

390 20 5212 252 5464 1.0 0:00.06 fusr/lib/syst v

391 20 904 372 11124 2.5 0:00.12 fusr/lib/syst ",
428 20 /31 1388 176 1.6 0:00.06 fusr/lib/polk
431 20 664 128 0} 6:00.84 Susr/sbin/mem
436 root 20 0 15460 7968 7004 S 0.0 1.3 0:00.03 /usr/lib/syst

FlHelp |[@Setup [#SearchigiFilter|giliree [@8SortByl@iNice -[@iNice +H@Kill |[@LQuit
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| | Downloads-Thunar
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ik [personal] File Examples | Download redirect... _ Mozilla Firefox
=l B File Examples | Download x| B4 Firefox Privacy Notice — I % - L e
e C B https://file-examples.com/wp-content/storage/2017/02/file-sample_100kB.doc b ® 4
£+ Most Visited @ Fedora Docs [ Fedors =] {personalf Downloads - Thunar EEEE

File Edit View Go

Places

-

o | Documents
-— :

4 Music
a

= | Pictures

.'c._ Videos

Devices
__| File System
Network

‘ Browse Network

Bookmarks

Help

R

Facultatea de
Matematica si
Informatica_files

myemptyfile

3 Downloads

file-sample_100kB.doc" | 98.0 KB (100352 bytes) | N & Openin other qube

< > A '0 ® /home/user/Downloads/

r

Facultatea de
Matematica si
Informatica.html

§ Open With "Libre Office Writer"
Open With Other Application...
Set Default Application...
Send To g

“5" Cut

(D Copy

I':I laste

B3 Move to Trash
Rename...

& Create Archive...

11 Copy to other qube

Move to other qube

[ Edit in disp sable qube

[ view in di_c.pu.Sable qube

Eil Properties...
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File Edit View Insert Format Styles Table Form Tools Window Help ps
B-E-BrAwd LB E1A19D 0~ AL T BrbihBE=mB8-Q-1BOHKPBILERI OB
|TitlE j}?}ﬂ I|LiberatiunSan5;Arial j |2Bpt ji BIU~S| % % | S5 AP~ =E=S==S|=~Evg|l ===t =

You are running versicn 7.5 of LibreOffice for the first time. Do you want to learnwhat's new? Releass Motes | p 4
= FRL T L T RL :g (R T TR I T | "i (R T T R T | j (R T T R T | :j, (N O T I TR R | ..1'. (] (] i [ I R | é [ O R !'| i T T TRl | _ﬂ
L L L £ 4 L L Lo L Lo L Lo L

(8

NI o0 [J () g e [n] 1

Paull.orem ipsum

Lorem ipsum dolor sit amet, consectetur adipiscing
elit, Nunc ac faucibus odio,

Vestibulum neque massa, scelerisque sit amet ligula ey, congue molestie mi. Praesent ut varius
sem. Nullam at porttitor arcu, nec lacinia nisl. Ut ac dolor vitae godio interdum condimentum,
Vivamus dapibus sodales ex, vitae malesuada ipsum cursus conyallis, Maecenas sed egestas
nulla, ac condimentum orci, Mauris diam felis, vulputate ac suscipit ef, iaculis non est. Curabitur
semper arcy ac ligula semper nec luctus nisl blandit. Integer lacinig ante ac libero lobortis
imperdiet. Nullam mollis convallis [psum, ac gecumsan nung vehicula vitae. Nulla eget justo in felis
tristique fringilla, Morbi sit amet tortor quis risus auctor condimentum, Merbi in ullamcorper elit,
Nulla iaculis tellus sit amet mauris tempus fringilla, =
| Pagetof4 | 913words, 6,126 characters | . Default Page Style ! English (USA) =12 . | O00OmMm | —— 1 + | 1000
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File Edit View |Insert Format Styles Table Form Tools Window Help ps
B~E-El e [d E B9 G ArbihlElmsE8-Q-BRHPEILE SO

|TitlE jﬂgﬂllLib&ratiunSans;Arial leEpt jl BI U~+S| ¥ }(gifblﬂvaﬁ?viEEEEEEI'::v%::vg.f_:l-EE|1§v:$i*

You are running version 7.5 of LibreOffice for the first time. Doyouwant to learnwhat's new? Releaze Motes | p 4

= m: [ JI- [ 1 [ J-I [ |E [ |J-| [ |J-3:. [ |J-| [ |J--1:- [ |J-| [ |J-EE. [ |J-| [ |J--|.‘? [ |J- | |m| _‘_

O This document may contain formatting or content that cannot be
saved in the currently selected file format "Word 97-2003".

NI o0 [J () g e [n] 1

Use the default COF file format to be sure that the document is saved correctly.
Lorem Ip I AskihennotssiRginOEF o defauitformat & ing

elit, Nunc a .
Use ODF Format | iUse Word 87—2003 Format!

Vestibulum neque massa, scelerisque sit amet ligula ey, congue molestie mi. Pragsent ut varius
sem. Nullam at porttitor arcu, nec lacinia nisl. Ut ac dolor vitae godio interdum condimentum,
Vivamus dapibus sodales ex, vitae malesuada ipsum cursus conyallis, Maecenas sed egestas
nulla, ac condimentum orci, Mauris diam felis, vulputate ac suscipit ef, iaculis non est. Curabitur
semper arcy ac ligula semper nec luctus nisl blandit. Integer lacinig ante ac libero lobortis
imperdiet. Nullam meollis convallis ipsum, ac accumsan nune vehicula vitae. Nulla eget justo in felis k
tristique fringilla, Morbi sit amet tortor quis risus auctor condimentum, Merbi in ullamcorper elit,
Nulla iaculis tellus sit amet mauris tempus fringilla, =
| Pagetof4 | 913 words, 6,126 characters | | Default Page Style | English (USA) =5 | L oo0m | —— ! + | 100%
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File Examples | Download... (3 Qube Manager __| Downloads - Thunar :]

|Thu20un, 15:28 ) (B B2 & @) _ HCE O user

[personal] File Examples | Download redirect.. _ Mozilla Firefox

B =i
B File Examples | Download x| B4 Firefox Privacy Notice — I % + S Qube S_tatm: disp1171
Qube disp1171 has shut down.
@ J 6 https://file-examples.com/wp-content/storage/2017/02/file-sample_100kB.doc kg =9 & B2 =

i

Most Visited € Fedora Docs [ Fedora & i i i

5

File Edit View Go Bookmarks Help

< > A '0 ® /home/user/Downloads/

Places -
- Computer ‘

Facultatea de
Matematica si
Informatica_files

Facultatea de
Matematica si
Informatica.html

® Documents
® Music
"2 Pictures myemptyfile
" Videos
v
Devices
__| File System
Network

‘ Browse Network

Use "LibreOffice Writer" to open the selected file

de
w
Open With "LibreOffice Writer” i
45 €
Open With Other Application...
de

Set Default Application...

Send To [ ]
% Cut
(D copy
[ paste de
B3 Move to Trash cle
Rename... de
= Create Archive... e
¥ Copy to other qube de
Move to other qube de
(3 Open in other qube
[ Edit in disposable qube de.'

[® view in disposable qube

Eil Properties...
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= ‘[personal] file-sample_100kB.doc - LibreOffice Writer EEEE
File Edit View Insert Format Styles Table Form  Tools Window Help ps

B-=-E-1 084 A R T BB HE-Q- RGP BB,
|Title j}?‘vﬂ |LiberatiunSans;Arial j |2I3pt j B I H"S’ HC fb..&v“r‘}v EE E EE E-:::T%::";ci 'EE ]ET:L b
e m L JI. L JIIL L J.I L E L IJ.I L J.3 L IJ.I L J.4 L IJ.I L J.E L IJ. =i J.E L J. ; é—ll_lif ';I

PaulLorem ipsum

9 L) © g/ & [ v

Lorem ipsum dolor sit amet, consectetur adipiscing
elit, Nunc ac faucibus odio, 5

Vestibulum neque massa, scelerisque sit amet ligula ey, congue molestie mi. Praesent ut varius
sem. Nullam at porttitor arcu, nec lacinia nisl. Ut ac dolor vitae gdio interdum condimentum,
Vivamus dapibus sodales ex, vitae malesuada ipsum cursus convallis, Maecenas sed egestas
nulla, ac condimentum orci, Mauris diam felis, yulputate ac suscipit et, iaculis non est. Curabitur
semper arcy ac ligula semper nec luctus nisl blandit. Integer lacinia ante ac libero lobortis
imperdiet. Nullam mollis convallls ipsum, ac gecumsan nune vehicula vitae. Nulla eget justo in felis
tristique fringilla, Morbi sit amet tortor quis risus auctor condimentum, Morbi in ullamcorper elit,
Nulla iaculis tellus sit amet mauris tempus fringilla.

Maecenas mauris lectus, lobortis et purus mattis, blandit dictum tellus. .

Page T of 4 913 words, 6,126 characters Default Page Style English (LiSA) = LTI T ———t i +  100%
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(0 = (! Qube Manager

 Thu20)un, 15:30 O BESQ_ BAE s

s Dom0] Qube M: e
System Qube \iew About
©  x ® @ ® @ ® ¢ ¥ - ,
Mew qube Delete qube  Start/Resume [ ' Settings Edit firewall App shortcuts Global config
Search: | | Show: v Running  Halted | Metwork | Templates | Standalone v All
_ Name - State Template . MNetVM . Disk Usage  Internal IP Backup Last backup Default DispvM . Is [
. F domd - Admin\vig nfa nfa nfa V! default (default-dvm)
= 0 0 3 a § v 0 orksta d
| \. debian-12-xfce T TemplatelVM default (n/a) 218.3 MiB | default (default-dvm)
°=. default-dvm fedora-38-xfce default (sys-firewall) £.0 MiB 10.137.0.5 i) default (default-dvm) Yes
T ‘. fedora-38-xfce x remplatelVid sys-net 798.09 MIB 10.137.0.2 V! default {(default-dvim)
i 5 personal - fedora-38-xfce sys-firewall 81.8 MiB 10.137.0.15 V| default (default-dvm)
o a sys-firewall 0 default-dvm sys-net 4,58 MIB 10.138.36.223 v default (default-dvm)
a sys-net e 0 default-dvm nfa 022.36 MiB 10.138.10.158 | default (default-dvm)
i a sys-usb w (J default-dvm nfa 51.14 MiB 10.138.20.11 V| default (default-dvm)
i a sys-whonix - whonix-gateway-17 sys-firewall 6.38 MiB 10.137.0.8 W default (default-dvm)
o . untrusted fedora-38-xfce sys-firewall .0 MIB 10.137.013 v default (default-dvm)
. vault fedora-38-xfce nf% .0 MiB i) default (default-dvm)
!"-. ‘. whonix-gateway-17 x TemplatelM default (nfa) 009.09 MIiB V! default (default-dvm)
| “ whonix-workstation-17 TemplatelVM default (n/a) 045.38 MIB W default (default-dvm)
“ | '@ whonix-workstation-17-dvm whonix-workstation-17 sys-whonix .0 MiB 10.137.0.10 |v whonix-workstation-17-dvm Yes
. work e 0 fedora-38-xfce sys-firewall 5.23 MIB 10.137.0.16 |V default (default-dvm)
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Q, APPS TEMPLATES SERVICE

. Settings ==EE
N anon-whonix $ [;
i !!'. default-dvm ﬂ Qf* i 4 "‘_1- %
_ * System Check Edit firewall App shortcuts Keyboard layout
‘j personal 5 Thunar File Manager L
X ¥ Templates /| Standalone | All
@ Tor Browser (AnonDist) L
. untrusted _ Usage  Internal IP Backup  Last backup De”
ﬂ Tor Browser DUWﬂmﬂ-dEl" {ﬂﬂDﬂDlEt]- | T | Bk e B i) 1 Ao L P S e o AL S| ]
n/a v default {i
.vautt B ice Terminal _ _
B 10.137.0.11 o whonix-y
'!!'. whonix-workstation-17-dvm MiB v default (i
b 10.137.0.5 W default {i
.wnrk
2 MIiB v default {i
B 10.137.0.15 default (
B 10.138.36.223 v default {i
MiB 10.138.10.158 v default {i
MiB 10.138.2011 W default {i
NiE 10.137.0.8 W default {
b 10.137.013 W default {i
| v default {i
3 MiB v default {{
2 MiB v default (i

-

> !
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@ Congratulations. This bro...

Ld = & Qube Manager
& Congratulations. This brows X | + v wi o X
[ w| O % =
X

™ 8 hupscheck torproject.org

« -
Change Language...

@© Tor Browser has set your display language to English based on your system's language.
This page is also available in the following languages: JElg kg g m

Congratulations. This browser is configured to use Tor.

Your IP address appears to be: 192.42.116.179

Please refer to the Tor website for further information about using Tor safely. You are now free to browse the Internet anonymously. For more information
about this exit relay, see: Relay Search.

= 1
3153.72 MiB W default {1
: o

sys-whonix

I : .
fi whonix-workstation-17 TemplateVM

.1.
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] root@kali: /lhomefkali/Desktop e

File Actions Edit View Help
—(kali® kali)-[~/Desktop]

L—S suydo su

L—( lkali® kali)-[~/Desktop]
$ sudo su

[sudo] password for kali:

'~ /home/kali/Desktop
apt udpate &6 apt-get install inspircd irssi tor -y
Invalid operation udpate

- '~ /home/kali/Desktop
apt updfte & apt-get install inspircd irssi tor -y



]

M o A 1?:23]& G

S o Em PO 2 3 4

= root@kali: fhome/kali/Desktop

File Actions Edit View Help

GNU nano 8.8 Jetc/torftorrec *

HiddenServiceDir /fvar/lib/tor/hidden_serwvice/
HiddenServicePort 6667 127.0.08.1:6667]]

L ' T ¥ i ' o
HH1a 5 W 1D T/ 2L it 1CE
L o -~ Y
R 1 3 A0 12 1. 1188
L - -~ -
AH1a 3 } . Y B e
............... ctio 1 ] t fo L-I-_l-

Bl Execute Location EEN Undo EEF Set Mark To Bracket
BB Justify Go To Line ke Redo s Copy Where Was




O ¢ A BUB|& G
root@kali: /home/kali/Desktop
File Actions Edit View Help

GNU nano 8.0

/etc/inspircd/inspircd.motd *
EEEEEEEEEEEEEEEEEEEEEEEEEEEAEEEAEEEAEAEEAEAEEAA A A A A kA Ak hi

Salutari de la Universitatea Ovidius !!!tt!
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEAEAEEAEAEAEA A A A A A A A kA Ak h &

(The sysadmin possibly wants to edit </etc/inspircd/inspircd.motd>)

e Help 0 Write Out B Where Is i Cut B Execute B8 Location Bl Undo UBFY Set Mark To Bracket
By Exit Bl Read File B Replace @l Paste g Justify Wi Go To Line Ueds Redo Ul Copy Where Was
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o root@kali: flhome/kali/Desktop

File Actions Edit View Help

inspircd.service is a disabled or a static unit, not starting it.
Processing triggers for doc-base (0.11.2) ...

Processing 39 changed doc-base files, 3 added doc-base files...
Processing triggers for libc-bin (2.38-10) ...

Processing triggers for man-db (2.12.1-1) ...

Processing triggers for kali-menu (2023.4.7) ...

—( '~ /home/kali/Desktop
~ npano /etc/tor/torrc

—( '~ /home/kali/Desktop
~— nano /etc/inspircd/inspircd.motd

— '~ /home/kali/Desktop
“— systemctl start inspircd

— '~ /home/kali/Desktop
systemctl status inspircd
e inspircd.service - InspIRCd - Internet Relay Chat Daemon

Loaded: loaded (/usr/lib/systemd/system/inspircd.service; disabled; preset:

Active: active (running) since Thu 2024-06-20 17:29:18 EDT; 4s ago
Docs: man:inspircd(8)
Main PID: 3978 (inspircd)
Tasks: 1 (limit: 9440)
Memory: 1.1M (peak: 1.4M)
CPU: 5ms
CGroup: /system.slice/inspircd.service

3978 /fusr/sbin/inspircd —nofork —nopid

Jun 20 17:29:18 kali systemd[1]: Started inspircd.service - InspIRCd - Internet Relay Chat Daemon.

Jun 20 17:29:18 kali inspircd[3978]: InspIRCd - Internet Relay Chat Daemon

Jun 20 17:29:18 kali inspircd[3978]: See /INFO for contributors & authors

Jun 20 17:29:18 kali inspircd[3978]: InspIRCd Process ID: 3978

Jun 20 17:29:18 kali inspircd[3978]: Loading core modules ........eeevveeeesns

Jun 20 17:29:18 kali inspircd[3978]: InspIRCd is now running as 'irc.local'[811] with 524288 max open sockets

P '~ /home/kali/Desktop

I

disabled)

0w A BT & C
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=] root@kali: fhomefkali/Desktop [ X ]
File Actions Edit View Help
R R I L ... — — ——--aaaa-aeeeeee--------

17:29 -!- For Debian specific help type "/connect OFTC" and
17:29 -!- "/join #debian" {without the gquotes) and ask your
17:29 -!- guestion.

) e e e e e e e e e T e e e e i e e i
17:29 -!- Irssi: The following settings were initialized

17:29 real_name root

17:29 UsSEr_name root

17:29 nick root

17:29 -!- Irssi: Looking up 127.0.0.1

17:29 -!- Irssi: Connecting to 127.0.0.1 127.8.0.1 port 6667
17:29 Waiting for CAP LS response ...

17:29 -!- Irssi: Connection to 127.0.0.1 established

17:29 !irc.local #** Looking up your hostname ...
17:29 !'irc.local #*%% Could not resolve your hostname: Request timed out; using your IP address {127.8.0.1) instead.

17:29 -!- Welcome to the Localmet IRC Network root!root@l27.0.0.1

17:29 -!- Your host is irc.local, running version InspIRCd-3

17:29 -!- This server was created 17:29:18 Jun 2@ 2024

17:29 -!- irc.local InspIRCd-3 iosw biklmnopstv bklow

17:29 -!- AWAYLEN=200 CASEMAPPING=rfcl459 CHANLIMIT=#:2@0 CHANMODES=b,k,l,imnpst CHANNELLEN=64 CHANTYPES=# ELIST=CMNTU HOSTLEN=564 KEYLEN=32 KICKLEN=255
LINELEN=512 MAXLIST=b:1@@ are supported by this server

17:29 -1- MAXTARGETS=20 MODES=20 NAMELEN=128 NETWORK=Localnet NICKLEN=30 PREFIX={owv)@+ SAFELIST STATUSMSG=g+ TOPICLEN=307 USERLEN=10 USERMODES=,,s,iow WHOX
are supported by this server

17:29 -!- There are B users and @ invisible on 1 servers

17:29 -!- 1 unknown connections

17:29 -!- B channels formed

17:29 -!'- T have @ clients and @ servers

17:29 -!- Current local users: @ Max: @

17:29 -!- Current global users: @ Max: @

17:29 -!- irc.local message of the day

AR L I I e e e e S S S e L

17:29 -!- [@##Salutari de la Universitatea Ovidius !!!!1!!

AR L I I e e e e S e

17:29 -!- (The sysadmin possibly wants to edit </etc/inspircd/inspircd.motd>)

17:29 -!- End of message of the day.

+1

17:29 -!- Mode change for user root

[{gfatus}].."
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root@kali: /home/kali/Desktop

[notice] Parsing GEOIP IPv6 file /usr/share/tor/geoip6.

[warn] You are running Tor as root. You don't need to, an

[notice]
[notice]
[notice]
[notice]
[notice]
[notice]
[notice]
[notice]
[notice]
[notice]
[notice]
[notice]
[notice]
[notice]

[notice]
[notice]
[notice]
[notice]
[notice]
[notice]
[notice]
[notice]
[notice]

Bootstrapped 0% (starting): Starting
Starting with guard context "defai ;—

Bootstrapped
Bootstrapped
Bootstrapped
Bootstrapped
Bootstrapped
Bootstrapped
Bootstrapped

5% (conn): Connecting
10% (conn_done): Coni
14% (handshake): Hant
15% (handshake_done)
20% (onehop_create):
25% (requesting_stati
30% (loading_status)

I learned some more directory inf

Bootstrapped

40% (loading_keys): |

The current consensus has no exit

Bootstrapped

45% (requesting_desc!

I learned some more directory inf
of likely paths. (We have 0% of guards bw,

Bootstrapped

50% (loading_descrip:

The current consensus contains ex:

Bootstrapped
Bootstrapped
Bootstrapped
Bootstrapped
Bootstrapped
Bootstrapped
Bootstrapped

)
&

1/\,\-

57% (loading_descrip:
65% (loading_descrip:
70% (loading_descrip:
75% (enough_dirinfo)
90% (ap_handshake_doi
95% (circuit_create)
100% (done): Done

W =2

File Actions Edit View Help

[:—(kaliGJkali)-[~/besktop]
$ sudo cat /var/lib/tor/hidden_service/hostname
[sudo] password for kali:

kali@kali: ~/Desktop

O

LD

A @ 1731

3vyojh4wtpevuws2gyylfwj627xapsxulilxtdc7qrrmkvte633yzkid.onion

(kali@)kali)-[~/DeI;top]
|

| & ¢
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File Actions Edit View Help
Jun 20 17:30:13.000 [notice]

3 4 ~g

root@kali: flhome/kali/Desktop

Parsing GEOIP IPv6 file /usr/sha

Jun 20 17:30:13.000 [warn] You are running Tor as root. You d

Jun 20 17:30:13.000 [notice]
Jun 20 17:30:13.000 [notice]
Jun 20 17:30:14.000 [notice]
Fi Jun 20 17:30:14.000 [notice]
Jun 20 17:30:14.000 [notice]
Jun 20 17:30:14.000 [notice]
Jun 20 17:30:14.000 [notice]
Jun 20 17:30:14.000 [notice]
Jun 20 17:30:14.000 [notice]
Jun 20 17:30:14.000 [notice]
Jun 20 17:30:15.000 [notice]
Jun 20 17:30:15.000 [notice]
Jun 20 17:30:15.000 [notice]
Jun 20 17:30:15.000 [notice]

Bootstrapped 0% (starting): Star
Starting with guard context "def
Bootstrapped 5% (conn): Connecti
Bootstrapped 10% (conn_done): Co
Bootstrapped 14% (handshake): Ha
Bootstrapped 15% (handshake_done
Bootstrapped 20% (onehop_create)
Bootstrapped 25% (requesting_sta
Bootstrapped 30% (loading_status
I learned some more directory in
Bootstrapped 40% (loading_keys):
The current consensus has no exi
Bootstrapped 45% (requesting_des
I learned some more directory in

d can only build 0% of likely paths. (We have 0% of guards bw

Jun 20 17:30:15.000 [notice]
Jun 20 17:30:16.000 [notice]
Jun 20 17:30:16.000 [notice]
Jun 20 17:30:17.000 [notice]
Jun 20 17:30:17.000 [notice]
Jun 20 17:30:17.000 [notice]
Jun 20 17:30:17.000 [notice]
Jun 20 17:30:17.000 [notice]
Jun 20 17:30:18.000 [notice]

0

Bootstrapped 50% (loading_descri
The current consensus contains e
Bootstrapped 57% (loading_descri
Bootstrapped 65% (loading_descri
Bootstrapped 70% (loading_descri
Bootstrapped 75% (enough_dirinfo
Bootstrapped 90% (ap_handshake_d
Bootstrapped 95% (circuit_create
Bootstrapped 100% (done): Done

~] kali@kali: ~/Desktop

File Actions Edit View Help

L§ irssi

(kali® kali)-[~/Desktop]
L 7

sudo su
— |- /home/kali/Desktop
L irssi
| ( - /home/kali/Desktop
% irssi
e - /home/kali/Desktop

| - -
—& proxychains4 1rssi

[proxychains] config file found: /etc/proxychains4.conf

I

O A BUk|a e

[proxychains] preloading /usr/lib/x86_64-1linux-gnu/libproxychains.so.4

[proxychains] DLL init: proxychains-ng 4.17

ety '~ /home/kali/Desktop

I_—( lali® kali)-[~/Desktop]
$ proxychains4 irssi

[proxychains] config file found: /etc/proxychains4.conf

[proxychains] preloading /usr/lib/x86_64-1linux-gnu/libproxychains.so.4

[proxychains] DLL init: proxychains-ng 4.17

L—( lkali® kali)-[~/Desktop]
S

~".
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File Actions Edit View Help
Jun 20 17:30:13.000 [notice] Parsing GEOIP IPv6 file /usr/sha

root@kali: /home/kali/Desktop

kali@kali: ~/Desktop (X

Jun 20 17:30:13.000 [warn] You are running Tor as root. You d &
Jun 20 17:30:13.000 [not?ce] Boots!:rappgd 0% (starting): Star Fjle Actions Edit View Help
Jun 20 17:30:13.000 [notice] Starting with guard context "def
Jun 20 17:30:14.000 [notice] Bootstrapped 5% (conn): Connecti 17:33 -!- |_ _| _ (_)
Fi Jun 20 17:30:14.000 [notice] Bootstrapped 10% (conn_done): Co 17:33 -!- Welcome to the Localnet IRC Network kali'kali@127.0.0.1
Jun 2@ 17:30:14.000 [notice] Bootstrapped 14% (handshake): Ha 17:33 -!- Your host is irc.local, running version InspIRCd-3
Jun 2@ 17:30:14.000 [notice] Bootstrapped 15% (handshake_done 17:33 -!- This server was created 17:29:18 Jun 20 2024
Jun 20 17:30:14.000 [notice] Bootstrapped 20% (onehop_create) 17:33 -!- irc.local InspIRCd-3 iosw biklmnopstv bklov
Jun 20 17:30:14.000 [notice] Bootstrapped 25% (requesting sta 17:33 -!- AWAYLEN=200 CASEMAPPING=rfc1459 CHANLIMIT=#:20
Jun 20 17:30:14.000 [notice] Bootstrapped 30% (loading_status CHANMODES=b,k,1,imnpst CHANNELLEN=64 CHANTYPES=# ELIST=CMNTU
Jun 20 17:30:14.000 [notice] I learned some more directory in HOSTLEN=64 KEYLEN=32 KICKLEN=255 LINELEN=512 MAXLIST=b:100 are
Jun 20 17:30:15.000 [notice] Bootstrapped 40% (loading_keys): supported by this server
Jun 20 17:30:15.000 [notice] The current consensus has no exi 17:33 -!- MAXTARGETS=20 MODES=20 NAMELEN=128 NETWORK=Localnet NICKLEN=30
Jun 20 17:30:15.000 [notice] Bootstrapped 45% (requesting_des pREFIX=(OV)a+ SAFELIST STATUSMSG=@+ TOPICLEN=307 USERLEN=10 -
Jun 20 17:30:15.000 [notice] I learned some more directory in USERMODES=, ,s,iow WHOX are supported by this server
d can only build 0% of likely paths. (We have 0% of guards bw 17:33 -!- There are @ users and @ invisible on 1 servers
Jun 20 17:30:15.000 [notice] Bootstrapped 50% (loading descri 17:33 -!- 1 unknown connections
Jun 20 17:30:16.000 [notice] The current consensus contains e 17:33 -!- @ channels formed
Jun 20 17:30:16.000 [notice] Bootstrapped 57% (loading descri 17:33 -!- I have @ clients and @ servers
Jun 20 17:30:17.000 [notice] Bootstrapped 65% (loading descri 17:33 -!- Current local users: @ Max: 1
Jun 20 17:30:17.000 [notice] Bootstrapped 70% (loading descri 17:33 -!- Current global users: @ Max: 1
Jun 20 17:30:17.000 [notice] Bootstrapped 75% (enough_dirinfo 17:33 -!- irc.local message of the day
Jun 20 17:30:17.000 [notice] Bootstrapped 90% (ap_handshake_d 17:33 —!- kkkkkkkkkdkk kXA AAKKKKIXRRRRKKKKKIRKRKRK KKK HHHK
Jun 20 17:30:17.000 [notice] Bootstrapped 95% (circuit_create 17:33 -!- [§##isalutari de la Universitatea Ovidius !!!!!!
Jun 20 17:30:18.000 [notice] Bootstrapped 100% (done): Done 17:33 —!— e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e ke e e e e ke e e ke e ke ke ke ke ke ke ke
0 17:33 -!- (The sysadmin possibly wants to edit </etc/inspircd/inspircd.motd>)
17:33 -!- End of message of the day. -

= 17:33 -!- Mode change [+i  for user kali
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Applications  Places =] Terminal Thu Jun 20 21:41 GMT

amnesia@amnesia; ~ Q = o x

i v1.4.3 - https://irssi,oxrg

This server was created 17:29:18 lun 2@ 2824

irc.local InsplRCd-3 iosw bikimnopstv bklav

AVWAYLEN=200 CASEMAPPING=xfcl459 CHANLIMIT=#:20 CHANMODES=b,k,l, imnpst
CHANNELLEN=64 CHANTYPES=# ELIST=CMNTU HOSTLEN=64 KEYLEN=32
KICKLEN=255 LINELEN=512 MAXLIST=b:100 are supporxted by this sexrver
MAXTARGETS=20 MODES=20 NAMELEN=128 NETWORK=Localnet NICKLEN=30@
PREFIX=[ov)@8+ SAFELIST STATUSMSG=2+ TOPICLEN#3Q7 USERLEN=10
USERMODES=, ,s5,iow WHOX are supported by this server

There are © uwsers and 1 invisible on 1 servers

1L unknown connections

® channels formed

1 have 1 clients and @ servers

Current local users: 1 Max: 1

Current global users: 1 Max: 1

irc.local message of the day

AA P d AN NAANARR 2 e AN AANANDA R R s A AAARAA DD N ANAMANAA

m.<.a'xma‘r‘i de 1a Universitatea Ovidius !t}

PR EEXNNNRAAA R R LR NN NANARAR LR EXRNNNARR AR R TN NN AN AR

(The sysadmin possibly wanls Lo edit </elc/inspircd/inspircd.motd>)
End of message of the day.

Mede change [+1] for user amnesia

amnesia(ti) 1 :3wyajhdwtpevuws2ayy]l fwjt27xapaxulilxtdc7grrmkvies33y?

[(status)]

‘ Tor Connection © | amnesia@amnesia: -




THANK YOU FOR YOUR ATTENTION!
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